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Anonymising medical data for use in machine learning is 

important to preserve patient privacy and, in many 
circumstances, is a requirement before data can be made 

available1. One approach to anonymising image data is to 

train a generative model to produce data that is statistically 
similar to the input data and use the synthetic data in place of 

the real. In this work, we present a study of the effects of such 
a process on an exemplar downstream task, histology image 

classification.

Three identical classification networks were trained. Each was 

a simple six-layer convolutional neural network. These were 
labelled:

• Original – trained with 70,000 patches extracted from the 

Camelyon16 dataset.
• Mixed – trained with 35,000 patches extracted from the 

Camelyon16 dataset and 35,000 synthetic patches 
generated by our DCGAN.

• Synthetic – trained on 70,000 synthetic patches.

Independent validation and test sets were used, each 

consisting of patches extracted from Camelyon16. The 
synthetic patches were generated using two separate Deep 

Convolutional Generative Adversarial Network (DCGAN3), , 

one synthesizing tumor patches and the other synthesizing 
normal patches. Figures 2 and 3 show examples of real tumor 

patches versus synthetic.

Figure 2 – 64 tumor patches extracted from the 

Camelyon16 data set.

Figure 3 – 64 synthetic tumor patches generated 

using out DCGAN.

When predicting the class of an image patch as either cancer 

or normal it's shown that the accuracy reduces from 0.78 for 
original alone to 0.59 for synthetic alone, and the recall is 

significantly reduced from 0.70 to 0.44 when training 

exclusively on the same amount of synthetic data.

If retaining a similar accuracy is required for the downstream 

task, then either the original data must be used or an 
improved anonymisation strategy must be devised. We 

conclude that using this DCGAN to anonymise the dataset, 

degrades the accuracy of the classifier which implies that it 
has failed to capture the required variation in the original data 

to generalise and act as a sufficient anonymisation strategy.

1. Classification accuracy was reduced.

2. This method is not suitable for anonymization.

3. More sophisticated data synthesis is required. 

Future work will investigate improving the generative 

model and simulation as a synthesis technique.

Model Accuracy Precision Recall F1-Score
Original 0.78 0.83 0.70 0.76
Mixed 0.75 0.82 0.65 0.73
Synthetic 0.59 0.64 0.44 0.52

Figure 1 – Deep Convolutional Generative Adversarial 

Network 
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