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But it appears to me indispensable that the signature
of the elector should be affixed to the paper at a
public polling-place, or if there be no such place
conveniently accessible, at some office open to all
the world, and in the presence of a responsible
public officer. The proposal which has been thrown
out of allowing the voting papers to be filled up at
the voter’s own residence, and sent by the post, or
called for by a public officer, | should regard as
fatal. The act would be done in the absence of the
salutary and the presence of all the pernicious
influences. The briber might, in the shelter of
privacy, behold with his own eyes his bargain
fulfilled, and the intimidator could see the extorted
obedience rendered irrevocably on the spot.
—John Stuart Mill.
Considerations on Representative Government,
1860.



Abstract

This thesis describes the design of a novel claspatisterlessvoting schemes. Many
cryptographic voting schemes necessitate a pollster beddue client side computations
are beyond the understanding or ability of the voter. Sutdrattions require that the voter
trust the software to perform operations on their behatd,iareffect, the pollster acts as the
voter. Conversely, the pollsterless schemes presentedkemit voters to interact with an
election authority directly, without complex computatsorPollsterless schemes have the
additional advantage of permitting voting on virtually amstworked device, increasing the

potentialmobility of voting.

The proposed pollsterless schemes are implemented and\akrated with respect to the
particular requirements of the UK public election conteXhe flexibility of pollsterless

schemes in particular are demonstrated to fulfill the deveesjuirements that may arise in
this context, whilst the mobility of pollsterless schem&slémonstrated to fulfill require-

ments to improve the convenience of voting.
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Chapter 1

Introduction

Overview

This chapter describes the motivation for this thesis anahfitates the hypothesis that for
a remote electronic voting systems to be deployed in the UKrreote votingschemenust
be designed with respect to the particular requirementeefiK’s specific context. The

chapter concludes by describing the structure of this shesi

1.1 Remote Electronic Voting in Computer Science

In recent years, voting systems have become a highly pgegticand controversial topic
for computer scientists and other researchers [34], withymmaising the prospect of the
accuracy of public elections being violated by the use oftedmic technologies [57, 91].
Electronic voting systems have even been used to direaiskgm on the risk of interaction
between digital technologies and society in universityrses [4]. Yet the ‘automation of
honesty’ which is embodied in the topic of electronic voths a long history stretching
back to the ancient Greeks [13]. More recently, the intréidncof networked voting tech-

nologies has raised the prospect of voters participatirgjentions remotely without the
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need to attend a polling station. Remote electronic votiag tbeen proposed as a means
of improving the experience of voting through increasedveorence, improved accuracy
in recording voter intentions and improving equality of @€ to a voting system across a
broad spectrum of voter capabilities [3]. In the UK, the goweent was until recently con-
ducting pilots of remote electronic voting, as a possiblemaaism for increasing turnout
[41, 42]. In addition, electronic voting systems, both réenand supervised, are used in a

wide variety of contexts, generally without controversy.

This thesis places a novel class of remote voting scheméswatframework for voting

systems as a whole. The thesis describes a new class okpekstremote voting schemes.
A prototype implementation of the scheme is then descrilbeldeaaluated with respect to
the specific requirements of the UK public election cont@xtie results of the evaluation

will be used to argue that pollsterless schemes are patlgwduited for the UK context.

1.2 Thesis Hypothesis

The hypothesis of this work is as follows. Voting schemes wamiihg technologies can
only be understood with respect to the requirements of tmécpéar voting context at
which they are targeted, else the motivation for the propef a particular scheme is
unclear. The choice of voting scheme and implemented vatystem is dependent on the
requirements of the context in which they are to be employédilst it is not necessary for
a scheme to precisely match the requirements of a contextiicrepencies that emerge
between requirements and schemes should be explicitlyosdkdged. For the UK, a
pollsterless remote electronic voting scheme (to be dasdiin this thesis) fulfills many of
the requirements of the UK public election context, in martr the Government’s desire

for more convenient and mobile voting systems.
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1.3

Major Contributions

The major contributions of the work are as follows:

A novel class of remote pollsterless remote electroniawpsichemes, mCESG.

An investigation of the requirements for new voting systepecific to the UK public

context.

A demonstrable implementation of the mCESG scheme as atppetsystem to

support a range of requirements (and therefore contexts).

An evaluation of the mCESG class of schemes and the protsigiem with respect

to the requirements for alternative voting systems in thgddrKingdom context.

A novel evaluation of the user acceptance aspects of the iBGEStotype imple-

mentation using focus group observation of video-tapedaies.

A survey of the existing research efforts into voting systestructured as a hierar-

chical framework.

A discussion of potential future expansions of the work gnésd in this thesis, no-
tably the prospect of further adaptations to the basic mMCES®me and prospects

for conducting pilots of the prototype system within a reskagenda.

1.4 Organisation of Thesis

This thesis is organised as follows. In Chapter 2, a survélyeo¥arious research efforts into

voting systems (in both academia and government) is predefithe survey is presented

within a hierarchical framework in which the topic of votisgstems consists of voting

contexts, requirements, schemes and systems. Chapter®bpevequirements for the

United Kingdom'’s public elections voting context with respto the framework described

in Chapter 2.
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Chapter 4 reviews the propertiesdlisterlessemote voting schemes and describes two
previously proposed pollsterless schemes. Chapter 5ibdesa new pollsterless remote
voting scheme, together with a variety of useful propefieshe UK voting context. Sev-
eral adaptations to the basic scheme are described taalieshe flexibility of the mCESG
scheme. The adaptations demonstrate that mCESG is a clasweifvoting schemes.
Chapter 6 describes several evaluations of the mCESG schigmeespect to UK require-

ments, including a user acceptance study and a threat &nalys

Chapter 7 describes some further research avenues for ttked@scribed in this thesis,
including further adaptations to the mCESG scheme to olatgmoved robustness of op-
eration and the prospect of conducting further pilots ofsbleeme presented in Chapter
5 as part of a research agenda. Chapter 8 reviews the origypalthesis of this work

described in Section 1.2 in light of the work discussed.



Chapter 2

Voting and Technology

How hard is it to count ballots? Harder than you think. Wellaybe not
harder than you all think, but harder than a lot of the eleeti@ thinks.
—Jim Adler

Overview

This chapter introduces the history of the association eetwtechnology and voting. A
framework is presented for collating the various reseaffdrte into voting systems as a

hierarchical model of:

¢ the voting contexts which describe the circumstances artvation in which a vote

is conducted.

¢ the requirements and standards which are specified for agvsyistem to be used in
a given context, imposing constraints on the release ofnimédion from an election,

for example.

¢ the voting schemes which provide an abstract descripti@anvoting system that will

achieve the desired properties specified by a voting cdateduirements.
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¢ the collection of participants, technologies, media amtesses which are employed

to implement a particular scheme as a voting system.

A survey of the research efforts at each of the levels of thmé&work is then conducted.
The survey illustrates the validity of the proposed framewwwith respect to existing re-
search efforts. The chapter concludes by noting the diyes$ivoting contexts for which

voting systems must be designed and deployed.

2.1 Voting and Automation

The association between technology and vote casting hagaistory. The ancient Greeks
used coloured pebblebdllota) for decision making in the Athenian parliament Agora
The practice has been noted as an early attempt to ‘autoroatesty’ in public affairs
[13]. Later, the inventor Thomas Edison patented an ‘autmmate recorder’ capable
of recording and automatically tallying the for/againstesof a congressional motion.
However, Edison was unable to sell the invention to Congtessause, as one congressman

noted, the device made democracy too quick [36].

The later introduction of electro—-mechanical lever maekito US elections (circa 1890)
was a result of a desire to eliminate the frauds associatédtine practice othain vot-
ing, an attack using paper ballots. To initiate the attack, &venters a polling station,
authenticates their identity to a polling clerk and obtaimes ballot papers on which they
may record their vote. However instead of voting, the va@awes the polling station with
their ballot paper un—marked, which they give to an agent miadicious candidate. The
agent then marks the ballot paper as desired and gives thiséocond voter, who enters
the polling station, authenticates and obtains their owlobpaper. The second voter then
votes with the pre—marked ballot paper and leaves the gadbation with the blank paper,
to allow the attack to be ‘chained’. Another, more subtlaekt was employed prior to
standardised ballot papers being the norm. Political @aiti the US provided voters with

pre-printed ballot papers with the preferences of the pditye ballot papers were printed
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using a small type face for candidate names in order to mag®ization by the voter

difficult. The practice gave rise to the term ‘party ticket3].

Many attacks on paper ballots are not possible on lever maatevices, since there is no
separate ballot record for the voter to manipulate — rathesta is cast by incrementing
mechanical counters. Despite preventing chain—votingoanty tickets, the lever machine
is instead vulnerable to an attack on the vote counting nreéshra a phenomenon common
to voting systems that do not retain a separate copy of eatr'va@hoice (‘ballotless’
technologies). For lever machines, the attack requiresssdo the internal mechanisms of
the device, where the incrementation of counters can befraddiuch that a proportion of

votes for a particular candidate are not counted [91].

Electronic counting machines were introduced in the UnBtates during the 1950’s. Ini-
tially, votes were counted using punch card reader machaé&schnology that persisted
into the 21st century. To make a selection in a particulag eacote uses a stylus to remove
small pre-scored ‘chads’ from a card ballot. Electronicrdtng devices are intended to
provide a cross between the efficiency of vote counting dievachines and the supposed

desirability of retaining an individual physical recordesch vote cast.

However, the punch card voting systems used in Florida caosetroversy in the 2000
Presidential elections due to the combination of a highcteje rate of votes and a close
contest between the Republican and Democratic candidatéisef electoral college votes
available in the state. A significant proportion of votes eviegjected by the counting tech-
nology because the chads were left partially in place by wornlamaged punching equip-
ment (the infamous ‘*hanging, dimpled and pregnant cha@§) 127]. The effect was to
register a higher than anticipated rate of ‘under votestgsavhere no choice is recorded
for a particular race). Itis unclear whether this benefiiéltbe candidate, since the attempt
to undertake a manual recount (for which there was no pravisi law) was halted by the
courts [54, 142].

As aresult of the 2000 controversy, legislation passed wavylater mandated the gradual

phasing out of punch card voting systems across the Uniegd<sSi58], although the Direct
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Recording Electronic (DRE) Machines which have replacedthave proved to be equally
problematic for a range of political activists, electiofi@fls and computer scientists [34,
57]. Analysis of the source code for a voting system used blipelections in the United
States suggested a range of potential attacks on an elestiog the system including the
ability to modify results or bring voting to a halt [77]. Sitaily, the SERVE project which
was intended to provide overseas military voters with a itenvoting system to replace
existing inadequate methods, was cancelled following tecatievaluation of the system
[69].

In the United Kingdom and elsewhere in Europe, voting tetimpohas, until very recently,
been largely unchanged since the late 19th Century. In theel#€toral fraud, which had
been prevalent for much of the 19th Century, had largely ledi@mnated by legislative
reforms completed in the early 20th Century, notably incigdarsh penalties for treating
(bribing of voters) and the introduction of the secret bgll®6, 112]. Resulting levels of
public confidence in the employed voting system combined vatatively high levels of
participation in public elections [132] limited the motti@n to employ alternative voting

systems until relatively recently.

Following successively lower turnouts at elections in 198999 and 2001, [40, 146] the
UK Government began investigating and implementing methodimprove the conve-
nience of voting and reverse the trend [122]. Besides clsatmegoter registration rules
to reflect greater population mobility and the introductadpostal voting on demand, the
Government began to conduct research on (and introduceita eépilots to test) the pos-
sibilities for alternative voting channels. These includmote electronic voting channels
viatelephone, Internet and SMS technologies [42, 113].altmeof the pilots was to test the
extent to which technologies offering greater convenidoc®ote casting would improve
turnout to local elections, to which it had been traditibykdw. Whilst the pilots were gen-
erally considered to be a success and no substantial eeidéptectoral fraud was reported
from their use, the discovery of anomalies caused by thespigad use of postal voting
at the 2004 local elections suggested that similar diffiesiitould arise with other remote

voting technologies [87]. In addition, the effect on turhotiusing the new technologies
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was less pronounced than the introduction of postal votfily L02] and as a result, the
Government has postponed further large scale pilots at ledis 2007 [55]. Despite the

lack of progress directly on electronic voting systems,@Goernment is continuing to in-

troduce new technology into the UK’s voting system in ordeiniprove convenience and
efficiency; legislation has been introduced, for exam@@rovide a nationwide electronic
electoral register, with the required technology alreangear investigation [37, 70]. Small
scale pilots are planned for 2006 to test the use of new téobies and procedures out
with pilots of remote electronic voting systems. The piloil test, for example, the use

of online electoral rolls, coupled with the printing of batlpapers on demand [1, 62].

Besides the experimentation with electronic voting tedbgies for public elections, new
schemes and/or systems have been proposed and implemengedafriety of contexts in
which voting takes place. Voting schemes have been proposegury voting contexts
where it is desirable to publish only whether the result obeewhas reached some criteria,
plurality or unanimity for example [61]; parliamentary amramittee voting where the asso-
ciation between votes and voters is sometimes publishedigr ¢o hold the parliamentar-
ians responsible for their decisions [81]; and sharehold#ng where voters are allocated
different weighting strengths for their votes [67]. Simijaelectronic voting systems have
been deployed for a variety of voting contexts out with thepgcof binding public elec-
tions. In the early 1970s, a telephone voting system wasgeglfor polling citizen in San
Francisco in non-binding referenda [104]. Recently nowegoment organisations have
begun using remote electronic voting to replace postahgd®2]. Organisations such as
professional associations, trade unions, political parind societies use remote electronic
voting systems to elect office bearers and pass motions,entheruse of a paper ballot
and polling station system would be inconvenient for theaargation’s members. Con-
sideration has also been made for enabling proxy votinggusliectronic technologies for

shareholder voting contexts [31].

From this published evidence, it is hypothesised that tlveldpment of voting technolo-
gies is a result of a combination of contexts and motives. dikiersity of contexts in

which voting systems are to be deployed has consequenctsefoequired properties that
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systems must exhibit. When deciding to implement a new gatystem, two particular
motives may be identified. First, new technologies are pgegdas a means of eliminating
the vulnerabilities which permit attacks in current tedogees. Flaws identified in the
existing system inform requirements of the new technolagprevent these abuses. Sec-
ond, new voting technologies are proposed as a means ofvingrthe accessability of an

election and the convenience of participating.

The diversity of contexts in which new voting systems arel@lggr, coupled with the dif-
fering motives for transitioning to different voting syste implies that when the require-
ments for electronic voting systems are specified the diyensust be accommodated.
The next section of this chapter describes a framework toskee throughout this thesis
for discussing the contexts, requirements, schemes atehsysnvolved in voting. Using
the framework, a survey is then conducted of the researcntefit each of the levels in
the framework hierarchy. Given the diversity of the fielde gurvey necessarily describes
topics which are not restricted to computer science. To eetalaliscuss the design and im-
plementation of voting systems from the perspective of QaterpScience, it is necessary
to cover those topics from other fields which impact on thatpss. The chapter concludes
by noting that the diversity of voting contexts is reflectadhe diversity of requirements

approaches, schemes and systems that have been develagedrtomodate them.

2.2 \Voting Framework

Throughout the literature related to the field of voting eyss$, relevant terminology is
often used interchangeably. Several terms may be usedddlia single concept (voting
system or electoral system for example), or alternativaesingle term (vote) may apply to

several definitions.

In some cases, this confusion may occur within the same destnin this work, termi-
nology is standardised to refer to the specific conceptsritbest The advantage of this

approach is that terms are disambiguated and that a cleaderstanding of the concept
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of voting can be portrayed prior to consideration of pattcwoting technologies as a
topic. The terminology may then be organised into a layerachéwork into which the

various research efforts concerning voting systems magtegriated. Figure 2.1 illustrates
a framework for organising the terms described below in actired manner. The goal
of the framework is to provide structure for the field of vafisystems, illustrating where
the various diverse research efforts (from a range of diseip and backgrounds) may be

integrated.

Voting Context. The organisational and/or geographical context in whictingooccurs,
General elections to the Westminster Parliament in theddriingdom for example.
A voting context gives rise to a set of requirements for themea in which voting is
to be conducted. Such requirements are unique to the cdotexhich they are de-
scribed, although there may be similarities between setsqfirements for similar
contexts. Requirements for elections to the United Statasskl of Representatives
should bear some similarities to requirements for Unitedgdiom elections to the
Westminster Parliament, whilst not being identical. Reguients for voting systems
may be categorised, for example, in terms of electoral systed usability. Re-
quirements from the voting context are used to generaterl@wvel requirements for
technologies, for example, the strength of encryption émnmunication of tallies on

unsecured channels.

Electoral System. Expresses the rules for voting in a particular voting contén elec-
toral system may be modelled as consisting of a sebtihg round typesrules for
transitioning between round types and rules for decidingtiver to terminate the
election. For each voting round type, constraints on hoveyvaohay be expressed
and the algorithm for aggregating votes to produce a talfytiat round must be
described. Rules for transitioning between voting rourgesyand termination are
dependent on the tally of votes cast in that round and thepigrtlgent set of inputs

for that round.

Franchise. The description of eligibility to vote with a type of vote irvating round of an
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Figure 2.1: lllustration of levels of abstaction of the framework for voting systems. At the highest level,

a voting context exhibits the properties that must be captued by a requirements model. The voting

context encapsulates the terms of eligibility for voters (te franchise) and the electoral system rules by

which vote casting is conducted. The electoral system spées the constraints on how a vote may be

expressed and counted. The role of a requirements model is tapture this context such that they may

be fulfilled by the voting scheme. The voting system is an implementation of an envisaged scheme which

combines both voting technology and manual processes outWwithe technology. As such, roles other

than that of voter occur at the system level of the terminolog, since aspects of a scheme may be either

automated or conducted by human operators, depending on theoting system implementation.
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election. Members of a population which satisfy a franclaiseconsidered eligible

to vote.

Proposal. The manner in which a decision to be made is presented to g vatliding

constraints on how the voter may express a choice (throughted.v

Vote The abstract expression of a voter’'s choice within the camgs expressed by an

associate@lectoral system

Voter. An entity (typically human) eligible to vote in at least or@und of the electoral

system. Franchises are used to distinguish between diffeoéing eligibilities.

Tally. The aggregate of votes cast in a round of voting accordinglesspecified by the

electoral system.
Requirements Model The methodology for capture of requirements for a votingexin

Voting Scheme. The abstract description of the technology, agents andeproes de-

signed to satisfy the requirements of a particular votinutext.

Voting System. The collection of technologies and procedures implemetatedtisfy the
conditions and requirements o¥ating contextA brief example of a voting system
is a Constituency Returning Officer implementing the terifitb@ Representation of
the People Act 1983 (as amended) in order to conduct a patitary election using
paper ballots marked in a polling station on a single day dadegl in a box which

is sealed until all votes are counted after the close of poll.

Voting Technology. An implementation of the technological aspects of a voticigesne.
Voting technologies without associated voting schemesamemonly hard to evalu-

ate with respect to the requirements of the underlying gotiontext.

Ballot. The implementation of a proposal and/or vote as a distircircewithin the voting
system. For example, paper ballots as printed in accordaithdJK election law
is an example ballot. Note that not all voting schemes eitlglienplement a ballot,

paper or otherwise. Such technologies are denloadidtless
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A further set of definitions related to the framework whicloyde descriptions for

theexecutiorof a voting system are as follows:

Election. An single execution of the procedures and technologiesamphted in a voting
context. Given that a voting system must accommodate altiicemstances that
occur, an election represents an execution path througleatoral system and also

through a voting system.

Voting. The collective act of casting votes to obtain some decigtatting officials from
a larger set of candidates or deciding whether to acceptj@ctra motion before a

parliament or committee for example.

A significant departure from some other works on voting systés that a description of
the termdemocratids excluded from the definitions employed in this work, althb more
unusually, a definition is provided of the related tefranchise The choice is deliberate
since the understanding of the term democratic is depemhahie voting context in which
it is used. Defining democracy as a requirement for a votistesy becomes problematic

for a single definition as:

e Democratic may refer to the results obtainable from a giventeral system. A
common political argument, for example, is that “propartibelectoral systems”
are more democratic with respect to participating groupioigcandidates (political
parties), whilst the converse argument is that non propaatielectoral systems are

more democratic to unorganised candidates [115].

e A voting context may be specifically undemocratic, for exéenmdividual share-
holders in a company receive votes weighted by the propodidotal shares in the
company they possess. The framework discussed here isnddsig capture the

broad range of contexts in which voting takes place.

¢ Definitions of democracy commonly refer to “all eligibleizéns”, for public elec-
tions, which might be generalised for all voting context&aibthose eligible”. How-

ever, this then limits the definition of democracy to that giality of those included
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in the eligibility criteria (franchise). The satisfactiof a ‘democracy requirement’

then, is dependent on what one considers to be reasonatelgector franchise.

e Where definitions refer to “equal access to the voting sy§testessary trade—offs
resulting from the disparate circumstances of voters dnerignored, or the defini-
tion of democracy through equal access is diluted. For el@mmgommon technique
for public election is to require that most voters attendipglstations to cast a vote
on a paper ballot with those voters unable to do so able to Eentheir paper bal-
lot at home and send it via a postal service. Whilst this agpgncensures that all
voters (or at least all voters able to complete paper baliotsable to participate in
the voting, those voters who complete their ballots at hoetessarily experience a

reduced level of voting privacy compared with voting in aasyised polling station.

Therefore, in this work, the term “democratic” is definediredtly in terms of the require-
ments of a given voting context, rather than attempting twpad uniform definition to be

applied to all contexts.

2.3 Voting Contexts

In this section, the classification of voting contexts iscdssed in terms of the properties
that a voting scheme is required to exhibit, together witihsaussion of the characteristics

of common classes of voting contexts.

2.3.1 Classification of Voting Contexts

In order to specify the requirements for an electronic \@8oheme and the voting system
which implements it, it is necessary to consider the votiogtext in which it is to be
deployed. Here, a classification is presented of votingeodsin terms of the requirements

that voting schemes and the voting systems which implenhent imust fulfill.
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2.3.1.1 Electoral System

The collection of rules under which elections are conduetexireferred to as electoral
systems [103]. The classification and/or characterisatioelectoral systems is consid-
ered a topic within the domain of political science, sinoe design of such systems have
significant consequences for the organisations which tpdénam [115]. The classifica-
tion of electoral systems in political science is therefomacerned with the consequences
of an electoral system’s rules. A typical classification (fi&or Reynolds for exam-
ple [103, 115]) begins with a high level description of a systas being either “propor-
tional”, “combined” or “majoritarian”, in reference to treystem’s likelihood of distribut-
ing representation proportionately amongst organisatidrcandidates [103]. Further sub-
classifications are also dependent on the degree of propality of a system, with Norris
decomposing Majoritarian electoral systems into thoseirggy a majority of votes for
a winning candidate (Alternative Vote, for example) andsthoequiring only a plurality
(Simple Plurality, or First Past The Post). The approachpsatbby political science, then,
is to categorise electoral systems by the emergent prepeattthe results from the elections

which are run under them.

However, an alternative approach to the classificationesfteral systems has been to iden-
tify discrete characteristics for comparison [72]. Adagtthis approach allows an electoral

system to be described as:

e A series of voting round types and rules for transition bemveounds of voting [47].
Whilst many electoral systems incorporate only a singledoof voting leading to a
result, other electoral systems (French ParliamentaryPaasdidential elections, for
example) incorporate two rounds of voting in the circumsesnwhere a candidate
does not win a simple majority of first round votes. Farqubardescribes electoral

systems as consisting of multiple rounds of decision maldiid

e A categorisation of eligible voters, typically referredas the franchise. The fran-

chise for UK public elections, for example, includes mosttign and Common-
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wealth citizens over the age of 18 resident in the countrgsé¢hexcluded include,
‘peers of the realm’ and ‘lunatics’ [121]. The franchise n&go incorporate geo-
graphical qualifications, with a voter required to be restdeithin the boundaries of

a specified district.

e A description of the legal expression of a voter’s choicejolwtshall be termed a
proposalto a voter throughout this work in an attempt to avoid amhiguA vote cast
under Single Transferable Vote (STV), for example, requuaters to rank options
in order of preference, whilst referenda permit a vote toseironly of an accept

(yes) or reject (no) of the statement under question.

e The algorithm by which votes are aggregated to produediya Whilst simple elec-
toral systems such as Simple Plurality total up votes foheandidate, more com-
plex electoral systems may perform vote re-distributioarav series of tallying it-
erations until a sufficient number of winning candidatesehbeen identified. The
tallying algorithm may also need to take account of resutimmfother elections. A
mixed member system, as used to elect representatives tectitesh Parliament,
weights the number of list members elected according to tineber of constituency

members elected for a given party [125].

Whilst there is considerable diversity in the electorateyss used across different voting
contexts, itis possible to identify commonality to the extdatclasse®f electoral systems
may be identified. Such classes of electoral system areideddvelow and sample votes

cast on paper ballots are presented in Figure 2.2.

Single Member Simple Plurality (SMSP) More commonly known by the analogy to
racing, First Past The Post (FPTP). In a SMSP election, gaigcturs in a single round.
Voters express their preference for a single candidate fmagnnumber of options pre-

sented. The candidate with the most votes is elected.
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Figure 2.2: Ballot paper representations of votes for samp electoral systems. Simple Plurality votes
are expressed as choices for one or more options, each chdi@ving equal value. An ordinal vote (used
for Single Transferable and Alternative Vote electoral sysems) is expressed as a ranking of one or more
options. A Closed List vote is expressed as a choice for a list pre-ordered options. An Open List vote

is expressed as a choice for both a list and a particular optiowithin that list (strictly, the options are

a set which are arranged as a list during tallying). A Condor@t Preferences vote is expressed as a

comparison between all pairs of options.
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Multi Member Simple Plurality (MMSP)  Voters may choose as many options as there
are vacancies. Tallying is the same as for SMSP systems. Wdters are only provided
with a single vote, the system is re-named Single Non-Teaabfe Vote. Some instances

of MMSP mandate that a voter must not cast more than one votedsame option.

Closed List Votes are represented by a choice for a list of candidates &set of lists.

The number of candidates elected from a list depends on th#b@uof votes received
by the list and the particular algorithm used for tallyingyr deneral for each round of
tallying, the option at the top of the list with the most numbé votes is selected as a
winner and removed from that list. The tally of votes for thiemng list is then reduced
by some amount. For example, the d’Hondt Closed List algoritivides a list’s votes by

the number of options currently chosen, plus one for eachd @i tallying.

Open List As for closed list systems, options are organised into s$&tgever votes are
cast for individual options rather than the set of optiorets$f options are ordered during
tallying into lists by the number of votes for each option.tiOps are then selected from
lists in the same manner as the closed lists. For publicielegtopen list electoral systems
permit voters to choose a candidate within a political patigt, as well as voting for the

candidate.

Single Transferable Vote (STV) Votes are represented by an ordering of options by pref-
erence. Winning options are calculated in a series of tajlyounds, in which a winning
option must obtain more than a specifaggbtaof votes. The calculation of the quota varies,
although theDroop calculation is commonly adopted in which the quota is catad as

the total number of votes divided by the number of vacandies+

votes

vacancies + 1

An option in a four vacancy STV election, for example, regai20% of the votes cast in

order to be elected. In order to fill all vacancies duringyialy, votes are distributed during
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successive rounds of tallying. If after a round of tallyimg, option has more votes than
the calculated quota, the least favoured option (the optiitim the current least number
of votes) is eliminated and each of its votes is distributedhe next preference on the
vote. Conversely, if an option receives more than the nacgsgiota of votes, a surplus
proportion of the votes is distributed to other options.sljriocess occurs repeatedly until
all vacancies have been occupied. Where only one optiorbie &dected, STV is the same
as for the Alternative Vote system, since no distributiorsofplus votes occurs, as the

guota is 50% of votes cast.

STV is used for public elections in the Republic of Ireland.

Non-Instant Run-Off \otes are cast as for SMSP elections, although a winningi€and
date is required to obtain a majority of votes cast (more tif). Voting thus proceeds
in rounds, with one or more least favoured options elimidatfer each round of voting
until a candidate receives half of all votes cast in a rounoh-fhstant Run-Off is used for

French Presidential and Parliamentary Elections.

Condorcet Preference Voting Votes in Condorcet schemes represent all possible com-
parisons between options, with an X in Figure 2.2 indicatimat the option in that row

is preferred when compared to the option in that column. \&figin Condorcet elections
are calculated by summing the number of comparisons thap&anowins. Condorcet
schemes may result in ambiguities that are non-trivial soikee if there is no cleaCon-

dorcet winner or preferred option.

The description of an electoral system above discusses tfonnation flows during the
execution of an election. However, further properties ofoting context must also be
specified with respect to the core electoral system. In thiga@ach then, the same elec-
toral system may be employed in two different contexts fdiedent purposes, yielding
two different decision making processes as a result. Fanpia Single Transferable Vote

might be employed to select five successful grant proposais fwenty submitted to a
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research council, where the votes of the decision makinghuttee are published. Con-
versely, the same electoral system might be used to seldietrpantary representatives for
a constituency, but in this case the individual choices ¢érgare not published — the same
electoral system is employed with two different sets of eegrrequirements. The follow-
ing sections discuss further properties of voting contextsh are not part of an electoral

system, but are specified with respect to one.

Electoral Systems used in Specific Voting Contexts For specific instances of electoral
systems, substantial variation from the general classesited above may be identified.
For example, variations of the STV system may use differesthmnisms to re-distribute
surplus votes of different candidates. Surplus votes fettis&ibution may be selected
randomly, or all votes of a winning option may be re-disttédmi with a reduced value
(which can be calculated using a variety of functions), alered a hybrid of both options
may be used. The above examples provide only common classiestoral systems, since

providing an exhaustive survey is not practical within tbefines of this work.

2.3.1.2 Secrecy, Privacy and Anonymity

Although not mandatory for vote casting itself, many votoamtexts impose restrictions
on the communication of information associated with vatifidnese restrictions are cat-
egorised here asecrecy requirementseferring to stipulations that particular items of
information may not be communicated between participantghd some period of time

(possibly unlimited). Such requirements are enforced viargety of mechanisms (techno-

logical, procedural or legal) depending on the voting ceindé®d deployed voting system.

Requirements for secrecy of information processed by artatd system are most com-
monly associated with public election voting contexts. Mproposals for voting schemes
incorporate a requirement in natural language referringotong privacyas the inability

to associate a particular vote with a voter. Such requirésnare derived from the need

to protect voters from undue influence on their choice, frotmmidation or bribery by
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competing candidates, for example O’Leary [106]. Typidadwch definitions is:

“Nobody should be able to link a voter’s identity to his vaaéter the latter
has been cast.” [53, pp 104]

This definition is problematic for several reasons. As Krenaes, any scheme designed
to fulfill this requirement will fail in the circumstances wte a tally of results is published

and the results are unanimous [78], since the result elt@snancertainty as to any voter’s
choice. Whilst for large electorates, the likelihood of Bwarcumstances arising is small,
certain contexts do increase the possibility of secrecatimns. For a practical exam-

ple, consider the context of public elections in the Unitedt&s where a large number
of elections are often voted on together (President, USt8enaS Congressman, State
Senator etc). A common practice is for each polling placedst p local tally of results,

sometimes for each Direct Recording Electronic (DRE) maghised to collect votes. For
polling places with a small electorate (commonly in ruradtdcts), there is a substantial

probability that all voters will choose the same option|&img individual secrecy.

Several approaches have been advocated to accommodagiedhilility. Several authors
suggest that voter privacy requirements should be weakiepedference to aystem in-
distinguishabilityproperty, that is, an external observer should not be abtistinguish
between two executions of a voting system in which the vofesvo voters have been
switched, for example [78]. A system can thus fulfill this uegment even if results are
published, despite voters being in unanimity. This apgndherefore advocates weaken-
ing formal definitions of privacy requirements for votingsggms in the context where the

weaker definition is still acceptable.

Others have argued that voting schemes and their implet@mgashould be designed
to provide stronger properties in which a unanimous resoétsdnhot reveal the associa-
tion between a voter and a vote. One approach is for schemiesdgporatecoercion
resistancewhich prevents an external observer determining whetheligible voter par-

ticipated (through vote casting) in a particular electi@d][ This approach is related to
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the voter anonymity the identities of participating voters is not externalterminable.

Mercuri notes the Common Criteria definitionafionymity

“ensure that a user may use a resource or service withouosiisg the
user’s identity. The requirements for anonymity providetpction of the user
identity.” [91, 101]

Similarly, anonymity is a commonly adopted requirementJating schemes that employ

anonymous channels, for example Michels and Horst:

“Privacy: The votes are castedif] anonymously.” [95]

However, adopting anonymity to protect voting privacydailhen voting is compulsory (in
Australian public elections, for example), since all vetare assumed to participate in all

elections.

A further alternative is to restrict the amount of infornmatipublished regarding the tally of
votes. In the example of US public elections described al@weude approach would be
to only report the total tally of results, rather than repaytby polling place and machine.
An external observer would require unanimity across a fgelarange of voters in order to
violate anonymity. More sophisticated voting schemes daeymort the tally at all, instead,

only the necessary information about the tally is publisheat, referenda for example, it
is only necessary to publish whether the total number of ‘yetes is greater than some
threshold in order to reach a decision. The absolute prigmarof the two tallies (‘yes’

and ‘no’) are less important, although they may have spoigical value. Candidates in

successive elections may wish to use sequential resulsnmuistrate changing opinions
within an electorate, for example. Voting schemes whichl@mgnt this approach must
produce proofs regarding assertions about the tally ofsvaighout revealing the values
of the tally themselves [61]. A voting scheme that does notipce a tally of results may
also be unacceptable for decision making purposes, for peamvhere the relative tally of

votes is of significance (the Single Transferable Vote elatisystems, for example).



CHAPTER 2 VOTING AND TECHNOLOGY 24

Further complexities arise in terms of the required pradacthat must be assigned to vot-
ing privacy. Whilst international agreements (such as timfgean Convention on Human
Rights) specify that voter privacy is an absolute, the Whikéngdom employs a voting
system that provides election authorities with the abibitpssociate votes with voters. Ar-
guments have been made that the practice has limited valre asditing tool and should
cease [68, App. 3]. In addition, some have suggested theigeas contrary to interna-
tional law [111]. Article Three of the First Protocol of thef®pean Convention on Human

Rights, for example:

“The High Contracting Parties undertake to hold free eterdiat reason-
able intervals by secret ballot, under conditions whicH ®iilsure the free ex-
pression of the opinion of the people in the choice of theslagire.” [17, Prot

1. Art. 3]

However, there has been no indication from the UK governtietta change in procedure
is imminent. Particular circumstances therefore must kertanto account when designing

voting schemes or implementing existing schemes with weadk@roperties.

The discussion thus far has considered the difficulty oftistaing a uniform definition
of voting privacy during the conduct of public elections. wiver, stipulations regarding
the communication of information processed by an elecgystlem occur beyond this nar-
row context. For example, in some contexts, voting priva@yrbe explicity excluded,
for parliamentary or committee voting contexts for examplaere voters are considered
accountable to those they represent or act on behalf of.|&lgia new phenomenon in
online opinion polling is to publish an on-going tally of estas they are cast, although
the association between voters and votes remains secrdt. t&hniques may be viewed
as a mechanism for encouraging participation (if an opmpspinion is doing well), or
alternatively to deter participation where the will of thejority appears overwhelming.
Alternatively, secrecy may be more restrictive than is rellyrassociated with public elec-

tions, in the case of jury voting already described for exi@mm the examples cited, the
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specification of secrecy requirements is concerned witlviehgal voters, their votes and

the final published tally.

The preceding section has discussed the complexity offypegrequirements for secrecy
for voting contexts. To summarise, a general approach rdastify thetarget information

of the requirement (voter, vote, tally etc), the particii§gwho must not receive the infor-
mation (from an electoral system perspective) and temporatraints (the period of time

the information must be kept secret).

2.3.1.3 Accuracy, Verifiablity and Dependability

A common requirement of elections conducted in most votorgexts is that the final pub-
lished tally is accurate with respect to the votes cast biyviddal voters and the algorithm
specified by the electoral system for producing a tally. ®@mhas argued that require-
ments must extend to the voters themselves, that is, agcahauld refer to a tally being
accurate with respect to the vote a vateendedo cast [130]. Such a definition considers
(whether accidently or intentional) misleading user ifstee design to be an attack on the

accuracy of an election.

For certain voting contexts, the demand for an accuratg imltomplicated by restrictive
secrecy requirements as discussed in Section 2.3.1. Fompéxaan ordinary voter partic-
ipating in public elections in the United Kingdom is able ptd observe the act of vote
casting (marking a paper ballot and placing it in an opaqug.bbhe voter is not able to
observe their or other voter’s votes being transported had tallied at a count. Indeed,
electoral rules prohibit voters remaining in the pollingg# once they have cast their vote
unless they have been provided with passes because thegradd p candidate’s polling
day team [121, Sch 1. R. 37]. Instead, voters are requireddepd that a combination of
factors will ensure that the tally of votes is accurate. Mees include trusting the polling
place clerks who are the custodians of ballot papers priar ¢ount and the activism of
opposing candidates at the vote count, who will each motiitercounting of their own

votes in order to maximise their advantage.
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Initiation & » Authentication k » Vote Casting k »  Storage k »  Tallying &

Round 1 > Round & ) o Round n

Figure 2.3: The problem of ensuring accuracy of an electionasult. An attacker is presented with
several points at which to perform an attack. The feasibiliy of attack depends on the specification of

secrecy requirements discussed in Section 2.3.1.

The conflict in public elections thus illustrates that thelaacy of a tally may be dependent
on an observer's perspective and access to other informdtiong the execution of a

vote. The assessment of accuracy of the tally then beconpesmdent on the accuracy of
other information provided to an observer, which may hawenbestablished as accurate,

or alternatively the accuracy must be taken on trust.

Ensuring the accuracy of an election is therefore an erghtbprocess, as noted by Schneier
[130]. Figure 2.3 illustrates a generic electoral systemvhirch voting proceeds in a series
of rounds. Each round consists of vote casting, storagkeatimn and tallying. Transitions
occur between each round of voting depending on both tdites the previous round and

the parameters specified for the election.
An attacker may choose to violate the accuracy of the eleci@ny one of the points (or

multiple points) in the election process:

During initiation. Attacks on a voting system during initiation can violate #fteuracy of

an election before it is executed. For example, an attack@mneygistration of voters
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may prevent some otherwise eligible voters from particngatSeveral authors have
documented the use of literacy criteria for participatingoublic elections in the

United States as a mechanism for disenfranchising pooters/52, 54, 126].

During voter authentication. The accuracy of an election is violated if non-eligible vot-
ers are permitted to participate, since the result of thetiele will no longer reflect

the intention of legitimate voters.

At the voting interface. According to the definition of accuracy proposed by Schneier
[130], a user interface which obstructs accurate vote rmgstonstitutes an attack
on the accuracy of an election. During the 2000 US Generatiete the layout of
punch cards ballots in a ‘butterfly’ was criticised becausters mis-construed which
hole to punch for a particular candidate [2, 39]. Other d=bite attacks have been
noted with voting interfaces which use labelled buttonsniigate voting options.
To attack these systems, labels are switched in precinatsemoters are thought
to have a preference for an opposing candidate, such thatdhdidate’s votes are

unintentionally cast for an opponent.

During vote casting. The vote casting process records the vote cast by a voter atttr-
face. Thus, vote casting attacks are distinguished froenfante attacks by accurately

obtaining the voter’s choice, but altering the choice priostorage.

During storage and communication. Attacks on a collection of votes include altering
cast votes, adding extra votes (either for non-exister@rgphon-participating voters
or by adding extra votes not associable with particular i&teor removing votes
(either through ‘intelligently’ removing votes identifiddr an opposing candidate,
or ‘blindly’ removing all votes in a collection suspectedlmding biased towards a

particular candidate).

During vote tallying. Whilst simple tallying algorithms are possible to verifyhk collec-
tion of votes cast are available for inspection, the impletagon of more complex
algorithm may introduce subtle errors which are difficultdietect in results. For

example, an inspection of a vendor’s implementation of th¥ 8lectoral system’s
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tallying algorithm revealed a minor defect in the allocataf votes once candidates
had been elected [134]. Whilst such a minor flaw would notcaffiee determination
of winners, the case illustrates that correct tallying aegas an element of election
accuracy. Alternatively, if the collection of votes forlyahg are not available for in-
spection, then the accuracy of the resulting tally becoma® miifficult to ascertain.
Pieters has attempted to differentiate between votingrseBevhere collections of
votes are published to enable open tallying and those whtaktyds derived from
an encrypted collection of votes [110]. Publishing theextion of votes for inspec-
tion by external observers may not be possible, for examplgrcumstances where
the expression of choice represented by a vote may be useentfy a vote in a
tally. This possibility was again identified in the contektlee STV electoral system,
when the vendor proposed electronically publishing thteolissotes cast to demon-
strate the correctness of their tallying algorithm. An STtevlists candidates in
order of preference. Commentators noted that lower-ordefleences (which are
unlikely to affect the result of an election) may be configute produce a unique
preference signatursuch that the vote may be identified in the published list and a
attacker can ensure a voter has organised their higher prdfrences ‘correctly’

[134]. Figure 2.4 illustrates this potential attack on segr

The result of attacking the accuracy of one or more procesghs the accuracy model
is dependent both on the voting context and the nature anldofdle attack. Attacks
which undetectably alter results of elections are consiiéne most problematic since by
their definition, they are not expected to be identified od#ritified, they may not be
correctable. Mechanisms for preventing such attacks dectpuality control techniques on
the technologies and processes employed in a voting syateihthe use of voting schemes

which provide external verifiability of the correctness ofelection result.

Denial of ServicdDoS) attacks on voting systems (which prevent a decisiamgb@ade)
are considered a low level threat since the consequencdyighat the election must be
re-run. Further, disruptive attacks are by their naturectable (otherwise the disruption

would not lead to a cancellation of the existing election amtiation of a new process).
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Tea Tea 7 House Warming | 1
Dinner Dinner 3 Christmas 2 counted vote
Fancy Dress Fancy Dress 9 Dinner 3 }
Halloween Halloween 6 Cocktail 4
Birthday Birthday 5 Birthday 5
Christmas Christmas 2 Halloween 6 )
Office Office S Toa Z signature
House Warming House Warming | 1 Office ;)
Cocktail Cocktail 4 Fancy Dress 9
Choice Vote Published

Figure 2.4: The vote signature attack on ordinal electoral gstems, where all votes are published as
a means of verifying the accuracy of the tallying algorithm. In the illustration, an attacker from the
House Warming Party instructs the voter on the order of the paty’s candidates. Then, the voter is
assigned a unique permutation of preferences 4-9, which areot used to elect candidates, but identify
the vote when published, violating the vote’s secrecy. In ib example, an attacker would be able to

assign signatures to 720 voters.

However, as noted by Mercuri, many elections are time seag®1]. The issues which

influence voter choices at one point in time may not be refdatéater. A further problem

with successful DoS is that the confidence of an electorate woting system (and the
resulting choice made) may be reduced when an attack istegpdElection systems that
cannot resist DoS may be suspected of being vulnerable te sutntle undetected attacks
on the tally itself. It may be noted that an attack on the tesfidn election that is detected
will degenerate into a DoS attack if the voting system camaobver from the damage

caused.

The ability for a voting system to recover from an attack eatthan cause the relevant
election to be re-run is dependent on the choices made forteydar voting context.
For example, the UK voting system for public elections isigiesd with the ability to
identify and invalidate illegally cast votes (under counder) whilst the possible violation
of voter privacy makes this practice illegal in the Republidreland [89]. The properties
of voting systems need to be designed to reflect the prismatie¢he contexts in which they

are deployed.

The ability to target individual processes during an etatis dependent on the require-

ments for secrecy for the electoral context, discussed ati®@e2.3.1. Providing for a
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voting system which ensures accuracy at all steps in thaggtiocess is simplified if se-
crecy is not required. However, since a variety of votingtegts incorporate some form
of secrecy requirement with respect to the votes cast inegtieh, ensuring accuracy at
the successive processes described above is non-triviala particular voting context,
it is necessary to identify the steps in the voting processvuich ensuring accuracy is
non-trivial due to requirements specified for secrecy. @ale the more restrictive the
requirements for secrecy, the greater the difficulty is feoting scheme and implementing

voting system to ensure secrecy.

Voting systems may well be implemented on the understarttatgertain components are
trusted in order to fulfill requirements that are otherwiseonflict. Such schemes spec-
ify the components that are considered trusted, or elsmatieely demonstrate how trust
may be distributed across multiple components under anrgggen that a certain propor-
tion will not collaborate to violate the accuracy, or segraaf an election. Alternatively,
where no satisfactory implementation of a set of secrecyaandracy requirements can be
obtained it may be necessary to relax the constraints sathalection may be conducted
at all. Of course, such an approach does not preclude thrarigiementation of a system

satisfying the stricter requirements.

2.3.1.4 Usability and Acceptability

For a voting system to successfully implement the requirgmef a voting context, the
system must be usable by those enfranchised by the elesystaim. In the field of Human
Computer Interaction (HCI), usability refers to the alpilif a user to interact with a system

in order to achieve desired goals.
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ISO 9241-11 refers to usability as:

“the extent to which a product can be used by specified useastieve
specified goals with effectiveness, efficiency and satigfaan a specified con-

text of use.”

noting that not only is a usable system designed to allow atosachieve desired goals
(effectiveness and efficiency), but also that the user meisabsfiedwith the result. The

usability of a system is not just the extent to which taskscaapleted efficiently and
quickly, but also the degree of ease and satisfaction witiclwé user interacts with that
system. A particular factor relevant to voting systems tatging usability is the extent
to which a user would consider using it again to repeat a gigsk. Maurer notes that
systems which suffer from poor usability will be by-passgdibers, employing alternative
methodologies instead to complete their task [86]. In tlisse, usability also incorpo-
rates theacceptabilityof a system to users - the likelihood that they will acceptigs to

accomplish a particular task rather than a parallel andpialéy less efficient system.

The usability requirements of a voting context, then, argedelent on the capabilities of
voters specified by the relevant electoral system’s frasechbiven that a separate franchise
may be specified for each round type in an electoral systesrgahabilities of voters may

vary across multiple rounds and within the rounds of votimenmselves.

Factors which influence usability constraints for a votiggtem (with respect to voters)

include:

Electoral complexity. The variety of choice which the electoral system preseras/ater.
Electoral complexity is a function of the number of configiwoas of legal votes that
may be cast (for a single vote); the total number of votesrtiet be cast in a round,;
the availability of “write-in” options where a voter may ptide additional choices on
a vote other than those specified at initiation; the numbédrisafrete elections (races)

that the voter is offered for decision at one time; and the lmemof discrete rounds
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the voter may patrticipate in. A voting system may be requicethask complexity
in a voting system, if too much choice is considered a datéteeparticipation. For
example, voting systems employed for public elections enlinited States provide
a ‘party ticket’ option for voters who wish to vote for a siegbarty’s selection of
candidates for multiple elections, rather than indivithuaklecting that party’s can-

didates on the system.

Literacy. A voting context may require a voting system to accommodatging levels of

literacy within the population of voters.

Physical capabilities of voters. A voting context may require a voting system to accom-
modate physical disabilities of voters. The precise digas accommodated and the
manner in which the accommodation is made is context depnéer example, the
provision of DRE machines in polling places for public eieas which support blind
voters are mandated by recent federal legislation in thédr8tates [58], whilst vot-
ers in the United Kingdom may either receive assistance ®auactile template to

mark a paper ballot [121].

Cost of participation. Norris notes (in a theoretical framework of participatidinat the
cost of participation in an election is a contributory fadtw a voter deciding whether
to participate in an election [102, 103]. High participatimosts may result if a voter
is required to purchase particular technology or traveldstant location in order to
vote. High costs of participation deter voter participatémd thus have a detrimental
effect on the usability of a voting system. A voting contexayrset limits on the

acceptable costs of participation in an election.

Cost of implementation An organisation must usually commit at least some resouoces
conducting an election. One aspect of acceptability reguents are the costs an
organisation is willing to accept in order to implement aingtsystem to fulfill the
requirements of a particular context. In circumstancesrevaé other requirements
are deemed fulfillable, if the resultant costs are beyondrtbans of an organisation,

other requirements (in terms of electoral system , secestyracy or usability) may
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need to be relaxed in order to make the cost of conductingeutieh affordable to

an organisation.

A voting system that successfully implements secrecy amdracy constraints, but as
a result is unusable by the participating voters is not atsdiful as a decision making
tool. As for the compromise between secrecy and accuracusked in Section 2.3.1,
fundamental conflicts between accuracy, secrecy and igatihy need to be resolved
in favour of usability if a decision is to be made at all usihg tvoting system and an
implementation fulfilling all requirements is not known. rFexample, the use of remote
voting technologies (postal or remote electronic voting gxample) may be necessary for
geographically widely distributed populations. The usewpbervised polling stations is
impractical in such contexts, however desirable it is to leyphem in order to achieve

desirable secrecy requirements.

2.3.2 Instances of Voting Contexts

The previous section presented a framework for considéhnimgariety of contexts in which
voting takes place. This section describes a selection tirigg@ontext instances in order
to illustrate the diversity of voting system requiremeniisis not argued that the voting
context types described here faithfully represent a singgé world instance of a voting
context. Rather the voting context types provide desamstof classes of real world voting

contexts.

The first voting context discusses characteristics of puddéctions and referenda. The sec-
ond example discusses elections conducted in legislatdde@ammittee contexts, together
with an illustrative case of system failure with respectaquirements. The third example
discusses the restrictive requirements for secrecy injjatyng and the consequential dif-
ficulties for ensuring the accuracy of a resulting decisi®he fourth example discusses
shareholder voting, in which a voter may cast multiple v@pegentially for different can-

didates) and voters may be allocated different numberstesvo
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2.3.2.1 Public Elections

Public elections are perhaps the most commonly perceivaeldy voting context. Public
elections are a feature of societies as a means of choogjistpers, executives and other
public officials. Public voting contexts may also decidesess of public policy such as in

referendaconsidered too significant to be decided by a legislatorealon

A diverse range of electoral systems are employed for pethdictions, although typically

all enfranchised members of a population have equal voapglailities.

Typically, public election voting contexts require thaéthssociation between voters and
individual votes is kept secret. Secrecy requirements nfgy ftate that information re-

garding whether a voter participated in an election or ndidy# secret.

In common with other voting contexts, requirements for aacy are common for pub-
lic elections. The nature of public elections makes demamdgoting systems to ensure

accuracy, including:

Authentication The large, diverse population of voters eligible to papi@te in public
elections makes authentication of voters harder when coedpa the small popu-
lations who typically participate in parliamentary andyjuoting contexts. Authen-
tication of voters typically requires some pre-constrddtérastructure used for au-
thentication in other contexts. However, overly onerousentication requirements
may conflict with usability requirements by preventing vetigom participating. The
conflict between stronger authentication of voters andsstgity of voting systems
is a controversial issue in the United States, where votieatication has been per-
ceived as a mechanism for limiting participation [91], vghiveak authentication has

been shown to permgersonatior52].

Voter interface The large electorate typically requires voting systemset@able to accu-
rately record voter intentions from voters with a diverseg@of physical and mental

capabilities. Alternative approaches to this include phmg voting systems with
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flexible voting interfaces [2], or alternatively providimgultiple parallel voting sys-
tems for a single context, with the intention that every v@d@ble to use at least one

interface [42].

Vote storage, collection and tallying Public elections require that voting systems ensure
(or at least provide re-assurance) that a tally is accuréte nespect to votes cast,

despite the requirement that the association between natudea vote is secret.

2.3.2.2 Legislative or Committee Motions

Parliamentary and committee voting share many common cteaistics. Parliaments con-
sist of a set of legislators, representing a larger body opfgee A measure to be voted
on will be presented before the parliament and may be disdussiongst the legislators.
Once the discussions are completed a vote is conducted,iahmathlegislators are usually

equal participants (other than a chairperson). Votes ast often conducted for or against

the wording of a particular motion and as such a SMSP eldgstem is employed.

Both the tally of votes and the association between votevatsis are published so that a
decision may be acted upon and also so that the legislatocmiatable to the larger body

of represented people.

Since the association between votes and voters are not selagislative voting, ensuring
the accuracy of a tally with respect to the intention of a viteften considered trivial. This
assumption is dependent on a voter being able to determahthiir vote has been wrongly
recorded prior to a decision being made on the basis of thai@heresult. A counter
example to the assumption that ensuring accuracy in “opetihg contexts is simplified
compared to public elections is provided by the electrowitng system employed in the
Knesset, the Israeli Parliament. Rules of voting requiregaslator to be present in the
chamber in order to cast a vote on a voting terminal. An intiéeose in 2003 [99], where
it emerged that one legislator was casting votes on behahother in contradiction of

the rules. The accuracy of the tally of votes was thus vidlatethe authentication stage
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of voting, since a voter is only considered eligible if they @resent in the chamber for

voting.

2.3.2.3 Jury Decisions

Jury voting is the most restrictive form of voting system siolered here, in terms of the
amount of information published concerning the result @f Wote. Jury voting contexts
characteristically employ a SMSP electoral system withtws options available - for or

against a motion; the guilt of an accused, for example.

In contrast to public elections, the specific tally resgtirom votes cast by jurors is not
usually made public. Rather, a statement of whether theaéilotes for a motion reached
a threshold (plurality, more than two thirds majority, uimaity etc.) is published. Such a
restrictive secrecy requirement can have the advantagetdqting the value of a voter’s

choice in circumstances where voters are unanimous, asssisd in Section 2.3.1.

A consequence of such secrecy is that the accuracy of tlyeafallotes may be hard to
determine. In some jury voting contexts, each of the voteay know the association
between individual votes and voters but since the votersiswally a small subset of an
interested population and are unable to prove the choicéhef oters this is not consid-
ered a violation of secrecy. Some voting schemes have beposed in which even voters
do not know the association of votes and other voters. Suténses produce proofs that a
statement concerning a collection and tally of encryptddw accurate without revealing

the value of individual votes of the tally [61].

2.3.2.4 Shareholder Motions

Shareholder voting contexts are similar to parliamentéeygt®ns in terms of secrecy and
accuracy requirements. With respect to electoral systeBM&P scheme is used as for
parliamentary schemes to vote for or against a motion (ajgpan executive’s salary and

bonus, for example), but a voter’s franchise is defined bynilmaber of shares the voter
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possesses. Each voter is provided with a number of voteogiopate to the number of

shares they possess.

2.3.3 Summary: Voting Context Diversity

Much of the focus of voting scheme design has been on puldtiehs [7, 25, 51, 74]
because of the restrictive properties most public eleataimg contexts require of voting
systems. These requirements typically combine (in sonma)feoting privacy and a tally
accepted by candidates and voters for determining winfidrs.discussion has illustrated
the diversity of requirements, both across a broad rangetaoigy contexts and within the

supposedly narrow range of public elections.

2.4 Requirements and Standards

In the previous section, the scope of voting contexts wecéed, together with an outline
of several classes of voting contexts which exhibit simgevperties. In this section, the
next level down in the voting framework is surveyed. Votilygtem requirements models
provide a mechanism for the capture of requirements exgdesga particular voting con-
text. The requirements model may then be used to direct thigmef a voting scheme

which fulfills the necessary requirements of the voting et

This section outlines efforts towards establishing rezmaents models for public election
contexts in the United States and the United Kingdom. Pudictions are chosen for the
survey since the majority of efforts towards establishiogng system requirements have

been for this context.

2.4.1 \oluntary Voting System Guidelines
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The Voluntary Voting System Guidelines (VVSG) [38] and itegecessor the Voting Sys-
tem Standards (VSS) [48, 49] and earlier the Federal Eleciommissions guidelines,
together with several previous reports and studies comhfpalethe United States govern-
ment [127, 128] provide a requirements model for the cond@igublic elections in the
United States. The documents provide a collection of requénts for the technologies
and systems in use in the US public election context, togetita a methodology to as-

sess technologies and procedures against the standards.

The VSS were originally produced in 1990 by the Federal Edacd€ommission (FEC) as
the Performance and Testing Standards, to provide a volung&ionwide standard for the
production and testing of voting technologies and systel8k Legislation passed follow-
ing the 2000 US Presidential Election [58] mandated that¥AB8 be updated, with control
of the process passing to the Election Assistance CommigBiAC). A subcommittee of
the EAC, the Technical Guidelines Development Committegrewtasked with develop-
ing a new standard and certification process for voting systeThe new document [38]
is based on the 2002 Voting System Standards [49] which we&optad as preliminary
standards for the EAC. The VVSG is divided into two volumgseafying the standards
which voting systems must comply with in Volume One (Perfante Standards), and the

mechanism by which voting systems are assessed in VolumgTesting Standards).

In the VVSG, performance standards of voting systems isldvinto the following cate-

gories:

Functional capabilities

Hardware requirements

Software requirements

Telecommunication requirements

Security

Quiality assurance requirements
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e Configuration management requirements.

The functional capabilities provide a high level descdptof functions which the voting
system should provide and may be regarded as the core of tt&GV¥or example, a
voting system must provide “security access controls” \88,1. Sec 2.2.1.a] to prevent
unauthorised access to a “critical components” of the gaiystem. However, the manner
in which the security controls are to be implemented and win@y must protect is left
unspecified. Hardware requirements cover the quality aflmare components of a voting
system, including detailed parameters of environmentadlitmns within which a voting
system could be expected to operate. The software requitsrapply to all source code
developed by a voting system vendor, but not to externatigymed software (i.e. operating
systems, device drivers and procured middleware). Thevaodt requirements provide
standards for development, organisation and documentafithe vendor’s source code.
Telecommunication requirements apply to communicatigpgally between an election
administrator and individual polling places. Securityuggments provide standards for
both physical security of voting devices in polling boothelahe security of software
employed on voting devices. Requirements are specifiethéoescrow of software used on
voting devices to repositories specified by the EAC. Thesgaequirements are intended
to enforce the functional capabilities previously spedifgecrecy, accuracy, usability etc).
Quality assurance requirements define standards for gestimdividual components of a
voting system (including software installation) togethéth documentation to support the
testing. The configuration management requirements peatighdards for the manner in

which a customer is migrated between similar versions oftengsystem.

The outline above demonstrates both the breadth and déttied/VSG requirements

model. A difficulty identified by the VVSG is the trade-off tgtablish between high level
generic requirements which may be applied consistenthyotead range of voting systems
(incorporating high level statements which capture sgoregquirements, for example) and
providing low-level, detailed requirements against whelticular voting systems may be
evaluated. High level requirements provide a generalrsiate of the needs of a particular

voting context, without directing developers towards jgatar solutions (and thus limiting
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innovation). Conversely, for requirements to be testaidy must be sufficiently detailed
and implementation specific in order for tests to be repeatedtime. Low level require-
ments thus provides a metric by which the success or faillieevoting system in a test

may be consistently measured.

The VVSG attempts to resolve the conflict in the requiremepigroach in two ways.
The VVSG categorises types of voting systems and where pppte, specifies the ap-
plicability of detailed, testable requirements. This aygmh permits standardised tests of
requirements to be established across classes of votitgnsysypically identified by the
device used for vote casting or tabulation. For exampleregairements regarding Voter
Verifiable Paper Audit Trail (VVPAT)s are only applicable BRE systems that provide
such a feature. The VVSG does not include a requirement ahéher a DRE should

include a VVPAT, a decision which is left to local jurisdiatis.

To further accommodate the diversity of potential votingteyns within a single require-
ments model, the VVSG detail the procedure for productioamtesting plarfor individual
voting systems as an agreement between an EAC certifiedgdabioratory and the vendor
of the voting system [38, Vol II.]. The testing plan is deyada with respect to the poten-
tial vulnerabilities of the specific voting system (with pewlar reference to the technology
employed for vote casting and tabulation). Test plans axe thilored to each individual
voting system so that irrelevant tests are not included hadrtanner in which a vendor

has mitigated known vulnerabilities for a particular systean be evaluated.

The VVSG are intended to provide a nationally applicableinesments model for the US
public election context and is thus a necessarily subsiiashdcument. Even if local juris-
dictions employ the VVSG, they are still expected to documequirements and standards

for their own specific needs.

The approach to capturing and testing requirements adbpteéte VVSG results in several

disadvantages, including:

e The VVSG state requirements in terms of the voting techriekgnd procedures
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that constitute a voting system, rather than in terms of tBeUblic election context.
Whilst the isolation of requirements from solutions is aftdifficult, the specifica-
tion of requirements for technologies rather than the mwobtlomain (i.e. the US
public election voting context) is a consequence of theireqents and standards
procedure being developed after most of the technologigstted had already gained
widespread use. A consequence is that the requirementsn@odis quite substantial
(more than 300 pages) and should new technologies be prbpthgerequirements

will need to be further extended in order to accommodate them

e The VVSG attempt to apply the requirements establishechi®kS public election
context directly to a voting system, without consideratidran intermediate voting
scheme as illustrated in Figure 2.1. Whilst this is a necgssansequence of a lack
of formal voting schemes for the voting systems employetiéndS context, the size

and complexity of the VVSG illustrates the disadvantagénf omission.

e Whilst the adoption of a test plan development methodolagyirfdividual voting
systems mitigates the difficulty of developing a uniform setests for all voting
systems, a consequence is that individual voting systemswitdbe compared fairly
with one another, depending on the agreement reached beteseg laboratories

and vendors.

e Brady has noted the danger of gross categorisation of veiistems in the context
of making statistical assessments of a category of votistesys ability to record
a voter’s intention [11]. Similarly, a voting system may e tested for a partic-
ular vulnerability because that vulnerability is thougbthte present only in other

categories of voting systems.

The difficulties of establishing a single requirements niéalesuch a diverse voting con-
text (with diverse established solutions) is illustratgdhoe unwieldy nature of the VVSG
document. The diversity of the US context further suggdsas & hierarchical require-

ments model may in fact be a preferable approach, with loniigh level requirements
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established at a federal level, together with separaterdents for applying those require-
ments to particular technologies. The US public electiontext may also benefit from
establishing formal voting schemes that may be evaluatathsigmore concise require-
ments documents (together with any necessary assumppioos}o implementation as a

voting system.

2.4.2 Common Criteria

In her doctoral dissertation, Mercuri initially surveysws® of the discrepancies that have
arisen in public elections where DRE technologies have leegoioyed [91]. Noting that
such systems fail to follow identifiable requirements, stappsed adapting the Common
Criteria (CC), a computer security assessment standarstating the requirements for,
and assessing the features of Direct Recording Electr@RE) machines used in the US
public election context [101]. She then assesses existRig Bystems against this require-
ments model, concluding that such systems are inadequatplgmented with regard to

the expected standards extracted from the CC.

To adapt the CC to a voting systems requirements model, Mesgmmarises topics with
regard to voting systems for the purposes of security assard he resulting requirements
document targets both the voting system and developmenmdracdrement factors, includ-

ing the relationship between a product vendor and consurhertopic areas include:

Functionality - how a voting system is designed to functioraccordance with re-

guirements.

Accuracy - how a voting system is tested to ensure not onlyitligoperating, but

also that it is operating without errors.

Confidentiality - preventing the linking of votes with vaser

Integrity - ensuring that the assets of a voting system (@rigstorage of votes) are

protected.



CHAPTER 2 VOTING AND TECHNOLOGY 43

EAL | Description

formally verified design and tested
semiformally verified design and tested
semiformally designed and tested
methodically designed, tested and reviewed
methodically tested and checked

structurally tested

P N W b OO N

functionally tested

Table 2.1: Common Criteria Evaluation Assurance Levels asitsmmarised by Mercuri [91].

¢ Interface usability and availability.

These requirements are then assessed with respect to greBSealuation Assurance Lev-
els (EAL) described in the Common Criteria. Table 2.1 sunesahe seven EALSs, with
level 1 providing the most minimal assurance and level 7 ril@isag a system that has
undergone formal design verification and testing. Mercrguas that, at minimum DRE
based voting systems should be assessed against EAL 4enaguits (for legacy systems),

whilst EALs 5 and 6 provide a more acceptable set of requirgsn@or new systems).

Mercuri’s methodology provides a far more concise appraa@valuating voting systems
than the VVSG discussed in Section 2.4.1, however, sincE€tmemon Criteria is used as
the basis for assessment, the approach is only strictlycaiie to software based voting
systems, such as DRE machines. Whether Mercuri considers¢thodology extensible
to other voting systems, or whether she considers it neggssainclear. Mercuri’s aim

is to support her hypothesis and argue that electroniojacodtcontrolled technologies are

unsuitable for use as voting systems given the conflictsathse in requirements.
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2.4.3 CESG Security Study (UK)

CESG is the commercial arm of the UK Government’s Commurtnat Headquarters
(GCHQ). In 2002, CESG were contracted by the UK Office of thengey to conduct
a security study of remote electronic voting (REV) in the U&sulting in an initial doc-
ument published for comment [18]. A revised document sgatire UK government'’s
security requirements was released once the comments bBadno®rporated into the final

document [19].

The final document’s approach to stating security requirgses as follows. Initially,
assumptions about the context in which voting will occur igdkd into domains with
discrete responsibilities (registration, vote collegtietc) and threats to REV in general
are identified, both from internal and external attackersst#ement of fifteen security
objectives (0S1-18)is then made, describing the security properties that an REtem

should implement in order to counter the identified threats:

1. Effective Voter Registration

2. Effective Voter Authenticity

3. Effective Voter Anonymity

4. Effective Vote Confidentiality

5. Effective System Identification and Authentication
6. Effective System Registration

7. Effective System Access Control

8. Information Integrity

9. Service Availability

1The technical requirements document uses the acronym Qs darity objective, rather than SO. This

work retains the original for reasons of consistency.
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10. Information Availability

11. Service Protection

12. Operator Integrity

13. Open Auditing and Accounting

14. Third Party System Authentication

15. Public Verifiability

Finally, a set of requirements statements is provided foln efthe security objectives. For
example, for Voter Anonymity, requirements specify thaiRiV system will not be able

to associate a vote with a voter under normal operating tiomgi

The statement of security requirements as described abasengorporated in the UK
government’s [56] statement of requirements for the UK'svRidots in 2002 and 2003,
together with a statement of disability access requiremprdvided by Scope [133]. The
statement of requirement provided a further 46 requirest@mntproviders of REV systems

covering the wider topic of managing the UK’s public elentmontext.

The UK government’s approach to capturing requirementlus substantially different
to the approach adopted for the US VVSG described in Sectibi.2The UK statement
of requirements is concerned primarily with REV systemddwasting via the Internet,
telephone network or digital television system, for exaagphther than expressing require-
ments for the voting system as a whole. As such the requirenaga mostly concerned
with security issues, with relatively little documentatiof usability standards (other than

for disabled voters).

The statement of requirements also does not refer to théoeddsystem in use in the
UK public election context. This is problematic since, aligh much of England and
Wales continue to use electoral systems substantiallyiaita SMSP, Northern Ireland,

and more recently Scotland, employ STV for local and/oraretti elections. The oversight
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this highlights is illustrated by the voting scheme prophisg CESG in the original security
study, which does not conveniently accommodate electgsaems in which the voter is

required to express multiple, structured choices.

Unlike the VVSG, the UK statement of requirement does novigiea methodology for

evaluating whether proposed schemes have fulfilled thenegants expressed for them,
which is a consequence of the high level, concise form theireaents take. The lack of a
proposed testing methodology in the CESG document makésatvey whether schemes
proposed for the UK context, fulfill the identified requireme For example, the require-
ment for a vote to be associable with a voter pending judieglew is not fulfilled by a

direct implementation of many cryptographic voting schemwhose objective is vote pri-
vacy, or even voter anonymity [19, requirement 3.2]. Theinesments do however provide
a high level basis for developing lower level more detaikedtable requirements for the

UK public election context.

2.4.4 Summary

The preceding section has surveyed the major efforts tavastablishing requirements
models for the US and UK public elections contexts. A diffigdibr all requirements mod-

els is how to resolve the conflict between providing low levestable requirements and
requirements which are sufficiently high level to permit tiphé solutions. The VVSG ap-

proach results in a cumbersome and potentially unevencgtigin of requirements to dis-
parate technologies and procedures, whilst the CESG agippravides a high level state-
ment of requirements without a methodology for testing sedeefor suitability. Mercuri’'s

approach of adapting and applying the Common Criteria [01] firovides a methodology
for evaluating voting systems as software artifacts, blgss applicable to other types of
voting systems. All three requirements models discussesl syecify their requirements
with respect to the technology that is expected to be emglagther than with respect to
the properties of the voting context for which a suitablengisystem is to be deployed.

To a certain extent, this approach may be inevitable, siren@mnioting systems represent a
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“facts on the ground” set of circumstances which have airdmsn implemented without
prior consideration of requirements. In such circumstan@ESG, Mercuri and VVSG
may be viewed as an attempt to retrofit requirements to ajrdegloyed technologies. A
desirable approach would be to consider the requiremerdsvofing context in isolation
from expected technology in order to provide a frameworkefaaluation of future voting

system proposals.

2.5 Voting Schemes

In this section,voting schemeare discussed prior to a consideration of existing voting
technologies. Voting schemes provide the design for a gagiystem intended to fulfill
the requirements of a given context. A single scheme may pé&mented in a variety of
voting systems, differing, for example, in the medium updnch votes are cast, commu-

nicated and tabulated.

The cryptographic research community has traditionalhsodered remote voting schemes
as an example of a secure multi-party computation (SMP@jpagh more recent schemes
that envisage a polling station setup move away from this.vien SMPC is a protocol be-
tween several participants, each of whom possess a seliret Vae goal of the protocol is
to globally compute some function over the secret valuethout any participant learning
any other participant’s secret. The computation must bepbeted successfully and accu-
rately despite the presence of faults within a sub-set op#récipants. The possibility of

external disruption caused by a malicious observer mustiEsanticipated.

Cryptographic voting schemes are typically modelled wébpect to a malicious adver-
sary, common to many cryptographic protocols outside tHeé &&voting schemes, with
varying well defined capabilities. In addition, cryptognapvoting schemes are commonly
designed to anticipate malicious behaviour by the padiip in an election in order to
violate the accuracy of an election as discussed in Secti®i.2Malicious participants

include: voters attempting to vote twice, or claim that thaye been cheated of their vote
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and election organisers attempting to change the valualofidual or sets of votes to their
advantage. Given the focus on voting schemes for publidietecontexts in the crypto-

graphic community, this section surveys the major effantshis area. In particular, the
survey describes recent interest in the potential for useypitographic voting schemes for
polling station voting systems, rather than the more trawat interest in voting schemes

designed for remote voting requirements.

2.5.1 Mix— Nets

The desire to communicate anonymously over computer ngsaa@s resulted in a number
of cryptographic techniques by which a message may be fdewato a recipient without

including evidence of the sender. First proposed by Chaub®80 as a means of provid-
ing untraceable email [21], mix-nets are a commonly empddge voting schemes as a

construct to replicate the anonymising effect of placinggyaallots into a ballot box.

Mix-nets presume the existence of a Public Key Infrastmec(@KI) for the purposes of
distributing public keys. The choice of asymmetric enciggpscheme has a consequential
impact on the properties of a mix-net, with variations imithg decryption schemes using
RSA and re-encryption mixes. Other variations of mix-netsvjgle for a secure anony-
mous service in the presence of failure of some servers [90% section outlines an RSA

decryption mix.

Figure 2.5 illustrates an RSA decryption mix consisting ohix-servers. Each mix-server
computes two RSA key pairs and publishes both public keysprépare a message
for mixing, it is encrypted with each of the mix-servers palkeys K ;... K, » in reverse
order. Each layer of encryption is accompanied by a rand@u galues; ; for each layer,

such that the message prior to mixing is of the form:

{{{{{{m7 Sn,2}Kn,27 Sn71}K7L,17 52,2"'}K2,27 8271}K2,17 51,2}1(1,27 Sl,l}Kl,l

This construct is sometimes referred to ado#, since the layers of encryption are analo-
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Figure 2.5: Architecture of a de-cryption mix-net anonymous channel. A mixnet consists of a sequence
of mix-servers. A decryption mix server removes one layer of encryption fran each message before and

after mixing.

gous to multiple layers of a wooden Russian doll.

A batch of dolls are passed simultaneously to the first mixese The server removes
the first RSA layer and seed from each doll, permutes the kmtdhremoves the second
RSA layer and seed. The dolls are then forwarded to the nexseriver which repeats the
process, until all layers of encryption have been removedhd@m partial checking may be
employed to confirm that each mix-server (with high probhghibdecrypted each message
accurately. In the technique, each mix server randomlyaleveither the first or second

decryption to an auditor.

Mix-nets are more commonly used as a mechanism for provigdimgnonymous channel
rather than constituting a scheme in their own right. Mixsreee used for digital signature

schemes [51], the Chaum visual cryptography [22] and &Ké&dter [24].

2.5.2 Homomorphic Schemes

Homomorphic public encryption schemes were first propoyeBdnaloh as a mechanism
for providing universally verifiable tallies [7, 8, 9]. Hommorphic voting schemes exploit
a property of certain asymmetric encryption schemes, vidyegézen some operation on

ciphertexts® and some operation on plaintexts the following property holds:
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E(a)® E(b) = E(a®b)

Thus decrypting the product of all available ciphertextdds the sum of plaintext values.

The intutition behind such schemes is as follows. The schemgloys a Tallier and a
set of Voter participants and assumes the availability efcase bulletin board. Each voter
encrypts their vote for or against an option (encoded asgeshith € {0, 1}) in an election
using the public key of the Tallier. The voters also produ@em@-knowledge proof [90]

that the vote is valid (i.e. the voter has not attempted to-voee).

the voters publish their encrypted votes on a secure hulkgiard. Once the period for
voting has ended, the encrypted product of votes for eacghroptay be universially com-
puted (be computed by any participant or external obserddg Tallier then publishes a
decrypted tally for each option together with a proof that tlecryption is accurate. The
proof prevents the Tallier from attempting to publish adoy results for an election. To
prevent early partial tallies being computed by a corrupliefathe Tallier is distributed

across multiple domains which must collaborate in ordertapce the decrypted sums.

2.5.3 Blind Signature Schemes

Blind signature schemes are perhaps the most widely implesdeof electronic voting
schemes due to their relative simplicity [30, 35, 76]. A ritutte of variations and adapta-
tions have been proposed, in order to improve robustnesexémple [35], or to provide
for a more flexible electoral system [67]. The scheme explfeature of some digital sig-
nature cryptosystems (RSA, for example) in which it is poiesio add a ‘blinding’ layer
of encryption to a message prior to signing by another ppetit [90]. When the blinding
layer is removed from a message, a signature may be obtaingtefunderlying message.
This technique thus allows a participant to obtain a digitghature for a message from a

second participant, without the second participant leaytihe contents of the message.
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A common analogy used for explaining blind signatures isdwsader an interaction be-
tween two participants Bob and Alice (an authenticatiomarity). Bob wishes to send the
letter to Charles anonymously, but also wants to demoestoaCharles he had a right to
send the message. Bob thus needs Alice to let Charles knothéhiztter came from some
approved person, but also does not want Alice to inspect gesage. To achieve this, Bob
places a letter he wishes to send to Charles into an envelapseals it. Bob approaches
Alice and identifies himeself. Alice then applies a stamphi® ¢nvelope with a unique
imprint that cuts through the paper of the envelope and titerle_ater, Bob can remove
the letter from the envelope and places it into a second wihéchddresses and sends to
Charles. Charles can remove the letter from the envelopefaark the imprint cut into the

letter by Alice to determine authenticity.

The situation is analogous to one in which a voter authetetsctp one authority (Alice),
and then uses the authorisation obtained from that augtioriegister a vote anonymously

with another authority (Charles).

The scheme envisages the separation of roles between ubhengication and vote cast-
ing, as in a conventional polling station environment. Aslsuwo election authorities, a
Validator (to validate a voter’s vote) andRllier, (to tally validated, anonymised votes)
are specified. Figure 2.6 illustrates the basic scheme. ®ter encrypts their vote using
their secret keysy, . and applies a blind layer of encryption to obtain messageThe
voter signs the blinded, encrypted vote using their sigrieyg K} and sends it to the
Validator who confirms the message is signed by a registestst. vl he Validator applies
their own signature to the blinded message using their@myK@ and returns the sig-
natures! , to the voter. The voter removes the blinding layer from tlgmature supplied
by the Validator to obtain a signatusg,, for the encrypted vote. The voter then forwards
the encrypted vote and unblinded signature to the Tallibg mublishes a list of received
encrypted votes. Once voting is complete, the voters sezidgbcret keys to the tallier via

an anonymous channel. The Tallier decrypts and publisieegdtes for tallying purposes.
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\oter; Validator
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m = {votei}KvseSSi
m/ = blind(m)
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Figure 2.6: The Blind signature voting scheme as proposed bfp1]. The voter encrypts their vote

using their secret key and applies a blind layer of encryptio. The voter signs the blinded, encrypted

vote and sends it to a validator who confirms the message is sigd by a registered voter. The validator

applies their own signature to the blinded message before terning it to the voter. The voter removes

the blinding layer of encryption and forwards the message tahe tallier, who publishes a list of re-

ceived encrypted votes. Once voting is complete, the votessnd their secret keys to the tallier via an

anonymous channel. The tallier decrypts and publishes theotes.
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2.5.4 Hybrid Schemes

Since the 2000 US election and the passage of the Help AménieaAct HAVA 2002,
interest has grown in the potential for voter verifiable papelit trails (VVPAT). Both re-
search efforts and campaigns by voting rights advocatémib/hited States have proposed
that VVPATs be incorporated into Direct Recording ElectedidRE) voting machines for
use in US public elections [34, 57, 91]. DRE machines equppigh a VVPAT print a
representation of a voter’s choices on a paper ballot fggaogon by a voter prior to those
choices being finalised by the DRE. If the voter determinasttine DRE has inaccurately
recorded their choices on the paper ballot, they may chaoedit the changes on the ma-
chine and re-print the ballot. Once the voter is satisfied i@ machine has accurately
printed their choices, the paper ballot is committed to aiseballot box, either by the
DRE device, or by the voter. Should the voter handle the pbpkot prior to committ-
ment, then procedures, or mechanism are required to mahagm®tential for the voter to
change the paper record. Such change might, for examplblectiee voter to claim that
the voting machine has attempted to change the electrgmiesentation of their choices,
without this being the case. In the case of a disputed eledtie paper ballots are assumed
to be the accurate record of a voter’s choices and the inhpsiumption is that paper is a

trusted medium for vote storage.

In the cryptographic community, the proposals for VVPATséapurred interest in the
potential for providinghon-transferableerification receipts, that is, some token which the
voter may remove from a polling station and use to confirm #hatte has been included
in a collection for tallying. The tokens are non-transféediecause a voter is unable to use
them to convince a third party of the choices representethiéydceipt. Such schemes are
termedhybridin this work because of the presumption that an electroriagaevice will

be combined with some trusted medium (typically paper) intang system to produce an

encrypted representation of their vote (an encrypted pecei

To demonstrate to the voter that the encrypted receipt atelyrepresents their vote (with-

out demonstrating how to decrypt the receipt), hybrid sedeoommonly employ some
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form of multi-round cut and choose protocol. Cut and choasé&ogols are a cryptographic
construct in which one participant (a voting system, forregke) is forced to commit to
some value before being tested by a second participant &, ot examplef. Cut and
choose protocols force a voting system to decide whethdtemat to cheat a voter before

a voter engages in a process which (with high probabilityl)detect the cheating.

Figure 2.7 gives the generic arrangement for hybrid schervisst hybrid schemes en-
visage a scenario in which a voter interacts with a votingaein a supervised polling

station in order to produce an encrypted receipt of theie vadihe interaction is arranged
such that some additional secret is established betweevoteeand the machine that is
non-transferable to an external observer once the interait complete. The receipt is
provided to the voter in the form of a paper receipt and aldniglied to a publicly accessi-
ble bulletin board. After leaving a polling station, the @oimay confirm that the encrypted
receipt of their vote has been published on the bulletin ¢hodio obtain a collection of

decrypted votes, the encrypted representations are p#sseaih a decryption mix-net

similar to that described in Section 2.5.1. The unencrypteds may then be tallied as de-
sired, but by using a mix-net to perform decryption, are rssbaiable with the encrypted
representations (unless all mix servers collaborate) ei@aéexamples of hybrid schemes

are discussed below.

2.5.4.1 Chaum

The Chaum voting scheme employs visual cryptography inramencrypt a graphical
representation of a voter’s choices [23]. The scheme isil&®fvoting in public elections
in the US as it does not preclude the use of write-in optiorige cheme closely follows
that of the generic model for hybrid voting schemes illustan Figure 2.7, including the

use of a RSA decryption mix. Explanations of the scheme ae@bvided by Bryans and

2Schneier describes the equal cake cutting metaphor fromhvihe term for these protocols originates,
in which one participant is able to cut a cake as they wishtiwtopieces, but the second participant is able
to choose which half of the cake to eat. The first participsuetricouraged to behave honestly and share the

cake equally [129].
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1. Vote

. 5. Anonymised
4. Receipts Votes

Voting 3.Receipt |  Bylletin Decryption Bulletin
Device "l Board - Mix - Board

Voter

2. Receipt

Figure 2.7: A Generic hybrid voting scheme, illustrating vde casting for one voter (steps 1-3) and
receipt decryption and vote counting in steps 4 and 5. In sted the voter provides their choice to
the voting device. The device responds with an encrypted re@t in step 2. The voter obtains some
assurance that the machine has correctly encrypted their ve (through a cut and choose protocol, for
example). Once satisfied, the voter removes the receipt frothe polling station. In step 3 the encrypted
receipt is published to a secure bulletin board where it's pesence may be verified by the voter. In step
4, all published encrypted receipts are passed through a deryption mix to produce an anonymised

batch of decrypted votes suitable for tallying (step 5).

Ryan [14] and by Karlof [75].

In the scheme, a receipt is provided to the voter as one lager & two layer visual en-
cryption of text printed as a graphic. Figure 2.8 is a repobidu illustrating the two layer
paper ballot, taken from a prototype of the Chaum schemeapedby the author. While
the two layers of the ballot paper are overlaid, the plair ¢oices of the voter are evi-
dent. However, once the layers are separated, the plaimtessage is encrypted in both
layers. Via suitable cryptographic techniques, the odbuote is recoverable from either
ballot paper layer as described below. The technique pgtimét voter to leave a polling
station with one layer of the ballot paper or another, whitmfs an encrypted receipt of
their vote. The layer kept by the voter is also retained eda@tally by the voting machine

and posted to a bulletin board, as per the description foemgehybrid schemes.

To generate the two layers of the ballot paper, a represeniatgenerated as white text on
a black background. Each pixel of the ballot image is divigded four ‘sub-pixels’. For
each black pixel on the original image, a corresponding@xel group on each layer of

the ballot paper is printed:
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(a) Layer LO of the ballot paper. (b) Layer L1 of the ballot paper. (¢) The two layers of the ballot
paper combined to reveal the en-

crypted text.

Figure 2.8: The Chaum scheme two layer ballot paper. The illstrations were extracted from a pro-

totype of the Chaum scheme implemented by the author. Chaumrpvides details of the scheme in

[22].

C I B O ON} O " WO
HEE —- O @R BROomER O, 0N
B L0 L1 L0 L1

such that when the two layers are combined a sub-pixel grbtguoblack pixels is con-
structed. Similarly, for each white pixel of the originalage, a corresponding sub-pixel

group on each layer of the ballot paper is printed:

O g H O N O O B O N
00— O Mm,0 Ror W O, O

w L0 L1 L0 L1

such that when the two layers are combined a sub-pixel grotyooblack and two white

pixels is constructed. The result of the layer construatiescribed above is that both layers

consist only sub-pixel groups of the form:

B O O
or

O N H O

To construct the two ballot layers described above, two R$#et dolls are constructed

using two sets of/ pseudo random strings, with each string of length equal tbtha
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number of pixels in the original ballot image. The two setstings are then composed

into a pair of single strings:

SB = Sp1 D Sp2 D ... D Sp

ST =511 D S 2D ... D St

The bits of the two string are then arranged into a “checkandioone time pad matrix

denoted:

SB1| ST,1| SB,2| ST,2| SB,3

ST 3| SB4| ST4| SB5 ST)5

SB.6| ST,.6| SB,7| ST,7| SB,8

Similarly, the bits denoting the ballot image are arranged & “checkerboard” matrix as

illustrated:

Note that the top-bottom arrangement of bits is reversethimballot image matrix. Next,
a “ciphertext matrix” checkerboard is constructed fromlth#ot image matrix and the one
time pad matrix, again consisting of tdpand bottomB bits. The visual cryptography
“overlay” operator is not closed, so thé ith bit of the matrix is computed to satisfy the
equationcy; ® sp,; = br,; the B, ith bit of the matrix is computed to satsify the equation

¢ ® sr; = bp,;. The complete matrix is thus a checkboard denoted:
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Cr1

CB,1

Cr2

CB2

Cr3

CB,3

Cr.4

CB4

Cr5

CB5

CT.6

CB.6

Cr7

CB,7

Cr8

Finally, the two separate layefs and L, are

matrix and the bits of the ciphertext matrix:

58

constructed from bits of the one time pad

Cri| Sti1| Cr2| St,2| C1,3 SB,1| CB,1| SB,2| €B,2| SB,3

ST3| Cra| ST4| CT5| ST,5 CB,3| SB,4| CB4| SB,5| CB,5

Cre| ST6| C1,7| ST,7| CT,8 SB6| €B6| SB,7| CB,7| SB38
LO L1

The arrangement is such that when ttiebits of the matrix are overlaid, the ballot image

bits are displayed:

cri ® sp; =br;andcg,; ® sr; = bp,;.

During tallying, the layer of the receipt chosen by the vdtegether with the corresponding

2 RSA dolls is passed through a decryption mix, with the sé@ws s, ; ands, ; extracted

from each of thel layers. It may be observed that applying the bits of each st&ed) to

the receipt image using bit-wise exclusive or will revea driginal ballot image since, for

theith pixel in the top layer, say:

and

Cr; D Sp,1,i D Sp2,i D ... D Spaui

Cs;i D S,1,i D St20 D ... D Seui

cr; D Sp.

br,

cr; D Sty
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Tea Party Tea Party Tea Party ]
Dinner Party Dinner Party Dinner Party N
Fancy Dress Party cast Fancy Dress Party | x L Fancy Dress Party T ﬂ,
Halloween Party Halloween Party Halloween Party ]
Birthday Party Birthday Party Birthday Party ]
c!2x c!2x c!2x

Figure 2.9: The Prét a Voter scheme ballot paper [25]. The voter marks the selectecandidate before

separating the two columns of the ballot. The right hand sideof the vote forms an encrypted receipt.

2.5.4.2 Péta Voter

The Prét a Voter scheme was intially presented as a sicgtlidin of the Chaum visual
cryptography scheme discussed in the previous sectior2fl,25]. However, the scheme
was later developed to provide an alternative mechanisipréviding a voter receipt. The
new mechanism has the benefit (for UK public elections) oélaging the existing voter
experience. However, the scheme precludes the use of wrtetions for votes, which is

necessary for the US context.

The scheme is derived from the layout of paper ballots comiméime UK and elsewhere,
with the added feature that the order of candidates is rahdpermuted on the ballot
paper. The permutation of candidates is encrypted in an R8lfpthced below the right
hand column, as illustrated in Figure 2.9. The encryptiothef permutation within the
Doll is computed in a similar manner to the visual encrypseerds for the Chaum scheme
discussed in the previous section. For the Prét a Voteeraehthe random seed generated
for each layer of the Doll is hashed using a publicly knownction to generate a ‘partial
permutation’. The product of these partial permutationsdoio the number of candidates)

is then applied to the candidate list on the left hand sidéebiallot paper.

To cast a vote, the voter marks the ballot paper as normallarddeparates the left and
right columns. The right hand column is fed into a vote regdisvice and then retained
as a receipt. The left hand side is discarded. The votingcddarwards the Doll value

and the position of the voter’'s mark on the ballot paper tolketn board where it may be



CHAPTER 2 VOTING AND TECHNOLOGY 60

verified by the voter. Decryption and tallying is as per theegec hybrid scheme described
in Section 2.5.4. Each layer of the RSA doll is decrypted, gredhash of the extracted
seed value is computed using the same function as for ptepad the doll. The partial
permutation is then subtracted from the position of the n@tehoice. Once the Doll and
vote position have passed through the complete mix-neydtes’s choice is aligned with

the un-permuted location of their candidate’s name.

Several variations to the scheme have been presented deatimgsconsiderable flexibility
[25, 26]. An advantage of the scheme is that the voting dedams not learn a voter's
choice and thus precludes the possibility of the deviceitgpkhe association between

votes and voters, a potential weakness of other hybrid sebem

2.5.4.3 Neff/VoteHere

The Neff/MoteHere scheme [97, 98] is similar to the geneyibrid scheme described in
Section 2.5.4 in which a voter interacts with a voting devicerder to prepare a receipt
for their vote? In the scheme a vote receipt is represented as a set of Etgreanged in a

matrix. Each row of the matrix corresponds to an option thet available for the voter to

vote for.

Each bit pair consists of a pair of bitsc {0, 1} and initially all bits are encrypted under
the El-Gamal asymmetric key scheme. Rows correspondingtiors selected by the
voter consist of encrypted bit pairs of the fofifh, 0} and{1, 1}, whilst rows of unselected

options are of the forrj0, 1} and{1, 0} as per Figure 2.10.

To verify the correctness of the receipt, the voting devieemits to a bit value for each
bit pair in the matrix. The voter then randomly chooses tlftedleright bit of each pair in

the matrix to be decrypted, revealing whether the encrypptepresented a 0 or 1 bit value.
For the row corresponding to the voter’s chosen option, ¢vealed bit should equal the

committed bit value of the voting device for that pair, whilesr non-choice options, the

3For a comprehensive description and analysis of the scheenkarlof [75].
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1. Voting Device
Commits to

11010
Tea a,g | 4H | oL T T111 Tea 0,g | 41 | o1

11010
Fancy Dress | 1,S | ¢,U | 6,m Fancy Dress | 1,S | ¢,1 | 6,0
Halloween 2q | 9A | RF 5 Voter request; Halloween 1, | LA | OF
Birthday fp | bK | 7i ' Birthday Op | bl | 71

Prepared After Voting Encrypted Receipt

lir |z

1)1

r|r|r

Tea 0,1 0,10,

3. Decrypt for tallying Fancy Dress | 1,0 | 0.1 | L0

Halloween 1,0 | 1,0 | 0,1
Birthday 0,1 0,10,

Fully Decrypted‘afote for Tallying

Figure 2.10: The VoteHere scheme ballot paper. The voting déce prepares a bit pair matrix in which
each row corresponds to a voting option. The voter’s choicesihighlighted on the matrix for illustrative
purposes here. Initially, each bit in the matrix is encrypted as an EI-Gamal ciphertext, with ciphertexts
arranged into pairs. The ciphertext pairs are arranged suchthat the row of the voter’s choice consists
of encrypted {0,0} and {1, 1} pairs, whilst the bit pair for all other rows consist of {0,1} and {1,0}.
In Step 1 in the diagram, the voting device provides a commithent bit for each bit pair in the receipt.
The voter then chooses randomly for the left or right bit of a pair to be decrypted in Step 2. Each bit
decrypted in the voter's chosen option row should match the ammittment bit for that pair provided
by the voting device (assuming the voting device did not attapt to cheat). After voting is complete,
the receipts are anonymised and all remaining bits are decpyted to reveal the voter’s choice indicated

by a row of {0,0} and {1, 1} bit pairs.
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committment bit will equal the revealed bit with probalyiliof % The security of the
verification process is thus parameterised by the numbeolahmsk of bit pairs in the
matrix, with probability% that the voting device will be able to change a voter’s choice

undetected.

Assuming that the voting device has not cheated, the votenoa leave the polling station
with their partially decrypted receipt, which will be pusiied on a bulletin board, as per
the generic hybrid model. For an attacker who did not obsthednteractions between
voting device and voter all rows on the receipt have equdbgivdity for representing the
voter’s choice. During tallying the election authority cammpletely decrypt anonymised

receipts in order to determine which bit pair matrix row esponds to the voter’s choice.

2.5.4.4 Remote Voting with Hybrid Schemes

Whilst hybrid schemes presume that some interaction willobetween the voter and the
voting machine that an external observer cannot obsernac@ss in a supervised polling
station, for example), adaptations to at least one suggebtschemes could be used for

remote unsupervised voting [26].

2.5.5 RIES

The Rijnland Internet Election System (RIES) is a schemeégdes to provide remote
electronic voting for a water authority in the Netherlan@8][ The scheme is relatively
simple compared to those discussed above, with only a sergigyption and decryption
step. In the scheme, an election authority generates adab#asting of all possible votes
encrypted under DES, using a different DES key for each vdach voter is sent their

DES key via a secure channel.

To cast a vote, a voter computes a Message Authenticatioe QWAC) of their choice

combined with a MAC of their own identity. A vote collectoragpts this information for



CHAPTER 2 VOTING AND TECHNOLOGY 63

tallying, and after the end of voting publishes all the epteg votes received along with
an MD5 hash of the vote so that each voter can confirm both tigtpre-declared votes
have been published (to resist vote stuffing) and also tleatibte has been published and

correctly received.

2.5.6 Summary of Voting Schemes

The voting schemes discussed in this section provide onlgnapke of the diversity of
approaches proposed. Variants to the schemes discussedribealso numerous. Other
schemes, for example, include Riera (using mobile agenpetimrm mixing) [117] and
Reynolds [116]. Remote, coercion resistant schemes haweeba&len proposed to resist
attacks such as vote-buying [74]. The purpose of this seactias to demonstrate that
voting schemes are designed for a particular context, wiracular electoral system and
set of secrecy, accuracy and some usability requiremeriis falfilled. Voting schemes
then, are placed appropriately in the framework describefdction 2.2, since they are
targeted towards specific requirements, but are not by thlesimplementations for use

as a voting system.

2.6 Voting Systems and Technologies

In the framework presented in Section 2.2, voting systeragtas implementation of the
properties specified by voting schemes. Voting systems owaiioth technology and pro-
cedural activities surrounding the technology in order @aduct an election within the

requirements specified at a higher level in the framework.

A number of attempts have been undertaken to catalogue assifgl voting technologies,
usually (but not exclusively) focusing on technologiesdusepublic elections. Classifi-
cation of voting technologies may be undertaken in termseflbcation of vote casting

(supervised or unsupervised), the mechanism for storirgatally (ballot or ballotless),
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Medium
Balloted Ballotless
Remote Postal (Mail-in paper ballot),| Online opinion polling soft
5 Internet, ware
§ SMS Show of hands
-
Supervised Paper ballot Lever Machine,
Optical Scan, DRE,
Punch Card,
DRE with VVPAT

Table 2.2: Voting technologies classified by location and sting medium. This classification is in
contrast to other schema (see for example [53, pp64]), whegiority is given to the medium of the

ballot over the location of the voter.

the medium on which records are stored (paper, digital meidiy, the medium on which

votes are stored (with the implications for the trustwardss of the store itself) and the us-
ability properties of the technology (convenience, avmliy etc.). This section describes
the most prevalent technologies employed to implemenhgaichemes. Table 2.2 sum-

maries the instances of voting technologies describedibelo

2.6.1 Ballots and Boxes

Paper ballots and other physical records are perhaps tlestoldte casting technology
known. Ancient Athenians used saucer like objects to regotds for or against accused
in jury trials [13]. Paper ballots were first used in Austalipublic elections in 1856
[100], for UK public elections in 1872 [112] and were first dse the US in New York and
Massachusetts in 1888 [73].
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In a typical voting system using paper ballots and ballosoxa voter authenticates them-
selves in a polling station. The voter is then provided withaper ballot on which the
choices for the election are presented, along with someuictsdtn as to how to cast a
valid vote. The voter marks the paper appropriately, whientbecomes the record of the
voter’s choice. The ballot paper is then placed (along witters) in a secure ballot box,
from which it cannot be retrieved until vote tallying beginBaper ballots are typically
counted by human counting clerks in the presence of botlsparand independent ob-
servers. The paper ballot votes may be recounted severs tmthis manner, if the result
of the election is close, since the result of each re-countvagy. Recent technology has
been used in the UK for public elections for the electronigrtong of hand marked paper
ballots [139].

Although they do not necessarily need to be used as suchr, palbats are typically asso-
ciated with the use of ballot boxes to break the associatiwden votes and voters, thus

providing commonly employed secrecy properties.

Paper ballots are implicitly considered to provide a trdsteedium on which votes may
be stored prior to tallying. As discussed in Section 2.5a&phgv ballots may be used to
provide a receipt for an otherwise electronic voting sysbamause of their trusted nature.
However, paper ballots cannot be used to constrain voteragba correct vote, so their
use may violate accuracy requirements which specify ateueaording of valid votes by
a voter. Further, the accuracy of a tally produced is untcersance the result of multiple

manual recounts of paper ballots may vary.

Requiring a voter to attend a polling station in order to @sbte in a supervised envi-
ronment (and fulfill secrecy requirements) may violate @mence requirements in some
contexts. An organisation may not have sufficient resoutageovide polling stations

conveniently for voters, such that inconvenience limitipgoation.
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2.6.2 Postal or Mail in Paper Ballots

The use of paper ballots and ballot boxes discussed in thepresection may be extended
to permit remote, unsupervised voting. Postal voting adlpaper ballots to be marked in
an un-supervised environment, with the paper ballot (da@nd after) marking to be sent

via a supposedly secure channel (the postal service).

Postal voting varies the properties of supervised papésthalting by providing the poten-
tial for the association between votes and voters to be by an observer, since vot-
ing does not occur in an isolated environment. In additiastg@ voting presents greater
opportunities to an attacker to violate the accuracy of lg,telther during vote casting
(through coercion or vote buying) or vote communication iffitgrcepting uncast or cast
paper ballots). However, postal voting provides greatewenience than polling station
voting, since vote casting may be completed anywhere, aadarger time frame than is

usually permitted for polling station voting.

2.6.3 Lever Machines

By the late nineteenth century, the use of non-standardrgzgets had led to endemic
attacks on the accuracy of tallies for public elections sltf§. Non-standard paper ballots
were produced by political party organisations in such a agto prevent modification of
the pre-printed choices for all races, giving rise to thentgrarty ticket’ [54, 73]. Although
ballot papers would eventually become standardised anddaw to voters by public au-
thorities rather than partisan political parties, thesprmmements did not prevent attacks
which exploited themobility of ballot papers, i.e. the ease with which ballot papersaoul
surreptitiously removed from a polling station and altefadilitating attacks such as chain

voting as discussed in Section 2.1.

Lever machines were intended to overcome the potentialtfiamcvoting. The devices
store tallies of votes on internally secured mechanicahtars. To cast a vote in a set

of multiple races, a voter adjusts levers on the user intertd the lever machine to the
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position corresponding to their selections. When the vsteatisfied with the configuration
of the levers, a further lever is pulled to increment the ecrmternal counters. A detailed
study of lever machines is conducted by Roth [119], withipalar focus on usability

issues.

Since the lever machine is ballotless, the potential folatiog common secrecy require-
ments of public elections (the association between votevatel) is limited to the vote
casting period. However, several attacks have been idahtifhich may violate the accu-
racy of tallies recorded using the lever machine. Mercutessohat the internal mechanics
can be tampered with either to initialise the counters fefadioured options to a negative
value, or to retard the incrementation mechanism, suctotiigia portion of votes for a un-
favoured option are recorded [91]. Alternatively, a leveramine presents opportunities for
violating accuracy during interaction with the user inded by a voter. An attacker may,
for example, tamper with the labels for disfavoured opti@@rsremove them entirely) so
that a voter does not know how to configure the lever for a ddsielection in a particular

election.

2.6.4 Punch Card/Optical Scan

Automatic vote counting devices were first introduced intiblc elections in the United
States as a means of increasing the speed of counting votpalitic elections [96]. Ini-
tially, automatic vote scanning was conducted using pumret technology. Later, opti-
cal scan devices were used. In both cases, the introductiantomatic vote counting
technologies was intended to improve the speed and efficiehcomputing a tally and

announcing a result, with the supplementary benefit of neduwmosts [73].

The voting process is substantially similar to that of papedtots, other than the manner
in which choices are presented to a voter and the way in whigitex marks their choice
on a card ballot. A voter marks the ballot in such a way thatntiagk can be read by the

automatic counting device. The voter does this either bycpiny a hole through card, or
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marking the card with special purpose ink.

Whilst automating vote tallying has no direct impact on otagpects of the vote casting
process, the usability (and hence accuracy) of vote castiag be affected if the vote
counting technology constrains the presentation of vatimgjces to a voter (on the card
ballot for example) in an adverse manner. For example, thaekfly’ layout of punch
card ballots in the US 2000 General Election caused comgg\®cause some voters were
believed to have been confused into voting for the wrong ickate [12, 92]. The layout
was necessary because all punch marks had to be placed hésgine of the card ballot

for reading purposes.

The tallying process of automatic ballot counting is alss lEansparent than that of count-
ing ballot by hand, since observation of the process by deitsiis not possible. External
observers may need some mechanism to reassure themsalbgtinternal counting soft-
ware has been correctly implemented, either through sofétwarification of correctness
[127], re-running the counting procedure, or partial mameeounts of some of the paper
ballots [91]. The procedures surrounding the use of elatrcounting technologies thus
become important in determining whether the technologfillgiaccuracy requirements
in a particular context. More recent vote counting techg@s are capable of scanning

conventionally marked paper ballots [139].

2.6.5 Direct Recording Electronic Machines (DRES)

Direct Recording Electronic (DRESs) machines were firstadtrced to public elections in
the US in the 1980s [128]. The devices may be superficiallweeas having similar
properties to a lever machine, although the use of softwereiges some quite different
properties. Following the passage of the Help America Vate2002 [58], polling places
were mandated to be equipped with at least one DRE machireiearder to provide

usable voting systems for blind and/or disabled voters.

In a typical vote casting process using DRE machines in thed®ter enters a polling
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station and authenticates themself to a polling clerk. Gautbenticated, the voter is typ-
ically provided with a smart card which the voter insert®iatDRE machine in order to
begin voting. The information written to the smart card mayused to configure the DRE
machine when presenting choices to the voter, in circurostawhere voters with different

eligibility for voting are using the same system [77].

The DRE machine presents the voter with the election chaicesich they are eligible
to participate, typically on a touch screen monitor. Theevalects choices by pressing
buttons on the screen which are labelled for their selectid*E machines permit consider-
able flexibility in how election choices are presented to rolypically, DREs machines
prevent voters from castingver-votegselecting more than the permitted options for an
election) and warn the voter prior to permitting them to aastinder-vote(not selecting
the maximum possible choices for an election). Further, DiRiEhines may be equipped

to permit voters with physical disabilities to vote withd@ptivacy violating) assistance.

DRE machines store electronic records of individual votather than an aggregate as
stored by lever machines. However, the voter is not able seie the accurate storage
of their vote in the same manner as placing a paper ballot ecars ballot box. At the
close of poll, the machines report a tally of votes, which @enmunicated to a central
tallying location either via modem, an oral report from alipgl clerk monitoring the DRE

machine, or on electronic storage media physically trarisddo the counting location.

DRE machines may thus be vulnerable to violation of the aaguof the tally at any
point between vote casting and tallying. Procedural tegles to verify the integrity of
software employed by DRE machines are the most common waedrior ensuring the
accuracy of voting tallies [49], although the task of guéeaimg the behaviour of software
artifacts is considered to be intractable [141] and thedliffy is only increased if the
binary instructions (rather than uncompiled source codegtrne inspected. Ensuring that
provided source code (where available) is a faithful regméstion of the compiled binary
is a separate problem [140], although more recent resugest that this problem may be

manageable [144]. The use of Voter Verifiable Paper Auditl§ advocated by Mercuri
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[91] and Dill [34] for example) has been proposed to remeayl#ick of transparency of
DRE machines. However, such add-ons risk eliminating ttadilisy properties of DRE
machines discussed above, since a disabled voter may eeagsistance to interpret the

‘voter verifiable’ paper ballot.

India and Brazil have also recently begun employing DRE nmeshfor the conduct of
public elections. In particular, Indian DRE machines reftae requirements of the Indian

voting context:

the DRE machines are considerably simpler than those usatiddJS, reflecting

the far fewer elections conducted simultaneously.

e robust design allow the DRE to be transported across Indiagithe election period

so that they can be re-used in several constituencies.

e the DRE machines are equipped with fail safe mechanismshadliow them to be

quickly deactivated in the event of an attack on a pollingj@teby partisan activists.

¢ the devices reflect the lower literacy rates of Indian votesigh candidates identi-
fied by small logos next to buttons on the DRE machine intetfaather than using

complex touch screens [5].

Figure 2.11 illustrates two examples of DRE machines engalog US and Indian public

elections respectively.

DRE devices are also employed in several legislative vatorgexts, including the Scottish
Parliament, the Israeli Knesset and the US Senate. DREsiniskése contexts are only
required to accept yes/no votes on motions placed befolegisature and are required to

record the association between votes and voters.
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(a) The Accuvote TS DRE machine manufac- (b) The DRE machine and control unitemployed
tured by Diebold for use in public elections in for Indian parliamentary elections in 2004, man-
the United States. The DRE is equipped with a ufactured by Bharat Electronics Limited and
smart card reader for voter authentication and a Electronic Corporation of India Ltd. Candidates

touch screen interface. The interface can display are identified by logos labelling each button on
multiple elections simultaneously [33].

the voting interface. The control device includes

tamper resistance features to resist vote stuffing
[66].

Figure 2.11: Examples of Direct Recording Electronic (DRE)oting machines.

2.6.6 Remote Electronic Voting Systems

Despite the later predominance of of cryptography in thégtesf remote (and later polling
place) voting schemes, initial approaches to remote eleictvoting lacked cryptography
as a mechanism for ensuring secrecy and accuracy propantiesmployed the telephone
network to provide a vote communication channel [104]. Madaterest in remote elec-
tronic voting systems began with proposals for cryptogi@pbting schemes as discussed
in Section 2.5.
A typical remote electronic voting system envisages theafiske Internet or similar net-
work for communication. A setup consists of one or more \@#gstem servers and a
larger number of client systems, all of which are able to utadte cryptographic compu-
tations on a realistic time scale. Some remote voting sckeme@sage client devices with
considerably less computational power in order to provigatgr mobility of voting [117].

A typical remote voting scheme employs one or more serveliGgiions implementing
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election system functionality andpolister software artifact which must be distributed to
all voters. The voters install the artifact on their clieergonal computer (PC). To cast
a vote, the voter informs the pollster of their choice in thecgon and the pollster then
interacts with the vote server in order to cast a vote on therigbehalf. Depending upon
the implemented scheme, the pollster may also obtain pfdbésuccess or failure of vote

casting and report the result to the voter.

Remote voting systems are commonly vulnerable to the saofetiains of secrecy require-
ments as postal voting using paper ballots. Certain systemsver, may limit some of the

attacks on voter secrecy by preventingssive coerciofv4].

The accuracy of remote electronic voting schemes is tylgicEpendent upon the cor-
rectness of implementation of the pollster artifact andibeesty with which the pollster
reports success or failure to the voter. As has been notemrdeof cryptographic schemes
refer to the act of ‘voter verification’ of a vote casting pess [88], whereas in fact the voter
merely observes the results of verification presented byditister. From the perspective
of the cryptographic scheme, the pollsteithe voter. Such cryptographic schemes and

their implemented systems are thus better described alstgolerifiable”.

One proposed mechanism is the use of multiple system vefatogissingle cryptographic
scheme. In such circumstances, a voter is able to choosedn@nge of client software
implementations which may interact with remote electiothatities in an agreed manner.
Further, the voter may be able to choose different vendardifterent operations (voting
and checking for example). Unfortunately, this proposasdoot satisfy the concern that
a voter must understand the operations that are being pertbon their behalf if they
are to determine whether they have been cheated or not,eonaiitvely, trust some third
party’s investigation. Using cryptographic schemes, aexpert voter cannot be satisfied

for themselves that their vote has been counted correctly.

In terms of usability properties, REV systems are typicaiiyilar to DRE systems, since
their user interfaces are configurable to the needs andiebiif voters. The user interface

may provide the same constraints on vote casting as DRE mexcim order to prevent
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spoiled or inaccurate votes (with respect to voter intersjdeing cast. Careful implemen-
tation of an REV system user interface should also permiapst information technology
access devices to interoperate with the pollster artif@otlster applications designed for
other voting devices such as Personal Data Appliances (RDd)mobile phones may be
less flexible in terms of the presentation of choices, siheelayout of options is con-

strained by the screen size and functionality of the desiasér interface.

The US military recently attempted to provide overseasqgrars| with a remote electronic
voting system for the 2004 Presidential Election. The mtoyeas cancelled due to gen-
eral concerns with regard to Internet security raised bgaehers requested to comment
on the system [69]. Critics of the report, however, noted tha SERVE system would
have replaced existing systems such as postal voting, alirggrotes by fax to a elec-
tion administrator [118]. Such existing systems were eithiicult to operate within the
time constraints of an election, or were demonstrably lessre than the proposed SERVE

system.

2.6.7 Summary of Voting Systems and Technologies

The preceding section has discussed the various techeslbogpically employed in the
implementation of voting schemes together with (where epate) the procedures with
which they are commonly associated. The discussion predééils of the technology’s

properties with respect to secrecy, accuracy and usatelifyirements.

2.7 Conclusions

This chapter has presented a framework within which theuarresearch efforts into vot-
ing systems (across numerous disciplines) may be presanttdompared. Whilst nu-
merous studies have presented frameworks for technol{®i&S3], cryptographic voting

schemes [16, 135] and the deployment of voting systems ticpkar contexts [91, 134],
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this work is novel since it presents an overview of the vagiefiorts into voting systems,
together with an explanation as to how they interact. At tlestabstract level, the no-
tion of a voting context is introduced with several commaasesks of voting contexts por-
trayed. Voting contexts provide a series of requirementsetaaptured by a requirements
model and standards which in turn define the necessary iepty be achieved by voting
schemes. Finally, voting schemes are implemented usingjextion of voting technolo-
gies (paper ballot, personal computer, dedicated DRE madaic.) and procedures (voter
authentication and paper ballot counting, for example)thim proceeding chapters, the
framework presented is used to investigate the potentradléploying alternative voting

systems which achieve the requirements of the United Kingslpublic voting context.



Chapter 3

Requirements for UK Public Elections

Overview

The preceding chapter presented a survey of the existirgres efforts in the field of
voting systems, structured as a hierarchical frameworks @apter discusses a set of re-
quirements for the UK public voting context, establishinigeria against which alternative

voting systems for that context can be evaluated.

3.1 Introduction

A common approach to defining requirements for voting systsno seek a global list of
properties which a voting scheme (which is then implemebied system) must achieve,
for example Gritzalis [53]. In some cases, functional regmients may be derived from
these [65]. Typically, such approaches assume that newgsstistems will be employed
in a public election context, for which the requirementslan@adly similar. Initially, high

level statements as to the requirements for a voting systemdantified. These may be ex-
tracted from International Treaties on the agreed conduqtublic elections, for example

[17]. Birch and Watt have gone as far as to suggest that p&atigoting systems which

75
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employ electronic technologies or permit vote casting iaraate context are inherently in
conflict with the high level requirements expressed in imiéiponal treaties and law [10].
However, this global approach is typically in conflict wittetdiverse requirements for vot-
ing systems in different contexts, as discussed in the puswchapter. A global statement
of requirements for public elections will have difficulty aoping with particular require-
ments in specifc contexts, such as the variety of electgeibms employed and the impact

the choice of electoral system has on the privacy of a voter.

In this chapter, an investigation of requirements is cotetlitor a voting system for thgK
public election contextnly. As will be realised as the chapter proceeds, the rements
for this context are complex. The chapter will produce aesteent of requirements for
a new voting system which seeks to fulfill the UK governmegts&l of improving the
experience and convenience of voting, in addition to thelireqnents applied to existing
voting systems. Given the UK government’s desire to enabldti-channel’ elections, an
initial requirement of a new voting system is that it must rapes alongside the existing

UK voting systems.

Public elections in the United Kingdom (UK) are regulatedAwsts of Parliament, pre-
dominantly Representation of the People Acts, for exan2€[121, 122], although acts
relevant to electoral registration are passed under othiseg, for example [44, 112]. Par-
liamentary acts specifglectoral rulesand the powers that government ministers may em-
ploy in the administration of elections. Ministers powetslude the ability to vary rules in

order to conduct pilots of new technologies [122].

A particular feature of the UK contexts is that there is naiisgment to authenticate voters
when they attend a polling station or request a postal bfatototing (except in Northern
Ireland). To compensate for the lack of authentication UKerequires instead that voting
systems implement a vote tracing mechanism. The mechargemitg illegally cast votes
to be removed from a collection of votes when identified sd tha tally can then be
re-calculated [121]. Whilst this approach to requiremdrats been criticised, notably by

Jackson [68], the UK government indicated that it intendsrieielectronic voting systems
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to also implement this requirement [18]. As such, many tetidgies which strictly enforce
voting privacy may be unsuitable for UK elections, if theg aequired to operate alongside

existing systems.

3.2 Convenience Requirements

In addition to the legal constraints on the adoption of newngpsystems in the United
Kingdom, the Government has proposed the use of new votisigiss as a means of im-
proving the convenience and the experience of particigatinJK public elections. The
Government and the independent Electoral Commission hangoped employing alter-
native voting systems as a means of improving participatiodK public elections; for
some recent elections turnout has dropped below 20% [132jistWthe UK government
acknowledges that multiple factors are responsible forctirtein turnout to elections, the
increased inconvenience of participating in voting onipgliday (by attending a polling
station) is considered to be of significance. The postahgaystem has already been mod-
ified to increase the convenience of voting and the UK Govemtris investigating further

alternative channels which permit votes to be cast out wiiblbng station.
R1: The voting system must allow a vote to be cast from an unsgovised location.

In order for a new voting system to increase conveniencedtilshnot require a large
number of steps in order to cast a vote. Large complex segsariénteractions are likely
to deter voters from completing a transaction. Both of thistaag voting systems in the
UK require just two interactions on behalf of a voter (oncgistered) - a request for a

ballot paper and the act of vote casting.

R2: The voting system must minimize the number of interactims required to cast a

vote.
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A patrticular difficulty of implementing new voting systenssthe potential for disenfran-
chisement of portions of the electorate because the votisges requires the use of in-
terfaces with particular devices (a touch screen termfoakxample). Voters who cannot
use the particular interface require assistance in théngatation, thus violating privacy
requirements. A mitigation strategy proposed by the ch&tope and the Royal Society
for the Blind is that multiple channels are offered for voésting, in order that all voters
are able to utilise at least one channel [133]. This is in@sttto the strategy adopted for
US public elections in which attempts are made to ensurestlsaigle voting system can
be employed by all voters without assistance. This sugdleatsa voting scheme should

operate consistently over multiple voting channels.

R3: The voting system must allow vote casting to occur via a rage of channels in

order to increase accessibility for a range of voters.

Coupled with the previous requirement is the need to enswaethe range of channels
employed for vote casting are affordable for voters. Nomoses that the direatost of
participationis a factor in determining whether a voter will participatean election [103].
If multiple channels are to be employed for voting then tharatels must be affordable for

voters in order to avoid disenfranchisement.

R4: The voting system must not require a voter to possess spatpurpose equipment

in order to cast a vote.

The above discussion describes significant requiremepigaple to the implementation
of newvoting systems only. In order to motivate the adoption offfar voting channels,
new voting systems must be demonstrated to fulfill requirgsibeyond those of existing
voting systems (polling station or postal voting). The aepof new voting systems is
unlikely to occur unless a substantial benefit can be demaimst Further to the above
requirements, a new voting system must also fulfill the negments of existing voting
systems in terms of accommodating electoral systems afilirigl secrecy and accuracy

requirements. Each of these categories of requirementisamessed below.
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3.3 Electoral System

Elections in the UK are conducted using a variety of ele¢tsyatems. Elections to the
Westminster parliament are conducted using SMSP, with leeéi@n for each constituency
[84]. Elections to the European Parliament since 1999 amewcted using the closed list
system. Elections to the Holyrood Parliament in Scotlardithe Welsh assembly employ
a mixed simple plurality and closed list system, in which tbpresentatives of political
parties elected on the list system is influenced by the eledf representatives for con-
stituencies [125]. Elections to the Stormont assembly intiNon Ireland and local elec-
tions in Scotland and Northern Ireland use (STV). Localtédes in England are conducted
using a multi-member simple plurality system. The divecatiion of electoral systems is
a relatively recent phenomenon and is one motivation foirthestigation of new voting
systems (electronic counting, for example) which wouldbedte some of the new tasks
[145, pp4]. Voting systems implemented for public elecsiamthe UK will likely need to

be suitable for each of these contexts in order to avoid wesszey duplication.

As noted in the introduction to this chapter, the UK currgminploys five electoral sys-
tems; referenda, SP, Closed List, STV and mixed-membererGikie types of electoral
systems employed, several factors which would need to beidered in other voting con-

texts are not relevant here and so the requirements modghasgheir absence:

e All electoral systems consist of only one round of voting.n€ideration does not

need to be made for transitions between successive rourvasiog.
e All voters participating in a election do so under a singénfrhise.

¢ All votes are of equal weighting, therefore weighting ofe®br options does not

need to be considered.

The diversity of electoral systems employed in the UK conteguires a voting system to

accommodate several types of proposal.
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The referenda, SP, Closed List and STV electoral systemsogegin the UK utilise two

types of proposal: unordered and ordeiedit of j selection of options.

3.3.1 Unordered Selection of Options

Referenda, SP, Closed List require a voter to sélaabrdered options out gfoptions on
a proposal, wherg is the number of available options anés the maximum number of

options that may be selected by a voter.

A proposal of this form may be denoted as:

— For Referenda, exactly two option descriptions are secés “accept” or “reject”.

— For SP electoral systems each option description is ofaim:f

{< candidate>, < party >}

— For Closed List electoral systems each option descripgiofthe form:
{< party >, {< candidate >, < candidatg >, ..., < candidatg, >}}

WhereS; denotes the number of candidates in the list.

A vote constructed from an unordered proposal is dependetihe option descriptions
specified by the proposal and by the maximum number of optidnish may be selected.
A vote is denoted as@ollectionof unordered selections from the available option descrip-

tions on the proposal.

R5: A voting system must permit voters to express an unordei selection of options
within some maximum as a vote in a Referendum SP or Closed Listlectoral

system.
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3.3.2 Ordered Selection of Options

An ordered selection of options is defined asdered options out gfoptions on a proposal
wherej is the number of available options ands the maximum number of options that
may be selected by a voter. The model of the ordered propgsals identical to that for

an unordered proposal except:

— the set of selections from a proposal must be treated aslanear list of selections.

— For STV the maximum number of selections is equal to the reuraboptions on a

proposal for an execution of the electoral system.

— For the alternative vote electoral system used in the UHetct éhe Mayor of London,

a voter may select up to two options.

R6: A voting system must allow a voter to express a vote as an dered selection of

options within some maximum defined by the electoral system.

3.3.3 Mixed Member

In addition to the electoral systems which employ a singleppsal type, the mixed-
member electoral system requires that a voter be providéd twio proposals, one for
use in an SP electoral system tally function and the othemnderin a Closed List electoral

system, the result of which is affected by the results of &P elections.

R7: A voting system must allow a voter to express two votes in enixed member

electoral system, as two unordered votes.
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3.4 Secrecy Requirements

The introduction to this chapter noted the particular sgcrequirements which apply to
the UK public election context. Due to weaknesses in thetiegisoting system infras-
tructure with regard to accuracy, the UK does not providealosolute privacy of votes,
in contrast to most other election contexts. This sectiseudises the particular secrecy

requirements of the UK public election context.

3.4.1 Threat Model

The UK public election voting context implicitly employs tvthreat models for the voting
systems employed. In both threat models, an attacker isresbswhose goal is to learn the
association between a vote and a voter. The attacker raghieinformation to conduct
other attacks, for example, vote buying or voter coercianyhich an attacker is able to
improve the share of votes cast for a desired option. Foringp#tation voting systems,
the voter is assumed to be in collusion with the attacket, iththe voter will attempt to
collaborate with the attacker to demonstrate their chofagption in order to gain some
advantage. The paper ballot/polling station voting sysietmus constructed with con-
sideration to this threat, the system being designed suaththle attacker cannot observe
the voter’s actions with the polling station and the votamreat prove their choices to the

attacker afterwards.

Conversely, a second threat model is employed for secregyresments of the postal vot-
ing system in which the voter is assumed to accept some rstjdy for the privacy of
voting. For remote voting systems, the voter is assumedttogroperate with an attacker
in order for a reasonable threat model for the voting systetretconstructed. This more
relaxed threat model is necessary since a voter employiegate voting system is able
to trivially violate privacy requirements by voting in thegsence of the attacker. In order
to fulfill other requirements of voting systems, conveneaad mobility for example, the

more relaxed definition of privacy may be employed in whicis iassumed that the voter
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simulates the conditions of the polling station during wsting. In other voting contexts,
in which the behaviour of the voter may not be assumed théngadtation model may be

the only appropriate threat model to adopt.

Section 3.2 discussed the motivation requirements of thi@gysystem, that is, the need
for the system to provide greater convenience and mobilitywbting than the existing

voting system employing paper ballots in polling stationsast via the postal system. The
implication for the voting system is that remote voting igieipated as a solution to the
motivation requirements and as such the remote voting ttmedel should be employed

for the voting system investigated here.

Two particular aspects of secrecy are of interest for UK jguddections - the association
between votes and voter (voter privacy) and the secrecyeafetsult or partial result of an

election prior to the end of voting.

3.4.2 \oter Privacy

As noted previously, a voting system which enhances coewesi for voters must also
operate alongside the existing UK electoral infrastruetmd voting systems in order not
to inconvenience voters who prefer existing voting systeifise existing infrastructure
provides for only weak authentication of voters both duniegistration and later prior to
voting. As such, the existing UK voting system employs a ¥meing mechanism, which
under exceptional circumstances allows a vote to be agedaidth a voter by an election
authority. The association is permissible when it is dertrabge that the identity used to

cast the vote was fraudulent and as such the vote is invalid.

R8: An external observer of the voting system must not be abléo associate a vote
with a voter except when authorised by an election court judg, in parallel to

the existing UK voting system.
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The definition adopted is similar to that of the CESG secsitidy statement of require-
ments [19]. The requirement excludes anonymity as a prppéd potential voting system,
since a requirement of UK public election voting systembad & list of participating votes

is published (the marked roll).

3.4.3 Tally Secrecy

A requirement of the UK public election context is that thgegate of votes (tallies) are
not published prior to the close of voting with the intentibiat those casting their votes
later are not influenced by votes cast earlier during thetieledn their choices. For the

UK, with multiple voting systems being employed to colleotes, all systems are required
to prevent early disclosure of results. The following regoients of voting systems for the

UK context are made:

R9: An external observer of the voting system must not be abl& learn the value of

a vote prior to the end of voting.

R10: An external observer of the voting system must not be ablto learn the aggre-

gate or partial aggregate of votes prior to the end of voting.

The requirements do not restrict observers learning theeggte of votes once voting is
complete and indeed, observers are not prevented fromitgatine value of individual

votes provided that the association between votes andsvagrains secret.

3.5 Accuracy Requirements

Section 2.3.1 discusses the scope of accuracy requirefioemsting contexts. This work
adopts the approach of Schneier in that ensuring accuragytimg systems is considered

as an end-to-end problem of the voting system, from voteniiin to tallying of results.
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The requirements for accuracy in the UK public election eghtvith respect to existing

voting systems are discussed below.

An initial requirement of accuracy is to ensure that votesaast by eligible voters only.
This requirement must be compatible with the existing UKngsystem. The requirement
therefore does not ensure that votes are cast only by @igdikrs securely authenticated
in some manner. Rather, that if votae cast fraudulently and the fraud is detected, the

invalid votes may be removed from the collection of cast s@ted the tally recomputed.

R11: The voting system must permit a vote to be traced to a votadentity in condi-

tions comparable to the existing UK voting system.

Related to the previous requirement, it is required thatligteof voter identities used to
participate in the election should be verifiable by both thers of the identities and
external observers. This does not violate the secrecy pgrep@f the UK public election

context which require voting privacy rather than voter amoity.

R12: A list of voters participating in an election must be pulished after the an-

nouncement of results.

There is potential in the near future for the above requirgnte be modified such that a
list of participating voters is updated and published dyirinote casting. Discussion of this

proposal have occurred in reports published by the EleoBoamission [43].

In order to ensure accuracy a voting system must record teations of a voter. This
implies that the voter is able to verify in some manner thambiting system has functioned

correctly in this respect. The two requirements to fulfilsthurpose are:

R13: The voting system must accurately record the intentios of the voter, where

those intentions are legal.
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R14: The voting system should permit voters to confirm their ©ioice at some point

prior to final commitment to the vote.

The existing UK voting system permits visual inspection aper ballots for those voters

without visual impairments.

Once votes are collected, they must be stored such that wetthfn is prevented prior to
tallying. This requirement is necessary in the UK contextause votes are not tallied as

collected.

R15: The voting system must store all votes cast without moftication prior to tally-

ing.
Finally, the tally of votes must be accurate with respech#&dtore of votes cast.

R16: The tally of votes must be accurate with respect to votestored.

3.6 Summary of UK Requirements

This chapter has surveyed the requirements for a votingseler the UK public election
context in terms of the electoral systems which a scheme awmgsimmodate, the secrecy
requirements with respect to each electoral system, anddberacy requirements with
respect to each step of the voting process as modelled i8&cB.1. Further, a discussion
is provided of the usability and acceptability requirensasitthe context, most notably the
need for any new scheme and system to operate within thextaftée existing UK public

election infrastructure.

In summary, the requirements for the UK public election eahare as follows:

R1: The voting system must allow a vote to be cast from an unsgovised location.
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R2:

R3:

R4:

R5:

R6:

R7:

R8:

R9:

R10:

R11:

R12:

R13:

The voting system must minimize the number of interactims required to cast a

vote.

The voting system must allow vote casting to occur via a rge of channels in

order to increase accessibility for a range of voters.

The voting system must not require a voter to possess spakpurpose equipment

in order to cast a vote.

A voting system must permit voters to express an unordeselection of options
within some maximum as a vote in a Referendum SP or Closed Ligtlectoral

system.

A voting system must allow a voter to express a vote as an @ered selection of

options within some maximum defined by the electoral system.

A voting system must allow a voter to express two votes in enixed member

electoral system, as two unordered votes.

An external observer of the voting system must not be abléo associate a vote
with a voter except when authorised by an election court judg, in parallel to

the existing UK voting system.

An external observer of the voting system must not be abl&o learn the value of

a vote prior to the end of voting.

An external observer of the voting system must not be ablto learn the aggre-

gate or partial aggregate of votes prior to the end of voting.

The voting system must permit a vote to be traced to a votadentity in condi-

tions comparable to the existing UK voting system.

A list of voters participating in an election must be pulished after the an-

nouncement of results.

The voting system must accurately record the intentioa of the voter, where

those intentions are legal.
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R14: The voting system should permit voters to confirm their ©ioice at some point

prior to final commitment to the vote.

R15: The voting system must store all votes cast without moftication prior to tally-
ing.

R16: The tally of votes must be accurate with respect to votestored.

In the next chapter of this thesis, a class of pollsterletisg@chemes is investigated with
respect to their common properties fulfilling the usabiltyd acceptability requirements
of the UK context. The chapter also notes the flaws in exigtmogposed pollsterless vot-
ing schemes with respect to secrecy and accuracy which oeeel ¢torrected before the

identified requirements are fulfilled.



Chapter 4

Pollsterless Remote Electronic Voting

Overview

This chapter describes voting schemes which adhere tpdhsterlessproperty and dis-
cusses the benefits of employing pollsterless schemes bbicplections. Two particular
schemes are described, with the useful properties and fiabatlodiscussed. The chapter
concludes by noting the potential for pollsterless scheimepublic election if a suitable
scheme could be identified which observes the propertieotf the Malkhi et al and
CESG schemes.

4.1 Properties of Pollsterless Schemes

The termpollsterin reference to electronic voting schemes, was first noteddiihi et al

by referring to the software and/or hardware artifact traatipipates in a voting protocol
on behalf of the human voter [85]. The pollster is necessapetform the cryptographic
operations that are typical of most remote voting schemeashane human user is in-
capable of performing for themselves. Separately, Rivastrioted that from a protocol

perspective, the pollstes the voter in remote cryptographic voting schemes, rathem th

89
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Pollster
vor choice Computation |« »| Communication | | Election
oter | ¢ Channel Authority
success
y/n
(a)
Voter
choice,[ Computation Communication Election
| «—>» > Authorit
SUCCess Channel B
y/n

(b)

Figure 4.1: Pollster and pollsterless electronic voting seemes. Figure 4.1(a) illustrates schemes which
employ a software artifact to conduct cryptographic computtions on behalf of the voter. The voter
submits a choice to the pollster which interacts with the eletion authority on behalf of the voter. Once
the interaction is complete, the pollster indicates to the eter whether voting was successful or other-
wise. Figure 4.1(b) illustrates a pollsterless scheme in wdh the voter performs computations directly,

whilst the pollster relays messages between the voter andedlelection authority.

the user [88], comparing electronic voting via a computeth® practice of proxy voting
using paper ballots. As such, the human voter is requiredusi the pollster to record
their wishes accurately and operate correctly on their lbelaing the execution of the
protocol. If given suitably detailed instructions, manyess may well be able to perform
the necessary computations given time, However, such amagpwould be unlikely to

improve convenience for the voter.

Conversely,pollsterlessvoting schemes are designed to dispense with the need for the
software artifact to perform computations entirely, ttghuhe use of computations for the
client that are sufficiently simple that they can be compldtg the voter directly. Figure

4.1 illustrates the difference between schemes which gngfmlister to perform compu-
tations and communication and pollsterless schemes whereter interacts directly with

a communication channel. Pollsterless schemes have tasgefal properties:
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e The protocol can be executed on a variety of simple netwoekectronic devices.
Cryptographic voting schemes assume the voter either pessa dedicated hard-
ware software artifact (provided by an election authofiy,example) or a personal
laptop or desktop personal computer on which special perpofware is executed
in order to cast a vote. Pollsterless schemes may be imptechesing a variety of
devices for vote casting which lack the capability of periorg cryptographic oper-
ations. Such devices range from relatively powerful moplienes communicating

via SMS text messaging, to the use of touch tone telephorheihdme.

Although pollsterless voting schemes remove the role @rpreting a voting pro-
tocol from the software intermediary to the voter, this daes necessarily mean
that more sophisticated devices may be employed to imprsadility or to ad-
dress highly specific needs of particular voters. Indeezlutie of pollsterless voting
schemes has the potential to allow more sophisticated eleticbe used to improve
usability for voters compared with cryptographic schemAdar greater range of
interfaces may be added to the scheme that do not perforrmggiijgent computa-
tion on messages received, but instead enhance the messbggstandability for the

voter.

¢ \ferification of the correct execution of the voting protocah be performed directly
without the need to assume the correct operation of the@gyaphic pollster, if the
protocol is designed to be voter verifiable. As discussedeictiSn 2.5, a common
feature incorporated in cryptographic voting schemesastite voter is able to in-
dependently verify that their own vote has been counted. é¥ew as noted above,
the human voter does not directly participate in cryptogragoting schemes, rather
they relate their preferences to the pollster which act$ieir behalf. Such schemes
are thus better described pglister verifiable since the pollster will verify the cor-
rect execution of the protocol and then report back the tésuhe voter. The voter
is therefore required to trust that the pollster softwaitself operating correctly and
reporting back honestly. This situation is particularlplplematic where the poll-

ster software is provided by the same vendor or organisatianimplements the
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election authority. A possible mode of attack on the systeffoii the pollster to be
implemented to not report back errors. fpailsterless verifiablschemes, the voter
directly verifies that the scheme’s protocol has executecectly without the need
to trust the correct operation of software that may not dperatheir interests. A
counter argument to this problem is to advocate open pritdaovoting systems in
order to permit a range of client pollsters to be implemerted offered to voters.
Although open protocols and public inspection of sourceecsdo be encouraged,
this approach does not mitigate the risk that a voter will tiered a corrupted poll-

ster to operate on their behalf by an attacker.

e The limited capabilities required of the client voting devihas the potential for im-
proving the anonymity of a pollsterless scheme. Voters areaguired to use devices
associated with themselves for voting, instead using aitgtda communication de-

vice from their own geographic location.

The advantages of pollsterless voting schemes (flexikaly mobility of voting channels
together with the removal of a voter's dependency on theecooperation of software pro-
vided by the vendor), suggest that such schemes presentemide potential advantages
over conventional cryptographic schemes. The schemed pegtcular interest to the UK
public election context, where the UK government wishestodase turnout by improving
the convenience of participation. However, the abilityaedrage the potential advantages

is dependent on the precise details of the schemes and alseiioimplementation.

Two proposed pollsterless electronic voting schemes a&asepted below. An overview is
provided for the motivation of each scheme; that is the cdriite which the scheme is pro-
posed, together with the mechanism by which votes are cdsaggregated. A discussion
is then presented on the properties and associated flaws ofvthschemes. The discus-
sion illustrates the design considerations which influetheeclass of pollsterless voting

schemes presented in the next chapter.
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4.2 Malkhi et al's Scheme

Malkhi et al, who first proposed the notion of pollsterlessing schemes, suggested the
use ofadvanced check vectoes a computational basis for their implementation. The
technique employs the use of two two vectbrand B each held by a different participant,
per secrek, known by both, for which”B = s. One participant may prove to the other

that it knowss by revealing the vector it possesses.

An outline of the scheme is provided below, although theinabpaper is recommended
for a fuller description [85]. The scheme proceeds in thedghphases common for voting
schemes; initiation, voting and tallying. The system asssithe prior establishment of

secure, anonymous channbktween voters and the election authorities.

The following definitions are introduced:

e The protocol participants: Dealer, Intermediary, and agRec. The Dealer is re-
sponsible for initialising the election by distributingedentials consisting of pairs
of check vectors for each option. The Intermediaries actoésrs by casting votes

using credentials. Finally, the Receiver act as a Tallierast votes.

e A security parameter, which specifies the lengths of Vectors employed in the pro-

tocol.

e A set ofs meanings, denotefl, one for each candidate in an election. hedenote

the number of choices in the election.

e Pairs of voting vector$, andV; both with meaning;, in which s refers to a voter’s
choice. Each voter is issued with a pair of vectors for eadfon@vailable for the

proposal.

e Pairs of check vectors, denot&y and B;.

Figure 4.2 illustrates the three phases of the protocol éetvthe Dealer, Intermediary and

Receiver.
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4.2.1 Initiation

The Dealer delivers sets of pairs of vectorss,<,{ Vi 0, Vi1}, to each intermediary to-
gether withn secret meanings (one for each vector pair). The Dealer also sends sets of
pairs of check vectors, <<, { Bx.o, Bx.1} to the Receiver, together withsecret meanings

s (one for each vector pair).

The work also provided the details of a scheme by which thapseiay be conducted via
an anonymous multi-party computation (AMPC), in whiehdealers each only know an
additive share of each of the coordinates of a generatednéciThem dealers collaborate

in the AMPC to simulate initiation as in the single dealere;axcept that a single dealer

cannot know the value of a complétevalue.

4.2.2 Pre-Voting Verification

Prior to the voting phase, the voter sends one of their vatagors (chosen at random from
the set of pairs of vectors for the election) to the ReceiVdre Receiver then returns to
the voter the Check Vector of tmeighbouringvector to that sent. The voter then confirms
that the product of the neighbouring vector and the chectovésequal tos. The revealed
voting vector is then invalid for voting. The purpose of thlseck is to confirm that the

Receiver is the appropriate entity to send a real vote vegtor

4.2.3 Voting and Tallying

In order to cast a vote, the Intermediary (the Voter) sende@ovl’ to a Receiver (the
Tallier). The Receiver computésB = s, using the appropriat8 vector for the received

V vector.
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Protocol Initiation:

Dealer Intermediate Receivey

V,|[VI>b+1

seS
Vi<k<n{Vk,0) Vk,1,5}

Vi<k<n{Bk,0, Br,1,5}

Pre-\Voting Verification:

Intermediate Receivey

Vi,

Vk,j Bk,j = S?
B, ((j+1)mod2)

Vi, ((5+1)mod 2) B, ((j+1)mod 2) = $?

Voting (assuming for same candidate as tested during \egitic):

Intermediate Receivey

Vi,

Vi, ((G+1)mod 2) Bk, ((j+1)mod 2) = $?

Figure 4.2: Initiation, pre-voting verification and voting of the Malkhi et al pollsterless scheme. A
Dealer distributes vectors to Intermediates (Voters) and® a Receiver (the Tallier). The Intermediate
may perform pre-voting verification using the spare credentals provided by the Dealer. Finally, the

voter votes using the unused voting vector provided by the Daer for desired secrets.
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4.2.4 Comment

Whilst the scheme reduces the computational load for votieese is still a considerable
amount of computation for the voter to perform in order toifyethat a vote has been
correctly tallied. Commentary on the scheme within the {ghield paper notes that the voter
is required to perform a considerable amount of manual céation, even with the aid of
a pocket calculator and that further refinements would baired prior to the scheme’s
practical use. In addition, the scheme cannot be argued taulyevoter verifiable, since
the mechanism described provides a mechanism for the wotietérmine authenticate the

remote Tallier, but not to ensure that the Tallier is not eptr

Disputes, disruptions or delays may arise when voters aablarto perform the vector
computation accurately, even though the correct checlovéets been received. Pieters
has suggested (based on pilots of another voting schemenmepltation) that voter veri-
fication activity that result in a voter incorrectly perdeiy an election authority as having
cheated can reduce voter confidence in the result [110]idrsémse, voter verifiable voting
schemes may in faceducevoter confidence in the result of an election, if the verifmat
process is complex and prone to error. The high occurrencaisd positives during er-
ror detection suggests to external observers that thersyistander sustained attack or is

attempting to cheat at least a proportion of voters.

4.3 The CESG Study Scheme

In 2002, the then Communications and Electronics Securnitu (now simply CESG)

published a security study of electronic voting, commissemby the Office of the e-Envoy
[18]. The initial study comprised a survey of existing wonk®lectronic voting, a security
requirements documents for electronic voting employedpidslic elections held in the
UK and a proposed security mechanism for vote casting ovdtipteuchannels. Given

the significance of this scheme proposed for UK electioresntlain aspects are discussed

1The commerical arm of the UK Government’s electronic maitigagency GCHQ.
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here, together with the corresponding flaws from the petsgeaf requirements for voting
systems in the UK context. An overview of the scheme allows@mparison to be made
with the modified CESG (mMCESG) scheme presented in Chapter 5.

4.3.1 Voting Credentials

Generation of voting credentials is implied rather thanl weécified in the original CESG
security study, although the structure of the credentsatietailed. The study does refer to
the use of secure one-way hash functions for the purposenargeng voting credential

values. Such one-way functions are of the form:

frip—c

where a publicly known functiorf is parameterised by a secret kieyand applied to a
plain text valuep, resulting in a ciphertext. The study suggests the use of a keyed cryto-
graphic hash function to generate credentials. It is nardi@m this choice whether the
scheme is intended to use different key values for the géaeraf the various values of
the voting credential, although this is assumed in the Wahg description. An alternative
approach not adopted in the study would be to use purely ranvadues for the generation

of credential values, in order to provide for unconditiosetrecy.

Figure 4.3 illustrates the voting credentials envisagedife CESG scheme. The creden-
tials consist of a conventional polling card, currentlyideled to all registered voters for
UK elections. The polling card contains information on pujl station location and the
time and date at which the station will be open for voting. Plding cards are used to
assist identification ,but not authentication, of voterghi@ polling station. In addition to
the usual information, the polling card is supplemented legteonic voting credentials,
consisting of a Voter ID (VID) value, a list of candidate idiiers, a corresponding list of
Personal Candidate Identification (PCIN) values and a spamrding set of Expected Re-
sponse ID (RID) values. To produce the credentials, an uighda Candidate ID (CID)
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John Doe

Voter ID Number: 1234567890123456

Candidate Party PCIN Expected
Response

Alice AliceParty 3344 000999

Bob BobParty 4455 111888

Charlie CharlieParty 6677 222777

Dave DaveParty 8899 333666

Intentionally Spoilt Ballot 1100 444555

Figure 4.3: Voting credentials delivered to the voter in theCESG scheme, taken from [18]. The added
voting credentials consist of a Voter ID (VID); a set of candilates; a set of corresponding Personal

Candidate Identification Numbers (PCIN) and a correspondirg set of Expected Response IDs (RID).

value is generated once from the candidate’s description.

For each credential, the VID value is generated using ther'gatame and address as input
data. Each PCIN value is generated from the correspondiDga@tl the voter’'s generated

VID value. Each RID value is generated using the VID:PCINeaianation as input data:

fr(candidat¢ — CID

fr(voter) — VID
f»(VID:CID) — PCIN
fx(VID:PCIN) — RID

Credentials are assumed to be delivered to voters via aesebannel, with the example
of printing the credentials on secure payroll stationany dalivered by post given in the
study. Alternative channels may be the use of secure entagriated with a Public Key

Infrastructure.
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4.3.2 Vote Casting

The voter is able to begin vote casting using any availalbdéeohkl once the voting creden-
tials arrive. To cast a vote, the voter sends a message tingsi$ their VID value and
the PCIN value of their chosen candidate. Assuming the \8&eds a correct message, an
RID value is returned to them via the same channel as the vessage. The RID value
is then compared to the RID of their chosen candidate to corthiat the vote has been
received by the Election System. For example, considettiigatoter chooses to vote for
Alice using the credentials illustrated in Figure 4.3. Tetaavote, the voter composes the

SMS message:

Voter : 012345678901234563344 — Election System

and sends this to a Gateway number indicated on the cretdertre Election System then
generates the RID value that corresponds to this vote inaheesvay as for the voting

credentials and sends this back to the voter:
Election System: 000999 — Voter

The voter then confirms that the correct RID value has beerpated and received. Note
that this step is necessary to ensure that the vote, likaeltyasean insecure channel, is not
intercepted or modified prior to receipt by the Election 8yst When this response step
does not occur, or the RID values do not match, the voter ctsithe Election System to
cancel the interaction and is required to vote in a polliagish instead. Note the implica-
tion of this fall-back measure is that the CESG scheme isid#d to complement rather

than replace the existing paper ballot/polling stationngsystem for UK elections.

4.3.3 Election System Architecture

Figure 4.4, extracted from the original security study duoeut, illustrates the Election

System envisaged for the scheme [18, pp. 54]. The systemrcssa@ set of distinct inter-
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Figure 4.4: Architecture of the Election System proposed byCESG for vote collection and tabulation
[18]. The diagram indicates the path of a vote from the voteryia a gateway to the Election System

domain.

nal modules performing dedicated functions. Votes areect#d from a series of hosting
gatewaysrepresenting voting channels (Internet, SMS or digitauision for example)
and forwarded to the Election System itself. To processsvdtee Election System mod-
ules need the same secret Keysed to generate the voting credentials. Whilst the study
does not specify a participant responsible for generatiedentials, it is implicit that since
the Election System uses the key to process votes, the &iesyistem is also responsible

for generating credentials.

Votes are initially processed by &uthenticatorwhich, given a VID:PCIN ballot message,
determines that for the VID substring of the ballot message generated for a voter in the
current election. If the ballot message is authenticated®I® is generated for the whole

ballot message using the same function as for the geneatmmedentials:

£+(VID:PCIN) — RID

and the RID is passed with the VID to the Validator moduleh# vote is not authenticated,

then an error message is generated and transmitted to e Voie Validator determines
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whether the RID value is valid for the provided VID value. tig is the case, the whole
ballot message stored by the Authenticator and the geweRi® value is passed to the
Box module which acts as an electronic ballot box. If the RID gateal is not valid, an

error message is generated and transmitted to the voter.

On the close of poll, the Box module sends the contained vassage VID:PCIN and
RID values to theMarker andTallier modules. The Tallier recovers the anonymising CID
values from the VID:PCIN concatenation. Given that the P@Nkhe result of applying
the one-way secret hash function to a concatenation of VID¥&lues, this description
implies that either the Tallier possesses a look—up tablelftaining CID values for corre-
sponding PCIN values; or that for each vote, the Tallier @spthe hash function to each
VID:CID concatenation until the correct PCIN results. Ither case, the Tallier then pro-
duces a tally of occurrences for each CID value and passse theheMatchermodule.
The Matcher performs an association between anonymous @lli2y and candidate de-
scriptions in order to obtain the tallies for each candidatgain, the method by which
the Matcher recovers the candidate descriptions is undlaathe architecture implies that
the Matcher is either originally responsible for the getieraof the CID values, or that
the association between CID and candidate descriptiommisged to the Matcher by some

external entity during the matching phase.

Simultaneously to the tallying process, thiarker module recovers voter identities from
the VID values passed to it from the Box module. This list oferadentities is a re-
quirement of the UK voting context in order for candidatesheck that voters were not

personatediuring the election.

4.3.4 Discussion

The scheme proposed by CESG was released for consultatipartisf a wider study
of the requirements for electronic voting for UK public gleas. Whilst the consulta-

tion responses guardedly welcomed the requirements pedptie scheme received a sub-
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stantial amount of general criticism without identifyingesific flaws in the scheme itself
[46, 50, 93]. The responses also tended to concentratectiteiisms on the general notion
of remote electronic voting itself, from a social perspeef maintaining polling station

attendance, for example. Whilst these criticisms are y#tiely are unfortunate in that the
authors of the scheme are not provided with specific instaot#aws correctable through

modification of the scheme itself.

Separately, a more detailed study of the scheme identifiedifsp flaws and proposed
corrections [138] resulting in the mCESG scheme describ&hapter 5. The flaws in the
CESG scheme identified are described here to justify thefsignt adaptations made in
the mCESG scheme.

4.3.4.1 Monolithic Election System

Figure 4.4 illustrates the architecture of the electiorméecture envisaged for the CESG
scheme. In the diagram the functionality of the architextsidivided into distinct modules
as described in Section 4.3.3, with the implied intenticat #ach module only stores the
necessary information to perform its task. However, thedgson of credential genera-
tion and ballot message handling in the study suggestsitbarédentials are generated by
the Election System itself, implying that all modules hageess to the voting credential
information. Whilst the design of the Election System maydoiarise functionality, the
separation of possession of information is not enforcednFhe voter’s perspective the
Election System is a single monolithic structure regasilasthe internal division of re-
sponsibility. This monolithic, necessarily trusted, atetiure presents several possibilities

for attack should the system become corrupted.

e Since the Election System knows the association betweerotdt identities, VID
values, candidate descriptions, CID values and the retévdnPCIN ballot mes-
sages, a corrupt Election System is able to leak to an attduk@ssociation between

participating voters and cast votes. The privacy of a votiegendent on the security
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of a single domain.

e The practice of adding (stuffing) extra paper ballots to ébabx in a polling station
by insiders in collusion with particular candidates, alkomesults to be altered. A
corrupt CESG Election System with possession of all thewgotredentials of all the
voters is able to add extra ballot messages using the ciat¥ssftthose voters who do
not participate in the election. Detection of such a practwould rely on inspection
of the marked roll by voters who had not participated in thextbn, although such
voters would have no evidence with which to demonstrate lagynot cast the votes

recorded on their behalf.

e As well as using the credentials of existing voters who dopaoticipate in the elec-
tion, an Election System which has control of the registratf voters may also add
extra identities to the register and generate credentalghese ‘fictitious’ voters.
This form of attack has already occurred in the UK in relatiothe registration of
non-existent voters for postal votes, and the use of the C&S8tem would automate

this process for a corrupt election system.

The composition of multiple functions of the voting proc&#® the single Election Sys-
tem domain consequently provides attackers with a singiet jod failure to be targeted.
Voters are required to trust that the Election System bathgsses votes honestly and also

maintains the secrecy of the votes that are cast.

4.3.4.2 Lack of Verifiability

A goal of the CESG scheme is to provide reassurance to the thatetheir vote has been
collected by the Election System. Whilst the protocol aebsethis through the use of
RID values sent to voters, there is no reassurance that gotidt System then accurately
processes the received votes by accurately translatimgtkeesed VID:PCIN combinations

into the correct candidate description. The RID values condinly that the ballot message

has not been intercepted by a third party.
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The lack ofvote verifiabilityintroduces two further vulnerabilities for the CESG scheme

e Most significantly, the voter cannot prove to either the EtetSystem or an inde-
pendent third party that they did not send a ballot messggesenting a particular
vote to the Election System, or that they cast a vote at atthEy the voter is unable
to detect whether the Election System is behaving corrextiyot, since the vote
cast is not identifiable in the aggregation of results phielisby the Tallier module
at the end of an election. This prevents the voter from ubefigsing the RID value
received from the Election System, for example, to corretibdrate errors made by

a corrupt Election System patrticipating in ballot box stgfi

e Similarly, an Election System cannot convincingly refulegations that it received
but did not process ballot messages sent by a malicious dier permits the mali-
cious voter to undermine confidence in the result of an eladiy alleging that it cast
a vote, received an RID from the Election System (which thHems able to fake us-
ing the voting credentials) but was not entered on the manddélist of participating
voters. The CESG scheme is therefore vulnerable to manipualay either corrupt

voters or a corrupt Election System.

A common approach of cryptographic electronic voting scbeims to replace the reassur-
ance obtained from the public counting of paper ballots witthematical mechanisms
that demonstrate to a voter that their vote has been includdue tally. As described,

the CESG scheme does not provide this mechanism and as suebtén is dependent on
the correct operation of the Election System, whilst theesysis vulnerable to spurious

allegations of corruption.

4.3.4.3 Electoral System Limitations

A feature of the CESG scheme is that it is intended for elastas conducted in England
and Wales prior to 2002. As a consequence, the scheme doaddress the added com-

plexities of communicating a vote to an Election Systemgisin ordinal electoral system
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such as Single Transferable Vote, where voters are oblgeark their candidates in or-
der of preference, rather than indicate a single choice. ideneplementation of CESG
for ranked votes would require a different PCIN value forrepossible combination and

ranking of candidates, resulting in

~ (n—k)

potentially different values (all permutations of all setssof candidates). Therefore, the
CESG scheme is unsuitable for use in its original form int@@s where ordinal electoral
systems are employed. In the United Kingdom, this wouldidelelections to the Stormont

Assembly in Northern Ireland and to Unitary Authorities icoBand from 2007.

4.3.5 Local Authority Pilots

During the 2002 and 2003 local elections in the UK, the CESt@st was used by several
vendors as the security mechanism for a variety of providdthg channels [42]. The use
of the scheme was not mandatory, but was recommended by fiee ©f the Deputy
Prime Minister's (ODPM) statement of requirement for theject [56]. Future pilots
which had been planned for 2006 [105] in England and Walesamently on hold due
to government uncertainty regarding the benefits and cdstew voting channels [55].
The discrepancies concerning pilots of postal voting atll@ebections in 2004 may have

influenced the government’s decision to cancel all pilof3,[8t least for the 2006 elections.

4.4 Conclusions

This chapter has discussed desirable properties of pdissevoting schemes. Pollsterless
schemes, which dispense with the need for a client softwdifac to act on a voter’s
behalf (a pollster) are advantageous because simplerdkghes may be employed for

vote casting. In addition, if the scheme allows a voter tofye¢he presence of their vote
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in a tally, then verification occurs without the need to triligt pollster to obey a voter’s
intentions. The two schemes described thus far achieve sbthe desirable properties
of pollsterless schemes. The Malkhi et al schemes providesiability, but the voter
is required to perform vector calculations. The CESG schproeides a simple voting
mechanism, but which is however non-verifiable. A solutmthis circumstance would be
a pollsterless voting scheme which united the desirablpgsties of the Malkhi et al and
CESG schemes.



Chapter 5

The mCESG Pollsterless Remote

Electronic Voting Scheme

Overview

In Chapter 4 the notion of pollsterless remote electroniingoschemes was introduced.
Existing approaches to pollsterless schemes were distasseg with identified flaws. In
this chapter, the CESG scheme is formalised in order to geoaibasis for modification
and adaptation. A novel scheme is presented which corteftaivs of the CESG pollster-
less scheme by providing for voter verifiability and improwent to the protection of voter
secrecy. The proposed scheme (modified CESG, or mCESG)s¢ha desirable proper-
ties of mobility and channel independence. Several adaptabf the mCESG scheme are
also presented to illustrate its flexibility for implemetiba in a variety of voting contexts

and that mCESG in fact represents a class of pollsterlegsvethemes.

107
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5.1 Introduction

The mCESG scheme is a novel remote voting scheme deriveddmeacurity mechanism
for electronic voting proposed by the UK government’s Cominations and Electronics
Security Group (CESG), the commercial arm of the GCHQ agehbg mCESG scheme
provides additional desirable properties for UK electinospresent in the original scheme,

whilst retaining advantageous pollsterless properties.

The first section of this chapter provides a formalisatiothef CESG scheme outlined in
Section 4.3. As noted, the CESG scheme is under specifiednrs tef mechanisms for
distributing voting credentials, with the implicit assutiom in the original CESG Security
Study that credentials are generated by a single domaiait aibing similar practices to
those for distributing bank card credentials [18]. The falisation provides a basis for

correcting the flaws described in Section 4.3.4.

Following the formalisation, the basic version of the neWwesuoe is described in two parts.
In Section 5.3, the modifications to the scheme are presémteda voter experience per-
spective; that is the process of casting and verifying a bgtthe voter is described. This
provides an intuitive explanation of the verification prese In Section 5.4, the scheme
is presented from a protocol perspective; that is the iotenas between the voter and
a distributed election authority architecture. The flditipiof the basic scheme is then
demonstrated through a range of adaptations, illustraiaggmCESG represents a new

class of novel voting schemes.

5.2 Formalisation

This section describes the communication that occurs lestilee modules of the Election
System and voters in order for initiation, vote casting aoi allying to take place. Com-
munication is assumed to occur via secure channels betweenadules of the Election

System. A secure one-way channel is assumed to exist frorgldwtion System to the
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voter during initiation, whilst further communication legen voters and the Election Sys-
tem during voting and tallying is assumed to occur via unisechannels with messages

assumed to be vulnerable to interception and modification.

5.2.1 Notation

Prior to formalising the description of mCESG, a brief dg#gwn of the notation to be
used is necessary. In the proceeding sections, credeatiss/are denoted as capitalised
acronyms (CID, VID, PCIN, RID) when referring to values as\trappear on a voting
credential. Credential values are referred to from a paidtperspective they are denoted
as lower case italicised acronymsd, vid, pcin, rid). Crytographic keys are denoted as
K, Wherelab is the label for the key. Value types are denoted as type mitd labels
(St ri ng). Length parameters are denotedeas,;,, where lab is the label for the particular

length value.

5.2.2 Initiation

Figure 4.4, taken from the original CESG security systelsitates the Election System
as several modules with specific roles. The study does noevenwspecify the process
responsible for generating credentials. In this formélsa a single additional module
Setup is assumed to be responsible for credential generationnitalise the other mod-

ules of the election systesetup requires the following parameters:
e mcandidates each with a unique candN&Bhe:i ng
e nvoters each with a unique voterNar8er i ng
e secret government voter identification number generatpiike,

e secret government candidate identification number georekay K .4

e secret government personal candidate identification nugdieerator keys,.,,
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e secret government return identity generator k&y;

the number of digitgen, ;4 of avid value

the number of digitéen,,.;,, of apcin value

the number of digitgen,.;,; of arid value

the number of digitéen..;; of acid value

The Setup module executes several functions to generate arrays @éwti@l information.
The CESG study proposed the use of a secure cryptographay hxash function in order
to generate voting credentials. Each credential valuelis ¢ienerated using the following

function (with the precise cryptographic algorithm leftiderately unspecified).

e genHMAC( inputbyt e[ ], lenouipu:l N, Kippbyt e[ ] ):i nt

Computes a HMAC value for the specified input using the spddi@y.

Arrays of credentials are then generated by $keéup module, using the following func-
tions. In each case, the form of the array, the array identfie the function (with argu-

ments and type) are specified.

o letcidy<ijcpm = CID
genCIDs(candNames$t ri ng[ m , lengq:i nt, K qg:byte[] ):int[]
Computes a unique candidate identity number for each StfrmgndNames.
e letpcincidi<;j<nm = PCIN-CID
permCIDs( CID:i nt [ n], nint ):iint[n][n
Computes: permutations of the: candidate identity number values.
e letvid<;<, = VID
genVIDs(voterNamesSt ri ng[ ], lenyq:i nt, Kq:byte[] ):iint[]

Computes a unique voter identity number for each String tfrikames.
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e letpcin g < ij < nm = PCIN
genPCINs(VID:i nt [ n] , CID:i nt [ n] [ M, lenyeimni Nt Kpn:byt e[ ]
yint[n][m
Computes the non-unique personal candidate identity nesyiEween a candidate

and a voter, such that

genHMAC(vid; + cid;j, lenpein, Kpein) = pcing;

o letrid 1<ij<nm>= RID.
genRIDs(VID:i nt [ n] ,PCINint[n] [ m,len,qi nt, K.4:byt e[ ]
yint[][]

Computes the non-unique return identity numbers betweedidates and voters.

Using the above function definitions, generation and distion of credentials proceeds as
in Figure 5.1.Setup generates an array ofvid values, anchm cid, pcin andrid values.
TheVID array and key used for generating values is sent to thduthenticator module

for authenticating votes and generating values to be sent théalidator. TheVID and
RID arrays are sent to the Validator module for checking theditglof andrid value for

a givenvid. TheVID andPCIN-CID arrays are sent to the Tallier, so that anonymous
tallying of votes may be undertaken. Finally, the assommalietween candidates a@dD
values and between voters avitD values is sent to the Matcher and Marker modules re-
spectively so that candidates may be matched with CID vatygoduce a non-anonymous

tally, and that a marked roll can be produced.

The diagram also illustrates initiation for a single votear all votersl < : < n, theith

voter is sent as voting credentials, thievid value and thél...im pcin andrid values.
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\oter; Authenticato Validator Tallier Matcher Marker Election Setup

CID :=genClIDs(candNamesK 7 p)
VID :=genVIDs(voterNamesKy 1p)
PCIN := genPCINs(VID, CID, K pcrn)

RID := genRIDs(VID, PCIN, K,.;4)
{Uidi,pcinilmij, T’idilmij, candName}a

VID, Krip
{VID,RID}
{ VID, PCIN-CID, PCIN }
{ CID , candName}
{ VID, voterName$

Figure 5.1: Initiation phase of the CESG Scheme. The figureliistrates interaction between the module
of the Election System and a single voter. The ElectionSetumodule uses four functions to generate
arrays of hashed message authentication codes (HMACs) baken initiation parameters. These arrays
are then distributed amongst the remaining processes of thdomain in order for them to perform
their specified tasks (authentication, validation) etc. Vier, receives valuesid;, pcin;i.. ;; and rid;1._;;
from the arrays VID, PCIN and RID respectively, together with candNames to provide a set of voting

credentials.
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5.2.3 Vote Casting

As described in the previous section, the Authenticatorrkasived thevID array and
Kgrp from the Setup module whilst the Validator has receivedtH2 andRID arrays.
In addition, the following function are specified for the Aanhticator in order to process

votes sent by voters.

e genRID(vid:i nt, pcinii nt, K. g:byte[ ], len.q:i nt ):i nt

Computes a non-unique return identity number between aidatedand a voter.

As for the functions used by the Setup modenRID is constructed using the generic
genHMAC function such that:

° genHMAC( vid; : pcinij, lenyig, K, ig )| nt

Vote casting proceeds as illustrated in Figure 5.2, forsiradi the description provided in
the original study [18] and in Section 4.3.2. The protocd kiaree termination points,
either when vote casting is successful, when an incotrelctalue is received, or when an
incorrectrid value is generated for théd:pcin value received. Note that the protocol does
not have a separate termination state for when a voter eaiv incorrectid value for
the vid:pcin sent to the Election System, since remedying this failure \&f out of the

scheme in the original security study [18].

To cast a vote, theth voter who chooses thgh candidate on their credential sends a
concatenationid,:pcin, to a Gateway module. The Gateway forwards the vote to the
Authenticator, which checks whether théi, value sent is contained in the set @fl
values {id, = vid;). If this is not the case, an error message is returned to dher v
indicating they have entered theiid value incorrectly. If theyid, value is within thevID

array, the Authenticator computesl, =genRID(vid,:pcin,) and sends this and theéd
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\oter; Gateway Authenticator Validator Ballot Box

{vid, : pciny}
{vidz : pciny}

vidg = wvid; €VID
vidg, €rr-mess

vidg, €rr-mess
vidy = vid; € VID

genRID(uid.L-, pciny, KRID)
{vid;, ridy}

ridy & rid;1.. im
vid;, err-mess

vid;, err-mess

vid;, err-mess

ridy € Tid;i1.. im
vid;, Val

{vid;, pciny, rid, }

{ridy}

VID := {vid €VID | vid = vid;}

{ridy}

ridy = rid;;

Figure 5.2: The voting phase of the CESG scheme. Successfukeution of the vote casting protocol
is illustrated in black, reaching termination and a vote is siccessfully collected. Faint messages in the
protocol indicate early protocol termination sequences ithe {vid : pcin} combination does not contain

a legalvid, or does not compute a legatid.
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value to the Validator. The Validator then confirms that i, value is valid for voter

(rid, = rid; ;) . If the rid, value is not valid, an error message is returned to the voter
via the Authenticator. If theid; ; value is valid, the Authenticator is notified, which then
removes theid; value from the VID array and sends th&l, value back to the voter. The
vid;, pcin, j andrid; ; tuple is then sent to the ballot box for storage prior to tatly The

voter confirms thatid, = rid, ; on their voting credentials.

5.2.4 Tallying

Once the deadline for voting has been reached, the tallyimiggol is initiated. Recall that
the Tallier is provided with th¥1D , PCIN-CID andPCIN arrays during initiation in order
to compute a tally for eactid value. The Matcher module is provided with t8&D and

candNames array such that a tally for each candName can heutedusing the tally for
cid values computed by the Tallier. Finally, the Marker is pd®d with the voterNames

andVID array in order to produce a marked roll of participating vste

As for initiation and voting, several functions are definedlescribe the behaviour of the
modules of the Election System during tallying. For taltyia function is specified for the

Tallier, Matcher and Marker modules respectively, giperotes cast:

e tally(votesint:int[p] VID:int[n],PCIN:int[n][m,
PCIN-CID:int[n][m ):{int, int}[n

For eachwid : pcin combination received, the corresponding cid is obtainedfr

cidpcin array and its tally incremented. The function ougptne tally for eachrid.

e match(tallies{i nt, int}[p],CID:int[],candName$tri ng[]
):{String, int}]
Replaces eachid in the tally with the corresponding candName, revealing the

result of the election.

e mark( vid; _,:i nt[p],register{i nt, String}[ n] ):String[]
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Marker Matcher Tallier Ballot Box

{vid : pcin}1.. p

tally({vid : pcin}i.. p,
VID ,PCIN, CIDPCIN)
{cid,t}1..m

match({cid, t}1...m,

CID, candNames)
vidi...p

mark@ids ..., VID, voterNames)

Figure 5.3: Tallying phase of the CESG scheme. The figure ilktrates the sequence of messages and
computation during the tallying and marking processes at tle end of the election. The output of the
tallying protocol is a list of candidate names with a correspnding tally (the election returns) and a list

of voter names(the marked roll).

Outputs a list of voterNames corresponding to the reciesatvids that were

used to cast votes.

In contrast to the functions specified for initiation andytialg, the functions used for tally-
ing are purely look-up functions, using parameters pravidiering initiation by the Setup
module and votes cast during voting to produce a tally foheandidate and a marked roll

of participating voters.

The protocol proceeds as per Figure 5.3. The BallotBox nedahds the Tallier the

length array obvid:pcin tuples received during voting. The Tallier computes:

{cid, t},. . = tally(vid : pcin, _,, VID, PCIN, PCIN — CID)

and sends the resulting array to the Matcher. The matchercthputes the final tally by

matching theid values in the tally to the candNames:
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{candName,t};. .} = match({cid,t}1. n, CID, candNames)

to produce a tally for the election. Separately, the Markengutes the marked roll:

{voter Name},. ,} = mark({{vid},. ,, CID,voter Names)

5.2.5 Summary of Formalisation

The preceding sections formalised the CESG scheme dedaniljg8] as a cryptographic
protocol. An additionalSetup module was inserted into the Election System in order
to provide a mechanism for accepting input parameters aitidlising the system. The
description formalised the modules of the Election Systsnaiacrete processes with a
specified functionality and described the messages thaegdmetween modules during the
three phases of initiation, voting and tallying. The forrdakcription provides a context
for describing corrections to the CESG scheme to provideatde properties, including

vote verifiability and vote-voter non-association by thedfilon System.

5.3 \Vote Verification

In this section a correction to the CESG scheme (MCESG) iwithesl which provides for
voter verifiability by committing the Election System to @egt for a vote via a universally

readable broadcast channel - secure electronic bulletirdbo

5.3.1 Motivation

As noted in Section 4.3.4, the CESG scheme lacks both votiéiabdity and undeniability.

Voter verifiability and undeniability are considered udefubstitutes for voting schemes
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implemented using electronic media used for a public elaatontext, since such voting
systems are considered less transparent, and thus morerahike to abuse, than paper
based systems. A voter verifiable voting scheme permitsex totdetermine whether their
vote has been counted in a tally of cast votes. Similarly,radeniable scheme permits an
election organiser to demonstrate that they did not re@epa@rticular vote, or at least they
did not attempt to convince the voter that a vote had beeresstully included in the tally
without this being the case. Schemes that lack undeniabilé vulnerable to attacks on
voterconfidencen the result produced, since voters may clainmefutablythat their votes

(which were in fact not cast) were illegally removed from thky.

The CESG scheme is not voter verifiable sincerthivalue received by a voter indicates
only that the Election System has correctly received thatie ynot that the Election System
will process the received vote accurately. ConverselyQB&G Election System cannot
demonstrate that it did not receive a vote, return the corfidovalue and then not include
the vote in the tally, since the Election System can only destrate to the voter that it

received their vote, and not that the vote was counted.

Given the other desirable pollsterless features of the C&3@me, and it's otherwise suit-
ability for UK public elections, it would be desirable to denstrate a correction to the
CESG scheme that incorporates voter verifiability and uradlity. The sections below
describe a scheme which forces the Election System to pybbenmit to voter’s choices
without revealing the association between votes and vatergvealing a partial tally dur-

ing the voting phases.

5.3.2 The Publisher

In order to adapt the CESG scheme to provide for voter veilifialand un-deniability,
some mechanism must be employed that irrevocably comnet&tbction System to a
vote in a manner which the voter can verify. To achieve thisea Publishermodule is

added to the Election System. The publisher behaves in tasimanner to a secure elec-
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tronic bulletin board, a common cryptographic construtte publisher can be considered
as an interface to a universally readable broadcast chanvehich messages may be writ-
ten by processes with the appropriate capability. The Ele@ystem is provided with the
additional capability of writing information to the Puldtisr, which is then universally ac-
cessible by voters, external observers and the ElectioteRyisself. The Election System

is assumed to not have the capability of removing infornmatioitten to the Publisher.

5.3.3 \Verifying a Vote

Figure 5.4 illustrates the vote checking procedure frompitiespective of the voter. Vote
casting is identical to that in the original CESG scheme. El@v, the genRID() function

is now modified such that:

e genRID(wvid:i nt, pcinii nt, K.g:byte[ ], len.q:i nt ):i nt

Computes a unique return identity number between a canelalad a voter.

l.e, the function now generates a unigué value for eachwvid:pcin combination input
argument for all credentials. Thus thel value forms a unique association between a voter

and a choice of candidate, in a similar manner té&apcin concatenation.

As before, voters are provided with a set of voting credéntiansisting of a Voter Iden-
tification number {id) and a set of Personal Candidate Identification Numpernj and
(relabeled)Receiptldentification numbersr{d), one each for each candidate. To cast a
vote, a voter prepares a message consisting of theiregdnumber and th@cin number

of their chosen candidate. This message is then sent viaadalae channel (such as an

SMS message) to the Election System for processing.

Given a validvid:pcin combination, an-id value is published on a publicly accessible
bulletin board as illustrated in Figure 5.4. The voter magntidetermine that the correct

rid has been published for the vote they have cast. The elegtgiars sends a message
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RID RID Candidate
642312 642312 Dinner Party
712583 712583 Tea Party
076894 Close of Poll 076894 Dinner Party
636639 > 636639 Tea Party
796793 796793 Dinner Party

Figure 5.4: The mCESG secure, universally readable bulleti board. The lists of receipt numbers
and votes committed to by the Vendor’s Publisher module dumg the two phases of verification. In
the first phase of verification, the voter confirms that the corect rid value occurs in the list under
Receipt Number, prior to the close of poll. In the second phass of verification, the voter confirms that
the correct candidate is published next to the-id value for their vote. The gray dotted boxes indicate

the location of Alice’s vote in the list.

to the voter indicating that their vote has been succegsfubbcessed, although the voter

should consider this message to be informative only and moatf pf receipt.

If the Election System publishes the wrong value for the voter’s choice, the voter must
contact the Election System via some other channel in ocdeate the incorreatid value
removed and cast a second vote, potentially via some othehanesm. The voter may
take this action at any point until the end of voting. Conedrsthe Election System may
publish norid value at all for a cast vote. In the circumstances where mvaealrid value

is published after some latency period, the voter shoulattempt to cast their vote. If
repeated attempts at vote casting do not result in a (cooreatherwise)-id value being
published, the voter should assume that their vote is nahreg the Election System and
should revert to the strategy described for a wrontgvalue being published. Note that
since voting is assumed to occur over insecure channelse(as pollsterless property)
the scheme’s design deliberately accepts the potentialdias to be intercepted, say in
a Denial of Service attack, but not to be interpreted or mediby an eaves-dropping

attacker.

Assuming the correotid value is published, the Election System is nhow committedhéo t
rid choice of the voter publicly in a manner which the Electiorst®yn cannot later de-

commit from. However, at this stage, the Election Systenoitscommitted to processing
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the voter’s choice accurately. To effect this second comeitt, once the close of poll has
been reached, the Election System publishes the assodiatiween-:d and candidates for
each vote. This does not reveal the association betwees a&ntkvoters, since the voting
credentials are assumed to be a secret possessed only byténe At this stage, a voter
can confirm that their vote has been processed accuratehtt{at the correct candidate is
associated with theirid) but not that the-id itself is correct, since this would violate the

undeniability property.

The mCESG scheme thus achieves voter verifiability by plybticommitting the Election
System to a voter’s choice that the voter can confirm witheesio their voting credentials.
The credentials thus constitutesgceiptwith which a voter may request the Election System
change the candidate name associated withi aalue on the bulletin board. The scheme
preserves the secrecy of vote to voter association undasthiemption that a voter does
not reveal their credentials to a third party. Adaptatiomghte mMCESG scheme which
address the problem of vote buying or voter coercion witkipgs are discussed in Sections
5.5.4 and 5.5.5. The scheme achieves undeniability by girayia voter with the ability
to correct an incorrectly processed vote during voting authrevealing the association
between votes and voters. If the voter does not correct@walue prior to tallying, the

rid value is considered an accurate record of a voter’s choice.

5.4 Revised Architecture

Although the modified system described in Section 5.3 is noth berifiable and undeni-

able, a single process, ElectionSetup, is still used torgémand distribute the credentials
for casting and processing of votes. Such a design is viietsecause (a) the process
represents a single point of external attack and (b) voterst tnust a single process not to

violate the privacy of voting.

In addition, the use of theid value as a unique secret shared between the Election System

and the voter, requires that the association betweerni@amalue and a voter should not
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Figure 5.5: The distributed domains of the mCESG Election Adhority. The monolithic structure of

the CESG election system is divided into four autonomous doains. A Registration Officer domain is
responsible for voter identities. A Returning Officer doman is responsible for candidate identities. A
Vendor domain is responsible for generating voting crederials. An Electoral Commission is responsi-
ble for delivering the security card component of the votingcredentials. The domain infrastructure is

designed with respect to the existing UK voting system to mimise re-design of surrounding processes.

be known by any one process of the Election System. This mempeint is complicated
because if theid value is to be delivered to the voter, then the deliveringcess must

know the identity of the voter whilst at the same time possgssd value material.

Figure 5.5 illustrate the redesign Election System, dingdit into four autonomous do-
mains collectively known as the mCESHection Authority The design provides for
increased protection for anonymity than the single EleSetup process in the original
CESG voting system. In the revised scheme the Election Aiiyhadomain is divided into
four domains, each under the control of an independent @gdéon. TheRegistration

Officerdomain is responsible for processing of voter informatidhe Returning Officer
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domain is responsible for the storage of candidate infaonafTheVendordomain is re-
sponsible for generation of credentials for voting, cdllegvotes and publishing values to
the secure bulletin board. Th#ectoral Commissiodomain provides a delivery function

to prevent any one domain learning the association betwekvalues and a voter.

5.4.1 Initiation

The generation of credentials proceeds as illustratedgarEi5.6. The key component of
the process is the separation of the computation and dglivactions between different
domains, preventing the domain that generatesdthgalues from knowing the identity of
the voter to whom they will be delivered. This protects thergmity of the voter based
upon the assumption of non-collusion across domains. Caruation between domains

occurs via secure, authenticated channels.

The initiation parameters of the single monlithic Setup omeddf the CESG scheme is

distributed as follows.

e Then voterName strings andid generation keys,,; and length parametéen,; .

are initiation parameters of the Registration Officer domai

e The m candidateName strings and! generation keyk.;; and length parameters

(len.;q are initiation parameters of the Returning Officer domain.

e Thepcin andrid generation keysi(,..n, K,;q) and length parameter®,.;,,, len,q)

are initiation parameters of the Vendor domain.

Further the functionality of the single monolithic Setupdute is distributed such that:

e genVID() is a function of the Registration Officer domain.

e genCID() is a function of the Returning Officer domain.
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Figure 5.6: Initiation phase of the mCESG scheme. The figurellustrates the four domains of the
Election Authority collaborating in order to produce a complete set of voting credentials. The Regis-
tration Officer domain generates awvid value for the ith voter and passes this to the Vendor domain.
The Returning Officer domain generates a permutation of candlate and passes this to theRegistra-
tion Officer. The Returning Officer also passes a set aofid values to the Vendor domain. The Vendor
domain uses thecid and vid values to generate a set gbcin and rid values. Each of these two sets of
values are divided into two sets of substrings which are delered to the Registration Officer and the

Electoral Commission who forward the credentials to the voeér.
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e genPCIN() andgenRID() are functions of the Returning Officer domain.

To generate credentials, the Registration Officer geneeatew Voter Identity values{d)

and passes the the new value to the Vendor. The RegistratimeiCalso notifies the Re-
turning Officer that a new voter has requested credentidls.Returning Officer generates
a new set of Candidate Identity valuesd) for the Vendor. The Vendor then computes a set
of Personal Candidate Identity valuggif:) and Receipt Identity valuesd, one for each
candidate. The Vendor then divides eackn andrid value in the set into two sub-strings.

The division of values is denoted on Figure 5.6 as:

pcznl...lenpcm/Q
pcznlenpm-n/2+1...lenpm-n
Tidl...len”-d/2

TZdlenrid/Q—i-l...len”-d

The first sub-string of each value is sent back to the Registr®fficer, whilst the sec-
ond sub-string of each value is sent to the Electoral Comaris3 he Registration Officer
passes the voter identity to the Electoral Commission. Tégisration Officer then for-
wards thevid value andpcin andrid sub-strings to the voter. The Electoral Commission
forwards thepcin andrid sub-strings it possesses to the voter. The initiation masha
prevents any one domain from learning sufficient credemtfatmation to know the asso-

ciation between a vote and a voter.

To perform the generation of credentials, the specificaif@enCID() must be modified to
ensure that a different set af/ values are generated for every voter. This is combined with

a new function for the Returning Officer domain, which perates the order of candidates:

e permCandNames(candName&t ri ng[m ): String[n

Generates a random permutation of the candNames array.



CHAPTERS5 THE MCESG ROLLSTERLESSREMOTE ELECTRONIC VOTING SCHEME 126

Voter Name: Alice JONES
Voter Number: 4547 1290 3738 4571

Candidates Personal Response
Candidate Numbers
Numbers

Tea Party 16 | 42 7121 583

Birthday Party 67 | 24 835| 572

Dinner Party 60 [ 12 9321 701

Figure 5.7: The completed voting credentials for a single ver in the mMCESG scheme. The extra
credential information consists of a voter number; a set of prsonal candidate numbers and associated
response numbers for each candidate nominated in the eleoti. The Polling Card is supplied to the
voter by the Registration Officer domain. The Security Card & provided by the Electoral Commission

domain.

An additional benefit of the re-design is that the voting egsis resistant tantelligent
ballot stuffingby the ElectionAuthority, again under the assumption of-noltusion. In
order to perform ballot stuffing, a process needs to knawda pcin combination, whilst
to be intelligent, the process must know which candidatessponds to whichcin value.
Although it is notable that the Vendor domains may comptiitd ballot stuffingt cannot

by itself commit intelligent ballot stuffing.

The effect of these modifications to the Returning Officer doms to prevent a single
voter from colluding with the Vendor to commit intelligenaliot stuffing. Without the
modification, a single set of voting credentials could bedusematch candidate names

with the correspondingid values.

A consequence of the revised scheme’s initiation is thavther receives their voting cre-
dentials as two separate messages. The revised MCESG saaims the assumption of
the CESG scheme that voting credentials will be printed @urgestationary and sent to
the voter using the postal system, under the assumptiothisatonstitutes a secure, unde-

niable channel. The compiled credentials envisaged fom@G&SG scheme are illustrated
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in Figure 5.7. The credentials are divided into a pollingdcand a security card. As noted
in Section 4.3, the polling card is a document already sexbters participating in elec-

tions within the UK public elections context. The mechanisisplitting the credentials

into two components could be explained to voters in the ctrtereceiving credit cards

and PINs via two separate messages in the post. The famyiledrsecurity practices has
been suggested by Randell et al to be important in estabgjghist in a voting mechanism
[114].

5.4.2 Voting andrid Checking

Vote casting proceeds as illustrated in Figure 5.8. Therabteoses a candidate and sends a
vid:pcin message to the Vendor via a Gateway domain as per CESG. tdeMdomain’s
generator module looks-up the corresponditg value and sends this to the Publisher
module, which writes theid value to the universally readable broadcast channel (i.e. a
secure bulletin board). In order to disrupt timing attadkswhich an external attacker
observes theid which is published subsequent to eaeld:pcin value received by the
Vendor, the Publisher writesd values to the bulletin board in randomly permuted batches.
The voter receives the list of currenid values published from the bulletin board channel

and confirms that the list contains th&l corresponding to their choice.

Note that at this stage the Vendor remains isolated from thwttvoter identities and the
candidate identities, stored by the Registration Officer Returning Officer domains re-

spectively.

5.4.3 Tallying and Vote Checking

The production of a tally requires collaboration betwees Wendor and Returning Offi-
cer domains, since in the mCESG initiation, the vote caliecand candidate identities
are stored in autonomous domains. The distribution of tmstion between the two do-

mains prevents an early tally being published, in circumsta where one of the domains
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Figure 5.8: Voting and checking phase of the mCESG scheme. €hoter sends avid:pcin message to
the Vendor. The Vendor domain’s generator module looks-uptie correspondingrid value and sends
this to the Publisher module, which writesrid values to the bulletin board in randomly permuted

batches. The voter receives the list of currentid values published from the bulletin board channel and

confirms that the list contains therid corresponding to their choice.
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IS corrupt.

Tallying proceeds as illustrated in Figure 5.9. The RID gatee module converts all pub-
lishedrid values into theirid form, by look-up of the values provided during initiation.
The cid values are then sent to the Returning Officer, who producést afl candidate
names corresponding to the&l values through a similar look-up process of generated val-
ues. This array of candidate names is then returned to theéovewhich forward the list

to the Publisher module. The list of candidate names is thiblighed alongside the list of
rid values already written to the bulletin board. The voter ases the list ofid values and
candidate identities and determines whether the candidetgity published corresponds
with the candidate on their voting credentials next to th value as published on the

bulletin board.

5.5 Adaptations

The previous section discussed a modification of the CES&nseto provide for the desir-
able properties of voter verifiability, undeniability andaamymous credential generation in
order to prevent the association between votes and voterg levealed. With the modified
(mMCESG) scheme described, several further adaptationgaassable which demonstrate
the considerable flexibility of the scheme. The adaptatamespresented separately from
the mCESG scheme, since they also add extra complexitystiiateons on the scheme’s
functionality which may not be desirable in certain votirntexts, such that they will not
be used. This section illustrates that the mCESG schepnwniggurableto different voting

contexts, where different requirements for voting scheropgrties prevail.

5.5.1 Multi-member Electoral Systems

A limitation of the mCESG scheme thus far described is thatubter is only able to

indicate a choice for a single candidate from a proposals Timits the range of electoral
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Figure 5.9: Tallying phase of the mCESG scheme. At the end ofoting, the Vendor domain sends
a list of cid values for the votes cast during the voting phase to the Retaing Officer domain. The
Returning Officer returns a corresponding list of candidate names to the Vendor domain. The voter
can then determine whether the correct candidate is publiséd next to their rid value and that the tally

of results reflects the list of candidate names published.
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systems for which implementations of the scheme can be usedrticular, multi-member

simple plurality schemes are not accommodated.

A simple generalisation of the scheme to facilitate mujtiton votes would be to permit
votes to indicate multiple choices for a singl@. Vote message construction can be altered

so that several candidates can be indicated by includirtgelpcin values

vid; : pcing 1 peiny,...

However, this approach is problematic, since an externsgioer of an unprotected chan-
nel down which vote messages are sent may be able to altegvogssages by removing
pcin values. The benefits of this attack are limited, since tleekér is unable to determine
which candidate they are removing from the message. Sigiitthe voter checks the bul-
letin board to determine the correat/ values have been published, they will discover the
vote message has not been received and processed corsetitly dendor domain. How-
ever, the attack is still disrupting, since the voter maycpee that the Vendor domain is
attempting to cheat them. As an additional protection fentbite during communciation to
the Vendor domain, the voter is provided with an extra setediential values - Check Sum
Numbers (CSNs) which the voter appends to the vote messageCheck Sum Numbers
are generated and distributed by the Vendor domain on thegalard half of the voting

credentials as illustrated in Figure 5.10.

For an election in which Alice Jones would use the credeiilaistrated, to cast a vote for

the Tea Party’s two candidates, she would send the message:

4547129037384571 1642 9130, 8965
~~ =

VID Candidate Landidate ZZSN

If the vote message is received correctly, the voter willwtbe rid values for both can-
didates displayed on the bulletin board as for the basicrsehé his adaptation does not
permit ordinal votes to be cast where the voter may rank catels. The next section

describes an ordinal adaptation to the mCESG scheme vatagiatials.
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Voter Name: Alice JONES Check Sum
Voter Number: 4547 1290 3738 4571 Numbers
1: 5423
2: 8965
Candidates Personal Response
Candidate Numbers

Numbers

Candidate 1 Tea Party 16
Candidate 2 Tea Party 91
Candidate 3 Birthday Party 67
Candidate 4 Birthday Party 84
Candidate 5 Dinner Party 60
Candidate 6 Dinner Party 72

583
409
572
163
701
761

Figure 5.10: mCESG scheme voting credentials for the Multi Mmber Simple Plurality electoral sys-
tem adaptation. The Voting credentials are modified to permi ordinal (ranked) voting for electoral
systems such as Single Transferable Vote (STV). The credéals are modifed from Figure 5.7 to in-

clude check sum numbers, which enable a voter to indicate how many choices they havelected .

5.5.2 Ordinal Electoral Systems

Ordinal electoral systems introduce additional compyefar a voter, since they are re-
quired to rank the candidates in order of preference, rdttaar select the most preferred
alone. The original mMCESG does not manage this complexity gsiace a voter would

need to be presented with a PCIN value for every possible yation of candidates on
their voting credential in order to prevent informationkage from the vote during com-
munication. In this section, an adaption of the mCESG scheroalinal electoral systems
is presented. The adaption does not increasing the size ebting credential provided to

the voter.

To permit ranked votes, the voting credentials are modifedlastrated in Figure 5.11.

Preference number@Ns) are incorporated into the PCINs and the RIDs on thengoti
credentials. PNs consist of random digits associated veitih @ossible rank a voter may
wish to associate with a candidate. The preference codessaeed at a random location
for each voter in order to prevent their identification dgriransmission. In Figure 5.11

the preference codes for PCINs are inserted at index ondstwie preference codes for
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Voter Name: Alice JONES ghec:)( Sum
Voter Number: 4547 1290 3738 4571 umbers
1: 5423
2: 8965
3: 1209
Candidates PCIN RID
{1,2,( 3} 1,23} .
Tea Party 1{6,4,| 8142 71245 |,9,3}83
Birthday Party  6{7,1,| 0}24 835{5 |,0,2}72
Dinner Party 6{0,8,] 1}12 932{3 |.,7,9}01

Figure 5.11: mCESG scheme voting credentials for the ordinaelectoral system adaptation. The
Voting credentials are modified to permit ordinal (ranked) voting for electoral systems such as Single
Transferable Vote (STV). The credentials are modifed from kgure 5.7 to include preference codes

which indicate the preference to be associated with a partidar candidate.

the RIDs are inserted at index three. As for the multi-mendatieme described in the
previous section, Check Sum Numbers are used to indicatentemy candidates for the

voter has selected.

To cast a vote, the voter sends a message similar to thailwesdan Section 5.3. However,
the voter must choose a rank for each candidate voted forhbgsing exactly one pref-
erence code. For example, should the voter, Alice, wish te far the Birthday Party as
first preference and the Dinner Party for second prefereéheg,would send the following

message:

1st 2nd

45471290373845716 7 246 8 12 8965
~ —_— N <~

VN Birthday Dinner 2 candidates

During the first phase of the verification process, the voteuld expect to see the RIDs
for each candidate they voted for as before, but also cantathe correct RIDs. From the

example above, the voter would expect:
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835{5}72 932{7}01

on the bulletin board. During the second phase of verificatibe candidate associated

with each rank of the vote is published in association withRiD, for example:

835{5}72 932{7}01 1st: Birthday Party 2nd: Dinner Party

Note that the construction of the adapted voting credendiaés not require any re-configuration
of the Election Authority. The extra information may be addg the Vendor to the anony-

mous Candidate Numbers supplied by the Returning Officer.

5.5.3 Two Step Vote Casting

A common feature of voting systems is to separate voter atittaion and vote casting,
particularly for public election contexts, where the eteate is particularly large. An ad-
vantage of this separation is often that the process of grgpuote secrecy (in some form)
is easier to manage. The separation is often formalizedharses which incorporate au-

thentication mechanisms, for example [51].

Several studies typically associated with public eledioave suggested that authentication
is a necessarily discrete step in the voting process, Ikopaolos for example [65]. A
consequence of the common separationvstar expectatiothat all schemes will follow
this mechanism. This may not in fact always be true and is mgr@ upon the voting
schemes design and the manner in which it fulfills secrecyaaedracy requirements for
a given voting context. Several authors have noted that yiséem is to be accepted by
users, it should meet pre-conceptions as to its functignaihilst elsewhere it has been
suggested that this condition applies to voting systemsabk[t4, 25, 114]. That is,

new voting systems which incorporate familiar functiotyaifom previous technologies or
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\oter; Vendor

vid;

tok = genToken(vid;)
tok

tok, pcin;

Figure 5.12: The two step adaptation of the mCESG scheme ilgirating interaction between the voter
and the Vendor domain of the Election System. The voter senddhe vid value only to the Vendor,
which responds with atok nonce for the voter. The voter then appends thecin value of their chosen

candidate to thetok and sends the complete message to the Vendor for processing.

procedures are more likely to be accepted by voters thaarmsgsivhich require unexpected

usage.

For the mCESG scheme, authentication and voting occur imggesstep, which may prove
unexpected and therefore unacceptable to voters. Durimgpastrations of the scheme, a
common voter mistake was to attempt to send their VID valukdd/endor before entering
a PCIN to complete the message (see Chapter 6). To cope vaslig®user acceptability
concerns with the mCESG scheme, it is possible to adapt tteecasting mechanism in

such a way as to provide for a two step authentication andoastting mechanisn.

Figure 5.12 illustrates the scheme adaptation with redpedoteraction between the voter
and the Vendor domain of the Election Authority. The voterdsethevid value only to the
Vendor, which responds with a tokeonk nonce for the voter. The voter then appends the
pcin value of their chosen candidatettg: and sends the complete message to the Vendor
for processing. To construct the token, the Vendor geneateadditional keys o, and

uses additional function employing the generic genHMAQ(dtion:

e genToken(vid:i nt, Kiopen:byt e[ ], lenioren:i Nt )i Nt

Computes a unique token for the two step mMCESG adaption.

1This adaptation to the mMCESG scheme was suggested by Jark@sndcbut is included here because

of it's relevance to the topics of the thesis. The formaiisaof the adaptation is the author’s own.
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A consequence of the two-step adaptation is that whilst ¢éeergty of the scheme is un-
affected, the complexity (from a voter’s perspective) isr@ased, but the scheme may be

more acceptable to voter’s with pre-conceptions as to theraes functionality.

5.5.4 Receipt Free Scheme 1

A valid criticism of the mCESG scheme is that it provides aiptto voters. The voting
credential is assumed to be a secret held by the voter whep@mnsible for its security.
As such, voters are potentially vulnerable to being coeinsulrevealing their vote. To
prevent this attack, many other voting schemes are desigrszteceipt—freg8]. Receipt
free, voter verifiable, voting schemes provide voters withdbility to convince themselves
only that their vote has been counted honestly based on gessgzceived from an Election
Authority. In receipt free schemes, the voter is unabledasferthe proof that their vote

has been counted in a certain way to a third party (e.g. ackaita

The goal of the adaptation described here is to replicataoien of receipt—freeness in
practice in current UK systems. Any modification to the mCE$B&eme must still provide

re-assurance to voters that their votes have been corcameihyted.

For simplicity, the receipt—free adaption is describechwéspect to the original mMCESG
scheme, although combination of receipt—freeness witlottimal electoral system varia-
tion is feasible. The key to the receipt—free scheme is tarsdp the association between
voters and chosen candidates in the response schemes.i@eedtttis, a voter is assigned
a single, unique Personal Response ID (PRID) on their vatiedential. Each candidate
on the voting credential is assigned a smaller, non—unigueldate Response ID (CRID).
Figure 5.13 illustrates the modified voting credential. &tbtat the responsibility for gen-
eration and delivery of both new types of response numberstitipe split between the

various domains of the Election Authority.

The procedure for casting a vote is the same as in the origi@SG scheme — the voter

sends a message of the form VID:PCIN. Figure 5.14 illussrtte receipt—free verification
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Voter Name: Alice JONES
VID: 4547 1290 3738 4571

PRID: 7125
Candidates PCIN CRID
Tea Party 16 | 42 813
Birthday Party 67 | 24 712
Dinner Party 60 | 12 011

Figure 5.13: Receipt free voting credentials. Note the RID alues of the original credentials illustrated

in Figure 5.7 are now explicitly divided into a single Voter RD and a set of Candidate RIDs.

procedure, which is now split into three phases. Prior tactbse of poll, the voter is only
able to observe their PRID on the bulletin board. This comartiie Election Authority
to acknowledging receipt of votes without at this stage plptommitting to the voter's
choices. At this stage, any voter may demonstrate to an@iuicipant that they have
taken part in the election, but not how they voted. This is parable to the current UK
voting system, where the identities of participants in acebn are published after the
close of poll in a marked roll [121, Sch. 1 R. 57].

After the close of poll, the second verification phase occimsthe isolated presence of
polling officials, the nominated candidates in the electiod their agents the Election Au-
thority reveals the one—one association between PRIDsDERNd candidate identities.
This process commits the Election Authority to the assamiatto the candidates, but not
publicly. If desirable, a trusted participant in the elentprocess (the Electoral Commis-
sion, for example) could receive an escrowed copy of theceéstsans to prevent the Vendor

and Returning Officer changing the associations later.

Having observed the complete set of associations, the datedi are now permitted to

select a small number to be published on the bulletin boamitially, only the association
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Polling Station
RID RID Candidate
6423 gltl)lse of 6423 X/ 83 Tea Party
7125 0 | 7125 12 Fancy Dress Party
0768 0768 36 Fancy Dress Party
6366 6366 93 Dinner Party
7967 7967 N06 Tea Party
Choose ¢ checkable
votes
RID Candidate RID Candidate
6423 |1+ 83 After 6423 P |_1* 83 Tea Party
7125 1 | 12 Corrections 7125 12 Fancy Dress Party
0768 36 B — 0768 36 Fancy Dress Party
6366 93 6366 93 Dinner Party
7967 06 7967 06 Tea Party

Figure 5.14: The transitions that occur in the published lig of response numbers during the phases of

verification in the receipt—free adaption of the mCESG schera.

between the chosen personal RIDs and candidate CRIDs ispetl A period of time is
then permitted for voters to re—check the bulletin board #&ngliblished, confirm that the
association between their PRIDs and CRIDs is correct. Bsmilar to the initial phase
of the original MCESG scheme, except that only a sub—settefsjoselected blindly by

the candidates, are able to verify that the correct associatas made for their vote.

Assuming no objections are raised to the published assmtstverification proceeds to
the final phase for the election. The Election Authority pshés the association between
all candidate response numbers and candidates. The subvsétrs who were permitted
to verify the association between their RN and their cartdiédN may also now verify the
association with their chosen candidate. The Election éuityhcannot cheat at this stage
since it has already committed to the complete one—oneiasi®ns to the candidates prior
to the selection of votes to be verified. This approach mayonsidered an example of a
cut and chooserotocol and is similar to thparallel testingapproach advocated for use in

the United States and Ireland, where random electroniagatiachines are removed from
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active polling on polling day and tested for accuracy alaigshe remaining machines
[80, 134].

5.5.4.1 Selecting the Security Parameter

The significant parameter for the receipt—free voting sahérihe proportion of voters
who are able to verify their vote in the tally. Keeping thisoportion small limits the
number of voters for whom the scheme is not receipt free é&hadso are able to verify
their vote), whilst if the parameter is too small, the prabgbof the Election Authority

cheating undetectably increases.

Denotet as the number of voters permitted to verify their vote out’o¥oters, such that
t < V. Assuming all permitted voters follow the verification procedure and that the
Election Authority attempts to changevotes, the probability of detection may be defined

as:

For smalln, smallt and largel” this may be approximated to

pa=1—(1—t/V)"

By example, consider a typical UK parliamentary electioreven50,000 votes are cast
and where an Election Authority will attempt to change sigfit votes to overcome the
majority of the legitimate victor. As few as= 1000 verifiers, would be required to act
as verifiers to provide a high probability of detecting cireatvhen the number of mis—
assigned votes was greater than 200. This would providedmnarcoercible population of
just 2% of the electorate for an attacker. The valué oduld be chosen at the start of the

verification process, in agreement between the candidateslaction officials.
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5.5.5 Polling Station Scheme

Section 5.5.4 described an adaptation to the mCESG scherok provides a receipt free
voter verifiable vote checking mechanism for most voters.sdme contexts, however,
providing a receipt-free voting scheme for all voters suchaertain public elections con-
texts where remote unsupervised voting is not permittedpmsidered a more significant
requirement than providing a convenient remote votingesydb enable higher participa-

tion.

In such circumstances, the mCESG scheme may be adaptedotponate vote casting
in a supervised polling station environment. The use of &ngpktation with the scheme
provides a period of time in which secret information may fa@sferred from the Vendor
domain to a voter which is not visible to an external obserVlae secret information may
be used by the voter to confirm that the Vendor domain has dtrnerocessed their vote
without being able to prove the secret information to anrextieobserver, since no receipt

with the secret from the Vendor domain is provided to the wote

Figure 5.15 illustrates the setup for the polling statioagtn of the mCESG scheme.
The voter enters the supervised voting environment, i.@llang station, and authenticates
themselves. The voter is provided with credentials of tileesBorm as the mCESG scheme
and enters the booth from where they are able to observe arpagi®n of the contents of
the bulletin board. The voter votes in the same manner usiagtovided voting device
(Step 1). The Vendor domain receives the vote via an anongrobannel and forwards
therid to the bulletin board, where the voter observes it from witiie polling booth. If
the voter is satisfied that the corredt! has been published, they exit the polling booth,
deposit the credentials in a ballot box and exit the pollitagisn. Later, the voter confirms
that the correct candidate name has been published next todivalue they previously
viewed. If an incorrectid value has been published, the voter may make a complaint to
the Vendor domain, requesting that their voting credestis recovered from the ballot

box for inspection.
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. VENDOR

DOMAIN 6. bulletin
board
contents

POLLING STATION
BULLETIN HOME
BOARD COMPUTER
DISPLAY
A /\ 7. check
A
4] check
VOTING BOOTH v VOTER
VOTING| Lvid: pcin 5. credentials|
DEVICE | ¢ VOTER
- BALLOT
BOX

Figure 5.15: Polling station adaptation of the mCESG schemeThe voter enters the supervised envi-

ronment, aquires their voting credentials and casts a voterthe voting device (1). The voting devices

sends thevid : pcin vote to the Vendor domain (2), which posts theid value for the vote on a bulletin

board visible within the polling station (3). The voter cheds that the correct rid value has been posted

on the bulletin board (4) and then deposits the voting credetials in a secure container (5). The voter

then leaves the polling station. Later, the voter can checkhiat the correct candidate has been posted on

the bulletin board for the rid value of their vote (7,8). However, unlike the original mMCE® scheme,

the voter cannot use the voting credentials to convince an tcker that the rid on the bulletin board is

for their vote.
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For some voting contexts, it may be considered desirableparate the credential infor-
mation from the voter’s identity, prior to providing the eotwith the credential document,
if the security of the ballot box is uncertain. This processilst not preventing correction
of anrid-candidate association on the bulletin board, protectattomymity of the voter.

This process also does not prevent the voter requestingraction to the bulletin board

via a proxy in order to protect their anonymity.

The use of a polling station for vote casting reduces the@aience of the mCESG scheme
in order to provide a receipt free vote verification mechamighe use of the polling station
scheme may be necessary in contexts where the threat ofcasssion or vote buying is
considered greater than the potential for low participatioe to inconvenience of attending
a polling station. A potential compromise between the oagscheme and the polling sta-
tion adaption would be to provide both remote channels afithgstation environments
over which vote casting may be undertaken. This compromesgehe effective in circum-
stances where otherwise coerced voters are able to taketageaof the additional security
of the supervised environment. The precise choice of retep scheme will depend on

the requirements of the voting context in which the schenesaips.

5.5.6 Receipt Free Scheme 2

Section 5.5.4 describes an adaptation of the mCESG schenmb ishieceipt free for most
voters, leveraging the involvement of candidates in theking procedure. The adaptation
is problematic since voters do not know prior to tallying wier they will need to check
their votes for correctness. Similarly, Section 5.5.5 dess a polling station adaptation
to the mCESG scheme which provides receipt freeness to adrsjoat the cost of not
providing the useful properties (mobility, conveniencépaemote voting scheme. This
section discusses an adaptation to the mCESG scheme whbidbes a pollsterless remote
voting scheme which is receipt free. The disadvantage ad¢heme to be presented is that
voters are required to votetimes in order to be assured with probability 1‘1fRat their

vote has been counted accurately.
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The intuition for the scheme adaptation is that voters eeagaga multi-round cut and
choose protocol with the Vendor domain. The cut and choas®gol commits the Vendor
domain to either cheating the voter or processing their hoteestly, before the Vendor
learns if the voter wishes to decommit from and then checkvétiee which the Vendor
has committed to. The Vendor is committed to the value notakd to the Voter by
interactions with other, autonomous domains of the Elecfiathority. The last vote cast

by the voter (and not subsequently decommitted from) isrtasethe voter’s choice.

The receipt free scheme adaptation described below thas tekinspiration in particular
from the Neff cut and choose techniques and the Prét a ¥oterme’s use of permutation
of candidates described in Section 2.5.4. The adaptatiplieaghe cryptographic cut and

choose techniques of those schemes to the basic mMCESG scheme

The adaptation to the scheme does still retaimibiésterlesgproperty of the basic mCESG
scheme. However, voters are required to be able computeeShiadditiof of one time
pads and encryptedd values in order to be able to identify thei/ on the bulletin board
when the Election Authority decommits from it. This requirent is greater than the es-
sentially computationless (from the voter perspective BE8G scheme, but less than that

for conventional cryptographic protocols or the Malkhi eseheme.

5.5.6.1 Voting Credentials

The voter receives a set of credentials as illustrated inrei¢.16. The credentials are
similar to those for the basic mMCESG scheme. However, rdttaar receiving a single
PCIN and RID value for each candidate, the voter receiNgmirs of these values for each

candidate.

Voting is similar to that for the basic mMCESG scheme. Thenoeoses a candidate and

sends their VID number and one PCIN value for that candiaatlked Vendor Domain.

2Additions of values are not carried to the left-ward colunfidigits.
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Voter Name: Alice JONES

VID 4547 1290 3738 4571

Candidates PCIN RID

Tea Party 16 (42 712\ 583
91 | 30 147 | 409
67 | 24 8351 572

Birthday Party 84 | 15 480 | 163
60 | 12 9321 701
72 | 27 127 | 761

Dinner Party 89 | 50 492 | 450
36 | 12 671 328
18 | 94 109 674

Figure 5.16: Voting credentials of the cut and choose receifree adaptation of the mCESG scheme.

The voter is supplied with N pairs of PCIN and RID credentialsper candidate.
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Figure 5.17: Initiation of the cut and choose MCESG scheme agbtation. The domains of the mCESG
scheme interact to produce on the bulletin board a one time pé encrypted rid value, a set of m-1

encrypted values and a permutation of candidates against #vid and random values.

5.5.6.2 Vote Processing

To processid : pcin messages received in the adaptation of the mCESG schentdethie

tion Authority incorporates two further domains deno@uade Time Pad (OTP) Generator
andOne Time Pad EscrowFigure 5.17 illustrates the processing of vote messagéiseby
re-organised domains, omitting the Registration Officempse role is unchanged. Vote

processing is then as follows.

1. When a vote message is received the Vendor domain, thespamding-id value is

calculated.

2. A setm — 1 random values of lengtten,.;; is selected. The calculatedd value
from step 1 is appended to the set and the new set is then deridte,,. The set
is then randomly permuted and sent to the OTP generator.€Eudt is that the OTP

Generator is unable to determine which memberidf , is a genuine-id value.
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3. The Vendor domain sends a setaf values to the Returning Officer, such that if the
voter used théth pcin value generated for the voting credentials, thenkttiecid
value generated for each of the candidates is passed to thenReg Officer. The
unusedkth voting credentials are now invalid for further vote cagtiThe Returning

Officer thus does not know whictid value anrid value has been generated for.

4. The OTP Generator informs the Returning Officer which gmsion the bulletin

board to write details into.

5. The OTP Generator generatesree time padtp values and xors these against each

rid' value. The OTP Generator writes the resulting cipher textse bulletin board.

6. The OTP Generator sends thg values to the OTP Escrow, but not the position on

the Bulletin Board for which they were used.

7. The Returning Officer offsets the list of candidate id@ggiby a random value,
and writes both this value and the permuted candidate iiksto the bulletin board

in thelth location specified by the OTP Generator.

8. The Vendor domain announces it has received a new voteagess a particulawid
value and sends the current count of vote messages forithaalue to the bulletin
board. This prevents the Vendor domain ‘hoarding’ vote ragss to see if the voter

will decommit votes.

At this stage in the protocol, the voter has registered amotiae bulletin board, with their
receipt number for the vote encrypted under a one time pathiaidén in a permutation of
invalid receipts and votes. Figure 5.18 illustrates th&esifithe vote list area of the bulletin
board after the voter first casts a vote, assuming that trex hats used the credentials to

cast a vote for the Birthday party using the gsin value.
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otp & otp@rid & rid = Candidate
¢ 601474 o = Tea Part
Offset=1 Y
@ 129023 @ = | Birthday Party
& 376740 @ = | Dinner Party

Figure 5.18: State of the bulletin board after vote castingn the cut and choose adaptation of the
MCESG scheme. The diagram illustrates théth entry on the bulletin board after the Election Author-

ity commits to a vote cast by a voter using the credentials illstrated in Figure 5.16.

5.5.6.3 Decommittment and Checking

Prior to the close of poll, the voter may choose to decomroinfa previously cast vote,
confirm that the domains of the Election Authority did noeatpt to cheat them and com-
mit to a new vote message. To do this the voter waits untik thegvious vote was ac-
knowledged (by the increase in vote count for thei#) and sends a new vote message
to the Vendor domain. The Vendor domain then requests teaDiP Generator indicate
which position on the bulletin board stored the previougvdhe OTP does this and writes
theotp values to the Bulletin Board. The voter is then able to detoeggeh of thetp ® rid’
values, identify the genuined and determines that the correct candidate is offset by the
amount published by the Returning Officer from #tié value. The new vote message can
then be processed as normal. Figure 5.19 illustrates tteecdftthe Bulletin Board after the

voter decommits from the vote recorded on the bulletin baafegure 5.18.

5.5.6.4 Tallying

Following the end of voting, the choice of each voter needsxtoacted from the bulletin
board without either violating the receipt freeness progpefthe scheme or permitting the
domains of the Election Authority to decommit from votertsotce (and thus violate the
accuracy of the final tally). Figure 5.20 illustrates theemaiction between the domains to
yield the votes cast. For each committed vote at the end lgirtg| the Vendor domain

indicates the position of the genuimél value. The OTP Generator then indicates the
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rid’ Canddidate
169373| Tea Party
245711

otp @& otp@rid &
568909 @& 601474 &
126798 & 129023 &

Offset=1

Dinner Party

Figure 5.19: State of the bulletin board after a vote is decommitted in the cut and choose adaptation
of the mCESG scheme. The diagram illustrates théth entry on the bulletin board after the Election

Authority decommits to a vote cast by a voter using the credetmals illustrated in Figure 5.16.

location of the vote on the bulletin board. The OTP Escrowyas the non-genuineid
values for the vote to demonstrate to the Vendor domain teaOTP Generator has not
attempted to cheat. The genuiné value remains encrypted under it value to prevent

the voting credentials being employed as a receipt.

5.5.6.5 Summary

The scheme described above demonstrates the incorpoddtienhniques employed for
cryptographic voting schemes into a remote pollsterlessmgscheme in order to yield
a receipt free adaptation. However, the scheme adaptabies ichply some considerable
extra complexity for the voter. The voter is required to umaes multiple rounds of voting
to gain confidence that their vote is being recorded acdyrdteaddition, the voter must
be able to perform chinese addition in order to identifythete on the bulletin board. Itis
noted that pollsterless schemes are intended to limit thgatation required of the voter.
However, the adaptation described here reflects both thibiflexof the basic mCESG
scheme, together with the compromises that must be ackdgedewhen selecting to use

particular adaptations.
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oTP

Generator lie{l..m}

3. otp, QIO m

Figure 5.20: Tallying phase of the cut and choose adaptatioto the mCESG scheme. The Vendor
domain commits to the location ofrid values within uncommitted vote records on the bulletin boad.
The OTP Generator also commits to a location for each vote th¥endor has now committed to. The
OTP Escrow reveals the random values for each vote to demonste to the Vendor domain that it has

not been cheated by the OTP Generator.

5.6 Conclusions

This chapter has presented a novel class of pollsterlesstearnting schemes by substan-
tially modifying and correcting a flawed existing scheme.eThCESG scheme retains
useful pollsterless properties of the CESG scheme whilstdicing extra useful proper-
ties including voter verifiability and undeniability. Fbgr, the monolithic Setup module
of the CESG scheme formalisation was re-designed to prqwidiection of the associa-
tion between voters and votes within an Election Authonitydtionality distributed across
autonomous domains. A range of further adaptations to te&e maCESG scheme were
presented illustrating that mCESG represents a novel ofapslisterless remote voting

schemes.



Chapter 6

Evaluation of the mCESG Scheme

Overview

This chapter presents an evaluation of the mCESG schemesdestin the previous chap-
ter. To present an evaluation of the mCESG scheme, a pretatyphe basic mMCESG
scheme is implemented. The implementation decisions ibesitr Section 6.2 illustrate
the distinction between a voting scheme and a voting systediszussed in the frame-
work proposed in Section 2.2. The evaluation considers tGE8&G scheme using several
approaches including an evaluation of the scheme with ce$paequirements discussed
in Chapter 3, a threat analysis of the scheme from a systeneimngntation perspective,
similar to the analyses of ‘hybrid’ schemes discussed in [Z%l] and a user acceptance

study of the scheme employing videotaped activity scerdgirexted focus groups.

6.1 Introduction

The previous chapter described the mCESG pollsterlessteemating class of schemes
as a correction to the flawed CESG scheme [18]. Whilst the C&$®me incorporated

desirable properties of pollsterless REV schemes, the n@&C&Reme provides voter ver-

150
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ifiability and a distribution of setup parameters acrossaomous domains. This chapter
is divided into sections as itemized below, providing an@aton of the mCESG scheme

as proposed in the previous chapter. This chapter commesesal aspects:

e An implementation of the basic mMCESG scheme as a demorsggiiem. The im-
plementation is necessary in order to conduct a user-aepstudy and an analysis

of the scheme from a system perspective.

e An evaluation of the mCESG schemes with respect to the rexpants described in
Chapter 3.

e A user acceptance study using videotaped scenarios ans ooup response elic-
itation similar to Little et al [82]. The user acceptancedst@also notes informal
observations of user actions during live demonstrationth®fkystem as a precursor

to further user acceptance evaluation.

A threat analysis of the CESG scheme in terms of potentiatétiusion between

autonomous domains of the Election Authority.

The work presented here is not intended to provide a comfeteal evaluation of the
MCESG scheme’s suitability for implementation in the UK fpuiblection context. Rather,
the evaluations presented are exploratory, illustratingwk aspects of the UK require-
ments context which the schemes satisfy and identifyingmi@l issues that must be con-

sidered in future adaptations to the mCESG scheme priorptemmentation.

6.2 Prototype mCESG Scheme Implementation

This section describes the development of a prototype img@eation of the mCESG poll-
sterless remote voting scheme as a remote electronic veystgm. An initial step in the
evaluation process of the mCESGhemavas to develop a voting system which could be

employed for the various evaluation exercises and in pdaticthe user acceptance study.



CHAPTER 6 EVALUATION OF THE MCESG SHEME 152

The prototype was developed in Java, since this languagedeoconvenient support for
interactions within the Election Authority and between Woger and the election authority
and is a common choice for software development projectsrelere several implemen-
tation issues to be considered with respect to the protatypESG system which impact
the evaluation studies described in later sections of thapter. The design considerations

are discussed below.

6.2.1 Election Authority Implementation

Ideally, the four domains of the election authority shoudditmplemented by independent
development teams in order to mitigate the risk of inter-domtollusion which violates
the purposes of task separation. However, for the praghiegbiose of implementing a
prototype architecture for each domain, a single impleateéont is sufficient. Initially, a
generic election authority domain was implemented to cohthe secure (permissible)
communication between domains. Secure communicationmwalemented using the Se-
cure Socket Layer implementation provided in freevax. net . ssl package of the Java
language SDK. Message handling was left un-specified in¢hergc domain implementa-
tion. Each domain of the election authority implementeccgmemessage handling func-
tionality for that domain’s purpose. In order to communéatomains were required to
mutually authenticate. Thus prior to an execution of theesyseach domain needed to be
provided with the public key certificate of the domains to evhit will send and receive
messages. This operation was deliberately left as a mape&hiion such that certificates

will be exchanged via courier or similar prior to initiatioh communication.

The Registration Officer, Returning Officer and Vendor damaire required to generate
voting credential values using one-way hash functions.mjglement this functionality, a
utility generator module which accepted arbitrary striagd generated hashes represented
as integer strings of required length was implemented. fa¢ioe of credential values
was implemented using theavax. cr ypt o framework of the standard Java SDK. The

credential generation function was implemented indepenaliecryptographic hash algo-
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Figure 6.1: Gateway and Vendor domain interaction of the praotype mCESG system. A gateway

listener harvests votes from individual gateways.

rithm. The MD5 message digest algorithm was employed dutevglopment and testing,
although since MD5 is not a keyed algorithm this choice wowtibe appropriate for an

implementation of the scheme employed for live elections.

6.2.2 Provision of Available Voting Channels

To demonstrate the pollsterless property of the mCESG gaitheme, the Vendor domain
was implemented to collect votes from arbitary gateway® gdrticular gateways used to
collect votes could be specified during system configuratrdhout modifying the Ven-

dor domain implementation. Figure 6.1 illustrates the iéechure adopted for the Vendor
domain. The vendor initiates a gateway listener module witich available gateways

register.

The gateways implemented for the prototype were:

e A TCP socket listener. This gateway was most useful for éadting of the Vendor
domain functionality, since provision of a Socket gatewaydemonstrations would
require voters to interact with the socket listener. To $ataularge scale voting, a

VoteBotmodule was also implemented to collect credentials geeeiat the election
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authority and cast random votes on their behalf. The VotéBetacted with socket

gateway in order to send votes back to the Vendor domain.
e Email - a simple POP server.

e Bluetooth serial port - A gateway which listened for seriahgections on a port
used by a bluetooth adaptor on the gateway node. The gatemagsrtls received
messages to the socket gateway described above. The gatasayseful for live
demonstrations of the mCESG prototype system. A client inserface was imple-
mented for a PDA which simulated the functionality of a meljphone interface.

The client user interface was implemented using the Supea\8®K [59].

e SMS messaging - implemented using Application Programnhitgyfaces (APIS)
for a Nokia PCIMIA GSM phone card developed for the GLOSS grbat the Uni-
versity of St Andrews[32]. Text messages could be sent tg#teway node via the

phone card from any SMS enabled mobile phone.

The Vendor domain interacts with the gateways via the letemodule, which in turn in-
teracts with each type of gateway through a standardisedace. Thus, from the perspec-
tive of the Election Authority, the underlying channelsahgh which votes are collected is

transparent.

6.2.3 Credential Generation and Delivery Format

The implementation of the mCESG scheme required the chéiaesecure, authenticated
channel for communication of the voting credentials to &xétom the domains responsi-
ble for delivery. The system was designed to permit re-condiion of secure credential
channels without modification to the mCESG scheme. Chamnmglementation was un-
dertaken such that the same channel type could be used ley édmain responsible for
credential delivery. Three channels were chosen for imptegation, only one of which

constituted a secure authenticated channel:
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Figure 6.2: Secure stationary mock-up of the mCESG voting edentials. The credentials are printed to
card and then modified to convey the impression of secure stanary, similar to that used for payrolls.

The security card is modifed to give the appearance of a plaist card.

VoteBot delivery channel: This was implemented to send credentials to the VoteBot node
implemented to simulate a large number of voters. The cHavasimplemented us-
ing TCP sockets and enabled testing of the prototype agaiasje number of votes
cast without employing a larger number of testers. The \oteBceived votes from
the delivery channel and after a random delay period, casi@om vote constructed

from the credentials.

Email delivery channel This was used to conduct convenient demonstration elexudh-
out excess waste of printed credentials. The email delisfeaynel is appropriate for
use in elections where security of credentials is less itapothan convenience in
order to facilitate participation. Voters were requiregbtovide email addresses dur-
ing registration if this configuration was to be usable. Sacketup is useful for
demonstration elections, for example, like election ofsleepresentatives within
a university. The email delivery medium could be couplechwite email voting

channel described in Section 6.2.2
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(a) During Vote Casting (b) After Tallying

Figure 6.3: The mCESG prototype implementation bulletin bard. The figure illustrates the bulletin

board as used during demonstrations both during vote castig and after tallying.

A printed delivery medium This was used for demonstration of the scheme during live
demonstrations where the security of the delivery chaneetlad to be emphasised.
The printed credentials were then modified to give the agpear of payroll sta-
tionary. Figure 6.2 illustrates the mocked-up credentialsd in the user acceptance

study.

Recall that the prototype system was implemented for etialupurposes. For the user
acceptance study described in Section 6.4 and for live dstraiions, the printed delivery
format provided usable props which conveyed the purposkeottedential delivery in a

secure, authenticated form.

6.2.4 Bulletin Board

To implement the bulletin board of the mCESG scheme, a simplepage generator was
employed. The web-page listing all votes cast during thetiele was placed in a univer-

sally readable location on the node hosting the Vendor domai

Figure 6.3 illustrates the bulletin board web page empldgedhe demonstrations of the
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scheme. When the election authority generates the list tfsvcast after tallying, each
row of the tally on the web-page is colour coded by the cardidgpresented, allowing a

manual tally of votes to be computed more easily.

6.2.5 Hardware Configuration

Two configurations of the mCESG prototype implementationewdeveloped. An initial
configuration of the system employed a single node to ho&t@alldomains of the election
authority and a single gateway. The gateway chosen listeareserial port connections
over which a PDA connected to the PC via Bluetooth. A softvedient on the PDA repre-
sented a mobile phone interface to simulate employing SM&aggng to cast a vote. The
single platform configuration allowed convenient develepitesting and demonstration

of the system.

A second configuration of the mCESG prototype system wadaj@sé using five nodes to
host each of the four election authority domains and twowgags. In the second configu-
ration, two gateways were hosted on a single node, providitly an SMS and an SMTP
gateway. As per the design of the mCESG scheme the two gatevsy forwarded mes-
sages to the Vendor domain separately. Since the domaihe @i¢ction authority were
now operated on separate hosts, a procedure for trangfehnerpublic key certificates for

each domain was implemented.

Note that the prototype implementation was not modified betwdeployment in the two
alternative configurations. The configurations were als@dyic, such that additional gate-
ways could be initiated on further nodes without modificatad the system itself. Con-
figuration of the Vendor would be modified to accommodate tiditeonal gateway. The

configuration exploits the flexibility of the mCESG schemsiga.
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6.3 Requirements Analysis

The purpose of this Section is to evaluate the mCESG schenh@&saadaptations with
respect to the requirements discussed in Chapter 3 for theolHic election context.
The Section discusses the extent to which the prototypemsyailfills the requirements

identified in Chapter 3.

1. The voting system must allow a vote to be cast from an unsupeised location.

The prototype implementation of the mCESG scheme demdestiizat voting may

be undertaken from remote locations, using simple netvebdewices.

2. The voting system must minimise the number of interactions equired to cast a

vote.

To casta vote, the voter must interact with the election authoritgea The two step
adaptation to the scheme introduces an extra interactiom that a voter requests
voting credentials, authenticates and then casts a voteler that theexperience of
votingis comparable to that in the existing UK voting system.véoify a vote, the

voter must interact with the Vendor domain of the mCESG s&hewo further times.

3. The voting system must allow vote casting to occur via a rangef channels in

order to increase accessibility by a range of votes.

The prototype implementation of the mCESG scheme demdesttiaat votes may
be cast over multiple channels. The channels implemene&BiS, email, Blue-
tooth serial port (for simulation of SMS) and TCP socket (festing purposes).
Demonstrations of voting were conducted using a PDA dewceraounicating over

Bluetooth, whilst the user acceptance study used an SMSiehtor voting.
4. The voting system must not require a voter to possess specfalrpose equipment
in order to cast a vote.

The simple protocol of the scheme permits votes to be casteorange of channels.

Votes may be cast using a mobile phone equipped with SMS iegsar from an
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email account. No special purpose equipment are requirdtiiopurpose.

5. Avoting system must permit voters to express an unordered $ection of options,
within some maximum, as a vote in a Referendum SP or Closed Li®lectoral

system.

The basic mMCESG scheme permits a single option to be selastadpreference.
The adaptation to the scheme described in Section 5.5.lifgeamoter to express a
vote as several options selected from a proposal. The sitteeafote is linear in the

number of options selected.

6. A voting system shall allow a voter to express a vote as an orcg selection of

options within some maximum defined by the electoral system.

The adaptation to the basic MCESG scheme described in BécB@® permits a
voter to express a vote as several ordered options seleotedafproposal. The size

of the vote is linear in the number of options selected.

7. A voting system shall allow a voter to express two votes in a méd member

electoral system, as two unordered votes.

Provision of credentials for the two separate SP votes atemgnted in the basic
MCESG scheme may be employed to accommodate a mixed merabtral sys-

tem. The credentials may still be delivered as for the onel&Raal system.

8. An external observer of the voting system must not be able tossociate a vote
with a voter except when authorised by an election court judg, in parallel to

the existing UK voting system.

The secrecy requirements described in Section 3.4 adaptribat model associated
with postal voting for the UK context, that is, a voter will ncooperate with an
attacker in order to demonstrate how they voted. The mCE®@nse fulfills this
requirement, in that, providing that the voter does not shheir credentials with
an attacker, the attacker will not be able to learn the chaie®ter makes. The

credentials remain a secret shared between the voter dedtoealy the domains of



CHAPTER 6 EVALUATION OF THE MCESG SHEME 160

10.

11.

the Election Authority. This property holds even if the utsevote is intercepted
during communication to the Election Authority, as opposethe existing postal

voting system.

. An external observer of the voting system must not be able teekrn the value of

a vote prior to the end of voting.

This requirement refers to the inability of an external obeeto learn a partial on-
going tally of results prior to the end of voting. If an obsercould learn partial
results, voters who had not yet participated may be influgnitéerently from vot-

ers who have already cast their vote. The mMCESG scheme ninaitit@ storage of
votes and the candidate identities they correspond to atghauntil after tallying.

The tallying operation itself requires cooperation betw#®e Vendor and Return-
ing Officer domains, such that a partial tally of results aarve revealed without

collusion between these domains during tallying.

An external observer of the voting system must not be able tekarn the aggregate

or partial aggregate of votes prior to the end of voting.

The fulfillment of this requirement follows from the previu Further, since all
candidate identity values stored by the vendor are unidueeyYendor is not able to
produce an anonymous tally without the collusion of the Reegiion Officer. An

anonymous tally is of use to an attacker since results frarnessive elections may
change only marginally, enabling an observer with acceaptuotial tally to associate

each tally with a particular candidate.

The voting system must permit a vote to be traced to a voter iddity under

parallel circumstances to the existing UK voting system.

Under normal operation a vote cannot be associated withes ietause voter iden-
tities are stored by the Registration Officer domain and setldor the processing of
votes. However, in circumstances where the Vendor coogevéth the Registration
Officer, a vote cast using a particular set of credentials Ineagentified and removed

from the bulletin board of the mCESG scheme. In circumstaumdeere several votes
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12.

13.

14.

15.

are identified as being cast fraudulently, votes may be reshanonymously (if de-
sirable) from the bulletin board, since the Returning Offioay indicate to the Ven-
dor the VID values of votes to be removed, rather than thetities of the voters

themselves.

A list of voters participating in an election must be published after the an-

nouncement of results.

The mCESG scheme specifies that the Vendor domain provideagestration Of-
ficer domain with a list of VID values of votes cast. The cop@sding identities of
voters are then published by the Returning Officer, withokihg individual votes

to voters.

The voting system must accurately record the choice intentins of the voter.

The prototype implementation of the mCESG voting schema dog permit voters
to spoil their votes, that is record a vote which is not vabd & candidate. The
scheme does provide a voter with the ability to cast an ircbrvote by sending
the wrong candidate number to the Election Authority. Theeste does however
provide voters with the opportunity to check that the carreceipt value for their

candidate has been published prior to votes being tallied.

The voting system must permit voters to confirm their choice &some point prior

to final committment to the vote.

The scheme does however provide voters with the opporttmitieck that the cor-
rect receipt value for their candidate has been publishedater that the correct

candidate is published next to that receipt value after gagting is complete.

The voting system must store all votes cast without modificain prior to tally-
ing.

The accurate storage of votes prior to tallying is dependpah the implementation
of the secure bulletin board assumed for the mCESG schemasesuge authenti-

cated broadcast channel. If the bulletin board is not setthigne the Vendor domain
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is able to publish and then revoke receipt values prior tgiteg. The prototype im-
plementation of the voting scheme itself does not implentieatbulletin board in
a secure manner. However, Section 7.2.1 discusses how lileérbboard may be
implemented in a distributed manner within the existing Uiing system infras-

tructure to prevent revocation by the Vendor.

16. The tally of votes must be accurate with respect to votes sted.

The mCESG scheme publishes the values of individual votesitieng external
observers to verify the accuracy of the corresponding taitia respect to the rules

of the relevant electoral system.

6.4 User Acceptance Study

This section describes a user acceptance study conductetdtas the evaluation of the
MCESG prototype system. The study was undertaken in campunwith psychologists
at the University of Northumbria’s Psychological Aspedt€ommunications Technology
(PACT) laboratory. Design of the videotaped scenario diesdrin Section 6.4.3 was un-
dertaken by the author, whilst the organisation of focusigscand analysis of results was
provided by psychologists at the PACT laboratory. The audilen participated in the cate-
gorisation of focus group participants and the conduct cfisggroups themselves under the
supervision of psychologists at the PACT laboratory. As thesis has discussed and this

study illustrates, the investigation of voting systemsuregg interdisciplinary expertise.

6.4.1 Motivation

A substantial amount of work has been undertaken into usereptions of remote elec-
tronic voting (REV) systems. A study for the UK Office of th&eevoy investigated user
perceptions towards electronic voting systems in geneadilng that introducing new tech-

nologies into democratic structures met with only mode#t@siasm, the use of electronic
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voting was seen as more relevant than electronic partioipaystems [27]. In addition the
study found anecdotal evidence to suggest that voters ware imerested in e-voting once
the various channels had been discussed. Oostveen iratestigoter's understanding of
the security properties of voting systems [108]. The stuohgd that voters are willing to
accept statements from voting client pollsters that thatie was been successfully collected

without requiring demonstrable evidence to support thiestant [108, 109].

The study of the mCESG scheme presented here is believedituvb since there has not
been a published study that investigates voters’ acceptahpollsterless voting scheme
which permit highly mobile voting (voting can take place amyaonnected device and
in any public location) and also permits voters to confirnt tteir vote has correctly
contributed to a tally of votes. In addition, we are not awarprevious uses of scenario-
directed focus groups for evaluation of voting schemehlgpalgh ‘think aloud’ techniques

[143] have been employed to evaluate the interfaces of DREhmes [6].

Whilst the desirability of receipt-freeness has been ésdeas a desirable property for
cryptographic voting schemes, that desirability has nenbtested, and it is noteworthy
that the existing UK remote voting system, postal votingnpes a voter to construct a
receipt for their vote (by photocopying the paper ballotiransferring the paper ballot to
an attacker) and the system is used satisfactorily andadgubr UK public elections.
The study presented here investigated whether the votdrlésta understand why the
information presented to them constitutes evidence tleattbte has been counted and also
whether the provision of evidence is considered valuabledigrs. The study therefore
constitutes arexploratory evaluation which establishes qualitative results basethen
responses of participants, rather tharafidation evaluation, which would place a greater

emphasis on quantitative data.

!Disputes have arisen from the use of postal voting in the b#luding Hackney in 1998 and Birmingham
in 2004 [87]
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6.4.2 Demonstration

As a preliminary exercise before conducting the full useregtance study, the mCESG
prototype implementation was employed in live demongireti The exercise provided
an opportunity to identify issues that would be raised indbenario directed focus group

exercises described below.

The mCESG prototype was configured to the single node vedsascribed in the previous
section, using the Bluetooth connected PDA to simulate hagtiione SMS telephony
functionality. The bulletin board was displayed on an oeaidhprojector in a laboratory,
such that users could cast a vote and observe the resulteitooation. The VoteBot

module of the prototype was employed to simulate a largeraauraf voters for each user.

The demonstration occurred over two days, the first day to lneesof the School of Com-
puter Science at the University of St Andrews and the seconmdembers of the public
invited to the School for an open day. Users were providett wibrief explanation of
the motivation for the system, emphasising the inconver@enf attending a polling sta-
tion, and an explanation of how to vote. Each user was prowdé a mocked up, pre-
assembled voting credential and invited to use the PDA tbacaste. The bulletin board
displayed on the projector could then be monitored for cimgckurposes. The users were

free to discuss the voting system with demonstrators.

One particular phenomenon from the live demonstrations thagendency of users to
attempt to send their VID value to the election authority tisglif, rather than concatenated
to a PCIN value. The explanation for this behaviour is thader in the UK voting context
expects voting to be a two-step process, with authenticébibowed by choice expression.
The motivation for the two-step adaptation to the mCESG mehdescribed in Section
5.5.3 is now clear. An aspect of this potential for two stepingis that the number of
interactions to vote increases, that is the complexitygases from the voter’s perspective,

although the adaptation aids usability.
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6.4.3 Study Design

The user acceptance study was undertaken within a broadstigation by the PACT Lab-
oratory of psychological aspects of online privacy andttrd$e study employed video-

taped scenarios in order to direct focus group discussiefidib responses.

The initial objective of the study was to develop a videothpeenario which captures the
issues described in the previous section with respect tpithi@type mCESG system as
implemented. To begin this process a storyboard consisfirigree scenes divided into
thirteen images and captions was developed. The threesdtrstrate three phases of
an election in the UK from a voter’s perspective - registmativote casting and tallying.

The registration phase is unrelated to the prototype mCBES@m itself, but is included

to provide the focus groups with a complete scenario. Thistragjon phase illustrates the
voter filling her personal details (name, address etc) inieh-form. The second, vote
casting scene, covers the voter receiving and compilinqmgatredentials as described
in Section 6.2 and the casting of a vote using SMS messagirgyronbile phone as the
communication channel in a public location. The voter alsesua computer located in an
office to complete the first vote checking phase during thenec The final scene of the
scenario illustrates the online vote tallying and checldracedure. Appendix A illustrates

the storyboard that was developed for the mCESG scenario.

Once the storyboard had been finalised, a script for the soemas generated, describing
the voter’'s behaviour and actions during the three scenhs. s€ript was then passed to
a media production company, which reduced the volume inraimeomplete the three

scenes within a shorter period of time. The revised, sunsedrscript was then approved

before being filmed by the production company employinggssional actors.

The procedure for initiation and conduct of the focus grospas described in [83] and
summarised here for completeness. 304 participants freNéwcastle upon Tyne region
were divided into 38 focus groups (ranging in size from 4 tp&aple). Participants were

categorised in terms of:
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e Age

Gender

Disability

Level of educational achievement

Technical stance (technically knowledgeable and alstud#itowards technology

use).

Participants were allocated to focus groups as a resultisfctitegorisation in order to
encourage discussion. Prior to attending the focus graanpicgpants were provided with

information as to the project’s objectives.

Each focus group session lasted ninety minutes and covetedlifferent scenarios (e-
voting, shopping, health and finance), of which the e-vosngnario was first. The sce-
narios were shown to the focus group first, followed by a disen on each of the topics,
directed by a moderator who was a member of the PACT labgtatéach focus group
was tape recorded and the ensuing conversations latectfaes. The transcripts then

underwent qualitative analysis and open coded, identifgeveral categories of opinion.

6.4.4 Results

Table 6.1 summarises focus group responses to the videlsapeario which they viewed.
The focus groups were aggregated into three classificabipise PACT psychologists -
non-technical experience, technical experience and aaepdisabled group. The non-
technical and technical groups were further sub-dividezbaling to level of education
(low and high) reached. The categories listed for respoaseegrouped in terms of social

trust/security and privacy issues.
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6.4.4.1 Social Issues

Exclusion Refers to the potential for some societal groups to be urtallse the voting

system.

Social Interaction The desirability of communal properties of polling statimting sys-

tems.

Social/Moral consequencesWhether the mCESG system would trivialise voting or re-

duce sense of responsibility for the democratic process.
Convenience Whether the scheme permits voters ‘with busy lives’ to pgséte in voting.

Encourage young votersWhether the participants thought the viewed system woutd im

prove participation amongst younger voters.

Mobility The advantage of not having to attend a polling station te wahich is related

to convenience.

Motivation Whether the voting system viewed by participants would cedbe likelihood

of participation, which is related to the question of sdomral consequences.

6.4.4.2 Trust

Security That the system does not appear secure, and therefore sadusie

Verification Whether the ability to verify a vote as having been counted agpreciated

and trusted.

6.4.4.3 Privacy Concerns

Informational Refers to whether participants were comfortable with peasmformation

and voting intention being processed electronically.
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Technical Non-Technical Disabled

Topic . - o
Low High Low High Participant

14

Social Issues
Exclusion - - - - -
Social Interaction - - - - -
Social/Moral Values - - -
Convenience + + + +
Encourage young voters + + +
Mobility + + + + +

Motivation - - -

Trust
Security - - - - -

Verification - -+ + -/+

Privacy Concerns
Informational - - - - -
Physical - - - - -
Tracking/Anonymity - - - - -

Table 6.1: Results of the mCESG user acceptance study. Thelile categories positive and negative re-
actions to videotaped scenario of the mCESG scheme from fosgroups. Focus groups are categorised
according to technical experience and level of educationachievement, as well as including separate
information on a group of disabled participants. Reactionsare grouped by social, trust and privacy
issues. A ‘+’ indicates the focus group gave a positive respse on a category. A ‘-’ indicates that the
group gave a negative response on a category. ‘+/-’ indicage¢hat both positive and negative issues were

discussed by the group. No symbol indicates that a topic waohraised by a group.

Physical Whether voting in public locations was a concern in termsrofggy, which is

related to the desirability of mobility and convenience.

Tracking/Anonymity Refers to concerns as to whether a voter’s choices couldbked

via an electronic voting system.

The results illustrate a mixture of reactions to the scendrom positive, to mixed and
negative, with some groups not raising some of the issuel. aAsdiscussed in the de-

sign of the study, the conversation between participanssneaheavily constrained by the



CHAPTER 6 EVALUATION OF THE MCESG SHEME 169

discussion moderator. As such, the recurrence of themessagroups is in itself, inter-
esting, since this suggests the system raises similars$sara all participants. The video-
taped scenario elicited positive responses primarily ierusability aspects of the voting
scheme, notably the mobility and convenience, althouglfioalls groups noted concern
about whether some groups would be excluded from voting bysystem. This perhaps
reflects the fact that the scenario did not suggest that pheiNoting channels were envis-
aged, of which mobile phone voting was just one. Participaigo raised concerns about
the ‘behind the scenes’ processing of personal informadimhthe security of the infras-
tructure. The occurrence of these topics is interestingesthe scenario did not discuss
directly how voter information was handled to ensure piyvaid security, but instead fo-
cused on usability and verifiability aspects. The conceaised by the participants suggest
that the implementation of voting schemes will need to b@aganied by explanation as

to the reasons voters should accept voting systems as secure

In addition to the responses categorised as positive aratimegseveral other topics were
raised with respect to the voting system which can be corsides be assertions as to
the desirable properties for a voting system, rather thgreaific comment on the system

proposed

Transparency The inner workings of the voting system should be demonkgyélshouldn’t
be possible to mask inner workings. This was a desire raigekebhigh-education/

technical focus group.

(De-)Centralisation The control of the voting system should be de-centralisqutégent
abuse. The raising of this issue suggests an intuitive publilerstanding of depend-

ability issues and the importance of distributing trust.

Control and choice An issue raised by several focus groups was the importancseré
retaining control of the right to choose who to vote fdihe discussion of this is-
sue amongst focus groups is interesting from the persgectipollster/pollsterless
voting schemes. As discussed in Chapter 4, pollsterlessialde voting schemes

permit a voter to determine (if the voter understands théigation mechanism)
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directly that their choice has been reflected by a votingesystConversely, crypto-
graphic voting schemes require the voter to give their ahtow@ pollster which votes
on their behalf, and thus the voter does not directly retaimrol of their choice. The
discussion of this issue in the context of a pollsterlesgwgacheme, therefore sug-

gests potential for future research on the topic of votefiadlity and voter trust.

6.4.5 Summary

The user acceptance study presented in the precedingrs@a® undertaken to explore
responses to the mCESG scheme prototype implementatioalsmdvestigate voter atti-

tudes to the use of a vote verification mechanism for polegsrvoting schemes. provided
results which suggested both positive and negative resgaiasthe videotaped scenario
viewed by participants. Participants expressed serionsazas about the security of elec-
tronic storage of personal information, including pobtichoices. Conversely, the results
of this exploratory study suggest the participants apptedhe potential for a convenient
and mobile voting systems. Most interestingly, the studywjles evidence that the ability

to verify that a vote has been counted is both understood pmeeiated.

6.5 Threat Analysis

This section discusses some potential threats to the mCE&Gtype system, resulting
from both the design of the scheme itself and also the imphtatien choices discussed in

Section 6.2.

6.5.1 Domain Collusion Analysis

Table 6.2 summarises the potential for attacks should tvmeatiass choose to collude with

one another. The table also includdsd vote stuffinga possible attack should the Vendor
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domain alone choose to behave maliciously. The types aflattassible under collusion
for an attacker in control of two domains are described betogether with the steps in
the vote casting process which is attacked, as discussegtiio8 2.3.1 and illustrated in

Figure 2.3.

False Voter Registration The attacker is able to use the initiation procedure to ggaer
credentials for non-franchised voter identities. Theckttaccurs on thénitiation
phase of the accuracy model described in Section 2.3.1. Thekas made more
difficult to perform in the prototype implementation sindésaof participating voters
is published for review. The list permits checks to be madthereligibility of voters

to participate in the election.

Blind Vote Stuffing The attacker is able to cast extra votes but is not able tovtadl the
extra votes were cast for. This is an attackumte Casting The attack is unreliable

since:

e A large number of stuffed votes will need to be cast, raishegpossibility of

detection.

e The attack provides all candidates with an equal oppostwfitwinning, as-

suming stuffed votes are cast uniformly for all candidates.

e The lack of anonymity in the scheme enables voters to clgglevhen votes

have been cast on their behalf.

Intelligent Vote Stuffing The attacker is able to cast extra votes and is able to determi
the candidate being voted for. This is an attackvote Casting The attacker uses
credentials of non-participating voters to add extra vaadke final tally. The attack
is more powerful than the Blind Vote Stuffing, since the dt&anay target votes on
their preferred candidate. However, unless the attacknsbaoed with Early Tally

Leak, the attacker does not know how many extra votes to cast.

Early Tally Leak The attacker is able to obtain an on-going tally of resultfisTs a

violation of secrecy in the UK public election context, ratlhan accuracy.
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Commis-

sion

Registration | Returning Vendor Electoral
Officer Officer Commission
Registration Register extrg None VS, VS,
Officer voters Intelligent Intelligent
BBS BBS
Returning None Intelligent None
Officer BBS
Leak early
tally
Vendor Blind BBS None
Electoral None

Table 6.2: The table illustrates potential attacks that mayoccur under circumstances where one do-

main or two domains of the Election Authority choose to collule to perform an attack. The table

denotes blind ballot box stuffing (Blind BBS) where an attackr is able to cast extra votes, but not

know who those votes are cast for; violate secrecy (VS) whermn attacker is able to determine the

voter « rid « candidate association; and intelligent ballot box stufffig (Intelligent BBS) in which an

attacker is able to cast votes whilst knowing the value of thee votes.
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Voter Privacy Violation Permits an attacker to determine the choice of candidatéea vo

made.

The CESG election authority was deliberately distributeéd autonomous domains in or-
der to prevent the attacks discussed above from occurririt. té exception of Blind Vote
Stuffing and False Voter Registration, the attacks destribguire the collusion of two do-
mains in order to operate and the limitations of the no-sidin attacks are described above.
The distributed domain approach yields better propertias the monolithic Election Au-
thority proposed for the CESG scheme, since collusion isired for the more serious

attacks.

It may be noted that collusion between the Vendor and anyr atbmain in the election
authority is a particular source of vulnerabilities. Sewtv.2 in the next chapter examines

potential adaptations to the Vendor domain in order to ratgghis potential threat.

6.5.2 Denial of Service

The mCESG prototype implementation is vulnerable to bothriral and external Denial
of Service (DoS) attacks. A DoS attack prevents some seogeeating, typically through
the prevention of access to some necessary resource. §eedad consequences of a DoS
attack varies in the mCESG prototype implementation. Tédsisn describes the potential

attacks.

Internal DoS attacks refer to domains of the election aitth@rhich do not function as

intended. Internal DoS may occur during:

Initiation During initiation, all the domains collude in order to geserand deliver voting
credentials. The current implementation is dependent laih@ldomains operating

in order for initiation to be successful.

Vote casting The Vendor domain may choose to ignet€ : pcin values received via the
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gateway, although unless collusion occurs with the Retgri@fficer domain, the

attacker is not able to determine whether it is refusingulseftes or not.

Tallying The Vendor domain or the Returning Officer domain may refasmtiaborate to

produce the final tally of results.

Alternatively, DoS attacks may originate out with the el@ctauthority, either through in-

terception of voting credentials, if the secure, authetéid assumptions of the delivery
channel are violated; or during Vote Casting, through the@ntion of vote transmission
via advertised channels. An attacker may either flood vathmgnnels with a large number
of incorrect vote values, or alternatively damage the siftacture on which voting chan-
nels may depend. Section 7.2 discusses the potential fptinddéhe basic nMCESG scheme

to improve resistance to DoS attacks.

6.5.3 Voting Channels

The implicit design assumption of the vote casting chanisdlsat a voter’s identity cannot
be extrapolated from the channel on which they cast a voteueder, the reliability of the

assumption depends on either:

¢ the gateway implementations functioning honestly and atbiding with the vendor
domain by providing traffic information associated with aevavhich may identify
a voter such as email address, or mobile phone number. Bhkissrimitigated by
the use of simple devices (enabled by the pollsterless sehesimce voters are not

required to use devices associated with themselves in todete.

e the proportion of voters using channels with which they ase mormally associ-
ated. Voters who choose to vote via SMS, may use another enplhdne; votes cast
via email may be sent from temporary email accounts set uphéywaoter for that
purpose only or use an anonymous remailer to send the eratek gast using touch

tone telephony is performed on a public kiosk telephonégrahan the voter’'s home
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or office phone. This ability to use virtually any networkesl/ate to vote is associ-
ated with the pollsterless property of the mCESG schemiggrahan the underlying

implementation.

Whilst educational efforts might be used to encourage sdiemuse a range of potential
devices to cast a vote, a direct alternative may be to mod#yoperation of the Gateway

Handler such that it operates outwith the Vendor domain arahaanonymous channel.

6.5.4 Credential Delivery

For the mCESG scheme, the secure, authenticated channadrethe election authority
delivery domains and the voter is necessary to ensure teatotier's vote remains private
and that an external attacker is unable to cast a vote on te€s/behalf. If the properties

of the delivery channel are violated, an attacker may cheossther allow the voter to

vote, in order to surreptiously learn their choice, or aliédively cast a vote on the voter's
behalf.

Although the division of credential delivery into two taskgrimarily intended to prevent
vote stuffing and privacy violations by the election authyran additional benefit is that
an external attacker is required to violate the propertfes/o delivery channels in order

to obtain access to the voter’s credentials.

The use of tamper-evident stationary for credential defiygovides a reasonable imple-
mentation of a non-electronic secure, authenticated elglighannel, since the voter may
detect that the privacy of their credentials has been \adland request fresh credentials or
else, resort to a polling station voting system. The usessf $ecure delivery channels may
be appropriate where the inconvenience or expense of emglegcure payroll stationary
is unjustified. We note the common use of email to deliver nemes and passwords to

users for non-security critical accounts, for example.
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6.5.5 Bulletin Board Implementation

The bulletin board implemented for the prototype mCESGesyists rather primitive, since
it lacks mechanisms to prevent the Vendor from retractiidgralues once published. Note
that this is a vulnerability of the implementation, rathean the scheme, since the scheme
assumes the presence of a secure bulletin board as a uhbredcast channel in common

with a range of existing cryptographic voting schemes.

6.6 Summary

In order to evaluate the mCESG scheme it was necessary ttoractres demonstrable pro-
totype implementation, the features of which are discugs&ction 6.2. The evaluation
of the mCESG scheme provides a formal consideration of themses suitability for use
in the UK public election context; a threat analysis of csituns between domains within
the election authority and a user acceptance study incatipgrboth live demonstrations
and a focus group study using videotaped scenarios. Theugaevaluations raise further

issues for study which are discussed in the following chapte



Chapter 7

Future Research Directions

Overview

The preceding chapters formalised, adapted, implementeevaluated the mCESG scheme
as a prototype voting system. This chapter examines someeftésearch possibilities that

arise from the evaluation of the mCESG prototype system.

7.1 Introduction

As the framework and context survey described in Chaptdu&tihte, the field of voting

systems is necessarily diverse, with on-going work ingastng the requirements, voting
schemes and implemented systems for a multitude of cont@kte contribution of this

work has been an exposition of a new, pollsterless classwftevoting schemes, together
with a prototype electronic voting system implementatisithin the discussed framework.
Pollsterless remote voting schemes are a relatively newpabticly untested approach
to achieving the requirements of the public election cant®ollsterless schemes which

provide voter verifiability have not been employed for alaas in the United Kingdom.

177
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The sections of this chapter are structured as follows. kti@e 7.2 the limitations of

the mMCESG scheme and implementation identified in Chaptex fegiewed and possible
improvements to the scheme are proposed. Section 7.3 desctiee prospect of conducting
pilots for various contexts using the mCESG REV scheme. TWiara of the proposed
future work is necessarily speculative, however, the psedotopic areas do provide a

feasible outline for a substantial research agenda.

7.2 Further Adaptations to the mCESG Scheme and Im-

plementation

Chapter 6 identified several limitations of the mCESG schanteprototype implementa-
tion. To remedy such limitations, either the mCESG schemst ioel extended through the
incorporation of an adaptation further to those describeSldction 5.5, or else the imple-
mentation decisions made for the prototype system must-beal@ated for suitability and

other potential candidates investigated.

When proposing further adaptations to the mCESG schemsjdmmation must be made
of the consequences of the adaptation for the fundamenlistgrtess properties of the
scheme (verifiability and mobility), together with an exaation of the potential conflict

between multiple adaptations being incorporated into theme simultaneously. Whilst
several individual adaptations were investigated in $adii.5, the prospect of combining,
say, the receipt free and ordinal adaptation was not iryat&td. Whilst the ease of adap-
tation of the mCESG scheme demonstrates its considerakibility and thus potential

suitability for a diversity of contexts the potential cooflbetween multiple adaptations is

uninvestigated and represents by itself a considerabéarels topic of interest

This section examines three potential adaptations to theE®@scheme which remedy
limitations identified in the system evaluation in Chaptel6Section 7.2.1, a proposal for

implementation of the secure bulletin board without emplgyextensive cryptography is
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proposed. In Section 7.2.2 a consideration is made of theppist of re-implementing the
Vendor domain in a manner which mitigates the potential tdlusion between domains
as discussed in Section 6.5.1. Finally, Section 7.2.3 exesm strategy for mitigating the

potential for external denial of service attacks affectingh risk voting contexts.

7.2.1 Distributed Bulletin Board

A limitation of the mCESG implementation identified in Chaip6 is the primitive imple-
mentation of the bulletin board. The formalisation mCESkesne assumes the availability
of the bulletin board as a universally accessible, securadmast channel, such that mes-
sages written to the bulletin board are accessible by diigizeints in an election. The use
of such a artifact prevents the Vendor domain attemptingttr kdeny messages it wrote to
the board, theid values and candidate identities. However the precise fdtmedoulletin

board is left unspecified in the formalisation.

An implementation of the bulletin board for the prototype B system employs a web-
page server for the role. The prototype is an unsatisfactopjementation of the scheme,
since the Vendor domain is able to edit the web page publisbetesired. The web page
publishing mechanism serves only as a suitable demomstratedium for the bulletin

board, whilst a more secure approach is required for anyspiliothe mCESG scheme.

To improve the mCESG scheme it is proposed that an implementaf the bulletin board
be specified as a component of the scheme. The bulletin boald lbe implemented with-
out cryptographic techniques employed to ensure the acgwfahe board, since the bul-
letin board is only required to commit tad values which the Vendor domain publishes.
As such, it is proposed that several autonomous domains itlittiee election authority
monitor the values published by the election authority. @bmains could represent me-
dia organisations which currently provide a similar infanole in the UK public election
context by relaying results of elections as they are annedinélternatively, the Vendor

domain could be required to establish secure channels tyadedomains nominated by
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candidates or other interested parties in the electionh Bamain could maintain a list of
rid values it has observed. Further, selected domains coulducbfurther communica-
tion between each other to check for discrepancies betwatsrog-id values provided to
different domains. Voters may choose to check the presehiteio rid value on a set of

the domains which they trust such as sympathetic partiesisted media outlets.

7.2.2 Distributed Domain Implementation

The collusion analysis described in Section 6.5.1 notegdtential for vulnerabilities to
emerge in the mCESG scheme should the Vendor domain in plartisecome corrupted
and co-opt one other domain in the election authority toigpete in an attack. Further,
the Vendor domain is particularly capable of performingragiinal denial of service attack,
either during initiation, vote casting or the tallying phasf the mCESG scheme. Under
such circumstances the mCESG election authority reveitsetgroperties of the flawed,

monolithic architecture proposed for the CESG scheme.

The design of the election authority in the mCESG scheme d&ibatate attempt to model
the infrastructure of elections in the UK, the context folietithe scheme is designed. The
scheme deliberately does not attempt to incorporate aiseparameter in terms of the
number of corrupt election authorities required to violséerecy or the accuracy of tally,
as is the approach of a number of cryptographic schemes [®4]1 Such an approach
requires the availability of sufficient independent orgations to host the domains, whilst
the mCESG scheme is designed to operate in parallel withiedxisting public election
voting system. Each domain in the mCESG scheme has a condisgarganisation able

to host it and each domain is labelled to indicate the appatghost.

However, the Vendor domain of the election authority is theraaly to the motivation
described above, since the UK infrastructure does not ptahe possibility of multiple
Vendor domains being implemented within the election attyhdSuch an approach might

have two potential advantages if only a subset of functig®Mandor domains are required
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to operate, as:

e multiple Vendor domains provides a parameter for the diffycof performing a
successful internal DoS attack from the Vendor domain im$sof the proportion of
Vendors that must be corrupted in order to prevent correatgaredentials reaching
a voter. An election organiser is able to utilise the sewicksufficientt Vendor

domains to prevent the DoS attack from successfully opegati

e an attacker would need to corrupt some sub-set of the Venolo@aohs in order to

conduct vote stuffing attacks.

The first advantage of employing multiple Vendor domains ip@ybtained through the
use of multiple identical Vendors. The set of Vendor domainist agree on a common key
set for the generation of credentials, for example usingyakgeement protocol [90]. The
initiating domains of the election authority, Registratend Returning Officer, pass initia-
tion values to alk Vendor domains. Each Vendor computes the values requireif and
returns these to the delivery domains, the Registratiorc@ffaind Electoral Commission.
The problem of identifying correct output values if some @ams differ is then equivalent

to the Byzantine Generals problem [79].

To obtain the second advantage of employing multiple Vendorprevent vote stuffing
attacks, it is necessary to divide up the responsibilityeidors betweearedgen-Vendors
which compute credential values apdblishers-Vendorghich interact with the bulletin
board to publish credentials. In this scenario, gatewaypsdal voting credentials to all
k credential generators. Each credential generator prgdarceid value for the received
vote and forwards the value to the publisher-Vendors. Theigher Vendors agree, again
using Byzantine general techniques, when a credential éas keceived from sufficient
credgen-Vendors to be published. Figure 7.1 illustratestimbination of two approaches

described here for distributing the role of the Vendor domai

Potentially, employing multiple domains might also be us&$ prevent violations of vote

secrecy, as distribution of Vendor domains reduce the piatdar intelligent vote stuffing



CHAPTER 7 FUTURE RESEARCHDIRECTIONS 182

2ad Y5 péin st Vs rid,

publish | | publish publish

vendor,| |vendor, vendor,
A A

cid, id, cid,

credgen| |credgen credgen

vendor, | |vendor, vendor, credgen| |credgen credgen
vendor,| |vendor, vendor,
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(a) Credential Generation (b) Vote Collection

Figure 7.1: Distributed Vendor domain architecture. The diagrams illustrate credential generation
and the collection of votes in the revised MCESG scheme. Thangle Vendor domain of the mCESG
scheme is distributed intok credgen-vendors andk publisher-vendors domains. During credential
generation, the initiating domains pass input values to alvendor domains, which in turn send outputs
to the delivery domains. In the event of a discrepency, the dieery domains then adopt a policy to
decide which received credentials to employ. During vote ading the gateways which collect votes,
forward voting values to each of thek credgen-vendor domains, which in turn pass-id values to all of
the k publisher-vendor domains. The publisher domains then empy Byzantine General strategies to
decide when sufficient credgen-vendors have announced régeof a particular vote before publishing

that receipt.
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attacks, from within the Vendor domain. However, such arptateon would require the

use of more complex cryptographic techniques such thatnglesendor domain obtains

the complete set of voter credentials for any one voter. Tight be achieved using
secure multi-party computation techniques similar to #ddpted in [85], for example,
although an implication of this approach is that a voter mayrdquired to assemble a
voting credential fromn > 2 rather than at present 2 components and as such may be

impractical.

7.2.3 Distributed Election Scheme

The threat analysis conducted in Section 6.5.2 noted tbahtbESG scheme is vulnerable
to DoS attacks, both internal attacks originating from mmadtioning or malicious domains
of the election authority, or from external attacks whickadile available voting channels,
through excessive network load, for example. The previegtian discusses adaptations
to the mCESG scheme which reduce the opportunity for intddo& attack to originate
from the Vendor domain. The threat analysis notes how thegeent of multiple voting
channels reduces the potential for conducting external®@t8ks, since an attacker needs
to disable multiple channels deployed across multiplefqiats in order for the attack to

prevent all attacks from successfully operating.

An alternative strategy for mitigating the consequenceBa$ attacks is outlined in this
section. So far, the mCESG scheme has envisaged a singli®elaathority for the con-
duct of a given election. That is, the responsibility foristgtion of voters, nomination
of candidates, processing of votes and generation of thietéithaof votes is all conducted
by a single set of domains, albeit domains distributed arsbagtonomous organisations.

This approach to deployment provides a single target fottacker to focus on.

A common strategy to mitigate the consequence of extern& &ttacks is to distribute
replicas of a service’s functionality such that even if a-sebof services are attacked, the

overall service remains largely unaffected. For publicitms employing paper ballots
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and polling stations, the replication occurs on a hieraahgeographic basis, where an
attacker must close a large number of polling stations ireofdr the attack to have a
serious consequence for the result of an election. In suchrostances, some contexts,
for example in some areas of the United States, a voter mayacade at a polling station
to which they have not been formally assigned. This repboastrategy is modelled in
several cryptographic schemes, either hierarchicallhimugh multiple replicated voting

services, most notably [9, 71, 117].

A useful adaption for the mCESG scheme, then, would enablepieelection authorities
to be deployed for an election, with a discrete partitionhaf ¢lectorate formally assigned

to each election authority. Such a setup would require jgsliand mechanisms to govern:

¢ the release of partial tallies from election authoritiesmby be either desirable or
undesirable for a single election authority to reveal theiglatally on the total tally
for which it is responsible. Publishing a partial tally mag bndesirable because
it provides evidence to an external observers of the preéex® of a particular set
of voters (potentially violating secrecy). Converselypfpshing partial tallies may
be considered desirable in other contexts in order to peokgédassurance as to the

accuracy of a complete tally.

e the transfer obid : pcin between domains, where a voter accidentally or intention-
ally uses a voting channel assigned to another electioroetyth Mechanisms for
transferring or buffering votes of election authoritiesosh service is temporarily
reduced would further improve the robustness of the mCES$®@rse to withstand
DoS attacks.

7.3 Pilot Elections

One of the most curious phenomenon of published voting sekesthe lack of live trials

of the schemes in pilots. Although schemes have been trinledme limited contexts,
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including the CESG scheme employed for public electiontpila the UK [45]; pilots
conducted in Europe via the True-Vote project [107, 109y #re Sensus scheme (based
on blind signatures) implemented and piloted for use inextidrganisation office bearer
elections [28, 29, 30], the use of formally specified votimemes for public elections
is relatively uninvestigated, despite the plethora of seb® proposed. Conversely, voting
systems which employ technology not based on explicit ggthemes with demonstrable
properties enjoy widespread use for voting in a variety ofterts, sometimes controver-

sially [64, 77, 131].

This section outlines a proposal for studying the mCESGrsehguring live pilots to pro-
vide both guidance for future adaptations and also to peoexjperience of conducting

research into pilots employing cryptographic schemes &permissible.

7.3.1 Research Questions

The conduct of new voting scheme pilots within a researchestmequires sound research
questions. The following questions for investigation ai@yoesed here, either with respect
to the mCESG scheme, but with wider applicability to crypégaic voting schemes and

their implementations.

Usability

1. What considerations for voter access and input errorstawelld be made when im-

plementing remote voting schemes?

2. Would a two step voting scheme prove more acceptable aygdhat is authentica-

tion followed by vote casting rather than a one step process?

3. What character sets and lengths of text strings are addepand less error prone

than others?
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4. Do specific vote casting technologies, such as SMS/letehave an impact on the

usability of a voting scheme?

Acceptability

1. Is the provision of a vote checking mechanism sufficiergrisure that voters trust

the system to count their votes and that their own personealremains secret?

2. What proportion of a target electorate will wish to vateltheir vote by means of an
electronic bulletin board? What are the influences on a ‘gotellingness to validate

their vote?

The first usability research question provides a more ekxte@ssessment of the mCESG
scheme than has been conducted here, with implicationsufaref proposals for voting
schemes. The mCESG scheme itself specifies a simple uséagat@hich accepts strings
of input characters from the user, without any further pssagy. However, the scheme
does not preclude the use of more complex interfaces to suippait for voters with par-
ticular disabilities where necessary, or to reduce padéfar incorrect vote entry. Factors
addressing data entry error-rates have been investige®éd137], however voting, partic-
ularly in public elections provides a new context which maydian impact on usability.
The second question is designed to investigate the usskibi¢he two-step voting adapta-
tion proposed in Section 5.5.3, which was intended to accodate the “mistake” made by
voters during live demonstrations described in Sectior26.#he third usability question
considers the possibility of increasing the characteraetdting credential values. Whilst
the use of an increased character set may partially limawvadable voting channels (touch
tone telephony channels may be unusable for alpha-nunteracter sets, for example), a
larger range provides greater security of voting credéntiy increasing the difficulty of

guessing a credential value, without the need to increasketiyth of the credential values.

The proposed investigation of acceptability extends tbatacted for the mCESG scheme

described in Section 6.4. Whilst the scenario directeddagroup methodology provides
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some results as to the usefulness of providing voters wifsseirance as to the accuracy of
a tally of votes, the conduct of a pilot would provide evidefar the basis of a live election.
Further, a pilot would enable the examination not only of thiee voters understand the
checking mechanism, but also the proportion of votersyikelparticipate in checking the
vote. This would provide an estimate of an election authesitikelihood of detection in

the event of malfunction or deliberate corruption.

7.3.2 Target Context

A difficulty of conducting research into the suitability adting schemes whilst simultane-
ously operating a pilot is that the researcher has an ettéspbnsibility to ensure that the
results of the pilot election are obtainable, regardlesstwther the implementation of a
particular scheme was deemed to have failed in the contdkieatesearch. Voters cannot
be used as “guinea pigs” for poorly designed or implementdgthg schemes. The con-
flict between conducting a “pilot” using a live election amé tdemand for “nothing to go
wrong” by election administrators is particularly acutetlie conduct of public elections,
particularly in circumstances where the control of goveentbrmay change as a result of

mistakes attributable to a voting system.

In addition to the high “conversion” risks, mistakes or maved failures of new voting
systems may encourage election administrators to refusmgb pilots in future, mak-
ing examination of the impact of new voting systems over sssive elections difficult
to measure. In the UK, for example, pilots equivalent to ¢hasnducted using new voting
systems in 2002 and 2003 were cancelled for 2006 becauseestaiyed lack of impact
on turnout, despite only limited testing of the pilots andaekl of experience of the new
systems by the electorate [42]. Similarly in the US, criné®RE machine based systems
argue that such devices increase residual rate votesstthet proportion of votes cast for a
particular race compared to the total votes cast at one tiomapared with optical scan or
paper ballot based system, citing evidence in presideziBations between 1988 and 2000

[2]. Conversely, opponents cite evidence that DRE machiaedower residual rates than
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other systems in the 2000 election, suggesting that the &$oehte were becoming more

experienced with DRE machines [11].

To avoid the difficulties described above, it is proposed @ahaoting context is selected for
conducting pilots that has similar, if not identical, regunents to the UK public election
context, for which it will be possible to conduct pilots ugithe same electorate more
frequently. An ideal candidate for such a pilot study woullthe election of student

representatives, since such a context provides:

A similar requirements context to UK public elections imtarof secrecy and accu-

racy requirements.

Reduced costs of deployment, both in terms of time and finance

Frequent election cycles for the same electorate - oftee ontwice a year, permit-

ting an identification of trends in voting system usage.

A lower “conversion” risk threshold.

Itis not argued here that the results of elections conduotedoose student representatives
are not important, however it is argued that the conseqsaica failure of the voting sys-
tem are less severe than for an election conducted to chqmsdaia representative such as
a Member of Parliament. Further the contrast between thibattts of a student population
and the electorate in the public election context must bsidened when evaluating results

from a study.

7.4 Summary of Future Work

This chapter has discussed future possible extensions teslearch work described in this

thesis. The flexibility of the mCESG scheme gives rise to theemtial for a number of

1The author of the study noted that it was partially funded bgting systems vendor that produces both

DRE and optical scan based systems.
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adaptations to compensate for the limitations identifie@hapter 6. This chapter also pro-
vides an outline motivation for the conduct of pilots usihg implementations of proposed
voting schemes and justifies the use of student organiseksmtions to conduct these pi-
lots, at least when employing early implementations of neting schemes. The final
chapter of this thesis reviews the work described in theipusvwchapters and discusses the

potential for new voting schemes in the future.



Chapter 8

Conclusions

Overview

The preceding chapters have described a framework for stasteling the relationship
between the various diverse research efforts in the fieldeatr®nic voting and demon-
strated the framework through the description of a novelotenelectronic voting scheme,
MCESG. This chapter reviews the work so far described arexaaines the thesis hy-
pothesis explained in Chapter 1. The chapter concludes-ligraging the significance of

context when designing or selecting voting systems foragpéent.

8.1 Review of Chapters

This section reviews the individual contributions of thegeding chapters of this thesis:

Chapter 1: Introduction  The topic of interaction between voting and voting techgglo
was introduced, particularly with respect to the role of porer science in voting technol-

ogy. The motivation and contributions of this thesis werplaxed together with the core

190
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hypothesis describing the significance of context whenuatalg voting systems and the

suitability of pollsterless schemes for implementatiothi@ UK context.

Chapter 2: Voting and Technology The interaction between voting and technology was
elaborated, providing an illustrative history of techrgt@l use in public elections. The
chapter introduced a layered framework for integratingwagous research efforts into
voting systems, distinguishing between contexts, requergs, schemes and systems. The
chapter provides a survey of the various research effogwnan terms of contexts, re-
quirements, schemes and systems to illustrate the sitiyatilthe voting framework for

integrating research efforts.

Chapter 3: Requirements for UK Public Elections The UK public election context
specific requirements for voting systems was describedrms@f motivational require-
ments; the electoral systems to be accommodated and thexgeurd accuracy require-
ments specified by electoral law. The chapter notes that avoéng system is required
to both improve the convenience of voting and fulfill the éxig requirements of voting

systems in order to motivate change.

Chapter 4: Pollsterless Remote Electronic Voting SchemesThe notion of pollsterless
remote voting schemes was introduced. The origins of tha terd the advantageous
properties of pollsterless schemes with respect to thenagents of UK public elections
were described. The chapter described two pollsterlessvses (Malkhi et al and CESG)

noting the advantages and flaws of both approaches.

Chapter 5: The mCESG Pollsterless Remote Electronic Votinggcheme The notion
of pollsterless voting schemes was developed by demoimgjthtat the flaws of the CESG
scheme (monolithicity, lack of voter verifiability) coul@lworrected without loss of the ad-
vantageous properties of the scheme (mobility, simplicifjhe chapter demonstrated the

flexibility of the mCESG scheme by detailing several adapiat to fulfill alternative re-
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quirements of the UK context. The range of adaptations avkslfor the scheme illustrated

that mMCESG represents a class of pollsterless remote v&thmgmes.

Chapter 6: Evaluation of mMCESG Scheme This chapter reviewed the novel pollsterless
remote voting scheme mMCESG through several methodologieanalysis of the mCESG
scheme with respect to the requirements for UK public edestidescribed in Chapter 3;
threat analysis, including a collusion analysis; and a aseeptance study employing sce-

nario directed focus groups.

Chapter 7: Future Research Directions The potential for further research employing
the mCESG scheme was demonstrated, both through outliiediuoér adaptations to cor-
rect the limitations discussed in Chapter 7 and also thevawtin and target context for

conducting pilot elections with the scheme.

8.2 Assessment of Contribution

The contribution of this thesis to the field of voting systamgeneral and voting schemes

in particular are as follows:

e A novel class of pollsterless remote voting schemes, mCEBiGhypermits votes to
be cast via any simple networked device. The specificatiah@&tcheme demon-
strates that it is voter verifiable and mobile. Additionatlye scheme specification
includes a number of adaptations which demonstrates itifiéx with respect to

different voting contexts requirements.

e A layered framework into which the various diverse reseafébrts into voting sys-
tems may be understood. In particular, the approach segarating schemes from

the systems which implement them, permitting requiremierte established against
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voting contexts, but evaluated against voting schemdserahan the far more com-
plex voting systems which implement them. The task of im@etation then be-

comes one of ensuring correctness with respect to an abgttany scheme.

e A discussion of the requirements for the UK public electiontext, with respect to
the requirements expressed by CESG and the UK'’s electavaddaa model against

which a suitable voting scheme can be evaluated.

e A comprehensive evaluation of the mCESG scheme, both wsfheie to the require-
ments identified for the UK public election context, but alsa a user acceptance

study employing scenario-directed focus groups.

8.3 Review of Hypothesis

The original hypothesis of this work stated that voting suhe and systems must be un-
derstood within the wider voting context into which they aeployed; and that a novel
class of pollsterless voting schemes are particularlyabletfor the UK voting context.
To support this argument, a novel class of pollsterlessngasichemes were established
with respect to requirements identified for the UK publiccéilen context. A prototype
remote voting system was developed from the scheme desighsvaluated with respect
to identified requirements. The novel scheme proposed ®iJtk was demonstrated to
be adaptable and flexible with respect to the variation imiregnents that may occur even
within the UK public election context. In addition, a usecaptance study was undertaken,
which illustrated both the potential benefit of the pollkss voting system for enchancing

convenience and mobility of voting as well as the concernsotdrs.

The work described in this work then supports the hypothésisvoting systems must be
considered in context, and that the UK voting context isadilé for a remote, pollsterless

voting system.
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8.4 Concluding Remark: The Importance of Context

The extract at the start of this thesis is taken from a chapighich Mill argues against the
introduction of ballot papers and boxes because of the pgorethat the electorate, who at
the time formed only a small, wealthy subset of the poputatiad a responsibility to the
wider public, beyond individual interest. By requiring a&oto announce their choice they
were also required to explain and justify it. His abhorenicéhe notion of postal voting is
not that a voter should not be influenced, but rather that sheyld be influenced in their
choice by the needs of the wider public. Whilst historicllijyl was on the losing side of
the debate, he was arguing for a voting system which fittedeteirements of the context

in which Members of Parliament at the time were elected.

As computer scientists, our responsibility is to ensure tha voting schemes and sys-
tems we design, implement and analyse must be viewed in thiextan which they are

employed.
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Glossary

A

Anonymity  With respect to voting schemes, anonymity refers to theilityabf an ob-

server to determine the identities of voters participaiimgn election.

B

Ballot Voting system implementation and record of a voter’s chicee).

Balloted Voting System A voting system which does store a collection of votes irdiivi

ually prior to tallying.

Ballotless Voting System A voting system which does not store a collection of votes

individually prior to tallying.

Blind Signature Scheme A voting scheme in which &linding layer of encryption is
applied to a vote, prior to ®alidator applying a signature. When the blinding
layer is removed from the vote, a signature for the vote magtitained from

the signature applied to the blinded vote.

Bulletin Board A cryptographic primitive which models a secure public lotoast chan-

nel.

210



GLOSSARY 211

C

CESG Formally Communications and Electronic Security Group,dbmmerical arm
of GCHQ, the United Kingdoms telecommunications intermepagency. CESG
conducted a study into electronic voting requirementsterdK and proposed

a potential security mechanism.

Coercion Resistance A property of some remote voting schemes, in which an externa
observer is unable to determine (after the fact) whetherter\aarticipated in

a particular election.

DRE Direct Recording Electronic. A type of voting system teclogy typically
employed in a polling station, which presents voters withicks on an touch

screen interface and records choices on electronic media.

EAC Election Assistance Commission. US federal body resp&a&b distributing
HAVA 2002 funds and specifying new federal voting systenmdeads.

El Gamal A public key crypto scheme with homomaorphic properties.

Election The execution of the rules specified by an electoral systaordimg to some

initiation parameters (candidates, voters etc).

Electoral Commission An organisation common in many states responsible for some
administration of elections. In the United Kingdom, theditegal Commission
monitors campaign spending, specifies constituency boigsdand conducts

research into alternative voting systems.
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Electoral System Set of rules under which define how votes are cast and countehf
election. Examples include:
e Single Member Simple Pluarality(SMSP)
e Multi Member Simple Plurality(MMSM)
e Single Non Transferable Vote(SNTV)
e Single Transferable Vote (STV)
e Closed List (CL)

e Open List (OL)

Electorate The collective term for the eligible voters in an election.

F

FEC Federal Election Commission. US federal body responsimes$tablishing
Voluntary Voting System Standards in 1990 and 2002. The ladgtyadminis-

ter campaign finance reporting for US public elections.

Franchise The criteria by which a voter’s eligibility to participata an election is de-

fined.

H

HCI Human Computer Interaction - a field in computer science.

Homomorphic encryption scheme An encryption scheme for which for plain text op-
erator@ and cipher text operatap the propertyE(a) x E(b) = E(a & b)
holds.
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ICHR International Convention on Human Rights.
ISO International Standards Organisation.

M

MAC Message Authentication Code.

Mix Net  Cryptographic primitive which may be employed as an anonysrainannel.

O

Optical Scan A class of voting technologies in which paper ballots aresed for marks
made by voters to indicate choices. Marking devices vargnfiofra-red re-
flective inks to ordinary ink marks which a scanner is ableistinguish from

background colours.

P

Paper Ballot Class of voting technologies on which choices are markedeagts of pa-
per and counted by hand. Paper ballots may be pre-prepamddiion organ-
isers to list nominated choices, or else prepared indiVigbg a voter. Paper

ballots have recently been proposed for combination witfeDfachines.

Personation Attack on the accuracy on an election in which a voter’s idging used by

another to cast an illegal vote.

Public Key Infrastructure A cryptographic technology to support the secure distribu-

tion of public keys.



GLOSSARY 214

Punch Card A class of voting technologies in which a vote is marked onral ¢allot

R

by punching through pre-scored holes. Votes are counteddsvige which

checks for holes (using a light sensor) in pre-programmesitipos.

Receipt Free A voting scheme which does not provide a voter with a tramadfier proof

of how they voted.

Requirements Model A methodology for the capture of requirements from a votiog-c

REV

RSA

SMS

SSL

text.

Remote Electronic Voting. A type of voting system which pesmwote casting

from an unsupervised location using electronic commuitnathannels.

Rivest Shamir Adleman. A public key crypto scheme.

Simple Message Service. A common messsaging applicationdbile phones.

Secure Socket Layer. Secure protocol in common use, for geato secure

HTTP comunication.

System Indistinguishability In terms of secrecy requirements, system indistinguighabi

ity refers to a property of a voting scheme in which an obsecamnot dis-
tinguish between two voting schemes in which two voters sivap/otes they
cast. The definition avoids the difficulties associated witBuring secrecy in

the presence of unanimity of votes.
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T

TGDC Technical Guidelines Development Committee. A committethe US EAC
responsible for developing the VVSG standards for votirgjeays.

U

Universially Verifiable A voting scheme which provides the external observers of an

election to determine whether a published tally is accurate

\%

Vote Electoral system level description of a voter’s choice,stained by the prop-
erties of the electoral system and the constraints on vangamade by us-
ability requirements.

Voter Agent permitted to participate in one or more rounds of \@ptman election.

Voter Verifiable A voting scheme which permits a voter to confirm that theirevoas

been incorporated in a tally. The verification may or may retdxeipt free.

Voting Context The circumstances in which a vote takes place. The votingegbpro-
vides a set of requirements to be fulfilled by a voting systeeduo conduct

the vote.

Voting Privacy With respect to voting schemes, privacy refers to the iitgihd associate

a vote with a voter participating in an election.

Voting Scheme An abstract description of a voting system which implementet of

requirements for a particular voting contexts.

Voting System Collection of technologies, media and processes that imgie a voting

scheme.



Appendix A

User Acceptance Study Storyboard

The storyboard below illustrates the storyboard used teldpuwhe videotaped scenario for

the user-acceptance study of the mCESG scheme discussedionss.4.

1.Having moved house, Natasha deci(
to register to vote at her new local authg

ity online, rather than by post.

CESG Dnline Vorer Roaistratisn Foos - Mozils Firstas

Y our new registration.

Alsentee Voting

j@&sNatasha fills in a form online, using th
DIFegistration document sent to her hou
She decides to request electronic vot
credentials because she may be busy

polling day.

e

ng
on
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& CESG Online Yoter Registration Forn - Mazilla Firefox

ster calline

3.Natasha checks the box to indicate t
she has understood her legal obligatiq

before clicking submit.

hdt Two separate voting credential dog
meents arrive in the post. This helps pr
vent the credentials being intercepted

a fraudster.

u_

by

POLLING CARD

5.The voting credentials are sent as t
separate documents polling card anc

security card (top right).

POLLING CARD

Electronic Voting Credentials

Voter Number:

VM6.Natasha removes the protective tabs
I the polling card and sticks the secur
card where indicated, to reveal the co
plete Voter Number and Candidate Nur

bers.

on
ty
m-

m-
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7.0n her way to work, Natasha opens hel.In a few mintues, a confirmation mes-
polling card to cast a vote, using her mosage arrives at Natasha’s mobile.
bile phone. She types her Voter Number
and the Candidate Number of her choice

into an SMS message.
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9.Natasha sits down at her desk at wgrk.0.Natasha checks that the Respopse
She works in an open plan office, wher&lumber next to her chosen candidate
one colleague sits near enough to see|h@n her voting credential has been pub-
screen. lished on the election’s webpage along

with those for all votes cast.

Wl €t s Con it Eciiter oo b Ehriin o

. €g

- O b

Voting Results - Final Tally

o el el geon. (moce EPETE o Trvuseewa:

11.Natasha uses the search function @R.After the close of poll, Natasha can
her web—browser to find the number. | confirm that the correct candidate was

published next to her Response Numlber

on the election’s webpage.
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. ea

e P
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13.Natasha uses the browser search func-
tion to find her number again. Assuming
everybody else checks their vote, the re-

sults of the election will be accurate.




